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1 Reason for Change

The previous version of the SCWS relied on TLS 1.0 and SHA1. Both have exposed weaknesses. Therefore it is natural to update the security by proposing TLS 1.2 and SHA256.
However for backward compatibility purposes TLS 1.0 can be kept.
2 Impact on Backward Compatibility

These updates do not break the backward compatibility.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended to agree this CR.
6 Detailed Change Proposal

Change 1:  2.1 Normative References
	[3GPP TS 31.103]
	“TS 31.103 Technical Specification Group Core Network and Terminals; Characteristics of the IP Multimedia Services Identity Module (ISIM) application”, 3rd Generation Partnership Project (3GPP), 
URL: http://www.3gpp.org/ftp/Specs/archive/31_series/31.103/ 

	[3GPP TS 51.011]
	“TS 51.011 Technical Specification Group Terminals; Specification of the Subscriber Identity Module-Mobile Equipment (SIM - ME) interface”, 3rd Generation Partnership Project (3GPP),
URL: http://www.3gpp.org/ftp/Specs/archive/51_series/51.011/

	[3GPP2 C.S0023-C]
	“Removable User Identity Module for Spread Spectrum Systems”, 3rd Generation Partnership Project 2 (3GPP2), Technical Specification 3GPP2 C.S0023, 
URL: http://www.3gpp2.org/

	[3GPP2 C.S0065]
	“cdma2000 Application on UICC for Spread Spectrum Systems”, 3rd Generation Partnership Project 2 (3GPP2), Technical Specification 3GPP2 C.S0065, 
URL: http://www.3gpp2.org/

	[ASN.1]
	Abstract Syntax Notation One, 
URL: http://www.itu.int/ITU-T/studygroups/com17/languages

	[C.S0078]
	“Secured Packet Structure for CDMA Card Application Toolkit (CCAT) Applications”, 3rd Generation Partnership Project 2 (3GPP2), Technical Specification 3GPP2 C.S0078, 
URL: http://www.3gpp2.org/Public_html/specs/alltsgscfm.cfm

	[C.S0079]
	“Remote APDU Structure for CDMA Card Application Toolkit (CCAT) Applications”, 3rd Generation Partnership Project 2 (3GPP2), Technical Specification 3GPP2 C.S0079, 
URL: http://www.3gpp2.org/Public_html/specs/alltsgscfm.cfm

	[HTML 4.0.1]
	HyperText Markup Language, “HTML 4.01 Specification”, W3C Recommendation, 
URL: http://www.w3.org/TR/1999/REC-html401-19991224/ 

	[HTTP over TLS]
	“Hypertext Transfer Protocol over TLS protocol”, RFC 2818, May 2000, 
URL: http://www.ietf.org/rfc/rfc2818.txt

	[HTTP/1.1]
	“Hypertext Transfer Protocol -- HTTP/1.1”, RFC 2616, June 1999, 
URL: http://www.ietf.org/rfc/rfc2616.txt

	[ISO7816-4]
	“Information technology -Identification cards -Integrated circuit(s) cards with contacts Part 4: Interindustry commands for interchange”

	[PSK-TLS]
	“Pre-Shared Key Cipher suites for Transport Layer Security (TLS)”, RFC 4279, 
URL: http://www.ietf.org/rfc/rfc4279.txt?number= 

	[RFC5487]
	“Pre-Shared Key Cipher suites for TLS with SHA-256/384 and AES Galois Counter Mode ”, RFC 5487, 
URL: http://tools.ietf.org/html/rfc5487

	[RFC1630]
	“Universal Resource Identifiers in WWW: A Unifying Syntax for the Expression of Names and Addresses of Objects on the Network as used in the World-Wide Web”, 
URL: http://www.ietf.org/rfc/rfc1630.txt

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, 
URL: http://www.ietf.org/rfc/rfc2119.txt 

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”, D. Crocker, Ed., P. Overell, November 1997, 
URL: http://www.ietf.org/rfc/rfc2234.txt 

	[RFC2617]
	“HTTP Authentication: Basic and Digest Access Authentication”, 
URL: http://www.ietf.org/rfc/rfc2617.txt?number=2617

	[RFC3546]
	“Transport Layer Security (TLS) Extensions”, 
URL: http://www.ietf.org/rfc/rfc2119.txt

	[RFC3986]
	“Uniform Resource Identifier (URI): Generic Syntax”, 
URL: http://www.ietf.org/rfc/rfc3986.txt

	[RFC4785]
	“Pre-Shared Key (PSK) Ciphersuites with NULL Encryption for Transport Layer Security (TLS)”, 
URL: http://www.ietf.org/rfc/rfc4785.txt

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, 
URL: http://www.openmobilealliance.org/ 

	[SCWS-RD]
	“Smartcard Web Server Requirements”, Open Mobile Alliance™, OMA-RD_Smartcard_Web_Server-V1_0, 
URL: http://www.openmobilealliance.org/ 

	[TLS]
	“Security Transport Protocol”, RFC 2246, January 1999, 
URL: http://www.ietf.org/rfc/rfc2246.txt

	[RFC 5246]
	“The Transport Layer Security (TLS) Protocol Version 1.2”, August 2008,
URL: http://tools.ietf.org/search/rfc5246

	[RFC5288]
	“AES Galois Counter Mode (GCM) Cipher Suites for TLS”, August 2008, RFC5288
URL: https://tools.ietf.org/html/rfc5288

	[RFC5289]
	:TLS Elliptic Curve Cipher Suites with SHA-256/384 and AES Galois Counter Mode (GCM)”, August 2008, RFC5289,
URL: https://tools.ietf.org/html/rfc5289

	[TS 31.102]
	“TS 31.102 Technical Specification Smart Cards; Characteristics of the Universal Subscriber Identity Module (USIM) application”, 3rd Generation Partnership Project (3GPP),
URL: http://www.3gpp.org/ftp/Specs/archive/31_series/31.102/ 

	[TS 31.115]
	3GPP TS 31.115: Secured packet structure for (U)SIM Toolkit applications, 3rd Generation Partnership Project (3GPP), 
URL: http://www.3gpp.org/ftp/Specs/archive/31_series/31.115/ 

	[TS 31.116]
	3GPP TS 31.116: Remote APDU Structure for (U)SIM Toolkit applications, 3rd Generation Partnership Project (3GPP), 
URL: http://www.3gpp.org/ftp/Specs/archive/31_series/31.116/ 

	[TS 102 221]
	“TS 102 221 Smart Cards; UICC-Terminal interface; Physical and logical characteristics”, European Telecommunications Standards Institute (ETSI), 
URL: http://www.etsi.org

	[TS 102 223]
	“TS 102 223 Technical Specification Smart Cards; Card Application Toolkit (CAT)”, R7 or higher, European Telecommunications Standards Institute (ETSI), 
URL: http://www.etsi.org

	[WAPCert]
	“WAP Certificate and CRL Profiles”, WAP Forum™, WAP-211-WAPCert, 
URL: http://www.openmobilealliance.org/

	[XML 1.0]
	Extensible Markup Language (XML) 1.0 (Third Edition), 
URL: http://www.w3.org/TR/2004/REC-xml-20040204/

	[XML Media Type]
	XML Media Types, 
URL: http://www.rfc-editor.org/rfc/rfc3023.txt 


Change 2:  Section 11 Transport Layer Security (TLS)
11.1 Transport Layer Security (TLS)
TLS (Transport Layer Security) [TLS] and [RFC5246] provides a secure and reliable transport mechanism between two communicating parties. It provides confidentiality and integrity protection for the transport used. It can also provide unilateral or mutual authentication depending on the implementations. TLS works in a client-server model, where the initiator is called the Client and the responder is called the Server. In most cases, a TLS client can authenticate a TLS server using a public key certificate.  Mutual authentication is possible using public key certificates or with pre-shared keys using PSK-TLS.

A SCWS remote administration server acting as an HTTPS server SHALL implement [HTTP over TLS] using [PSK-TLS] and [RFC5487]. 

A SCWS administration agent acting as an HTTPS client SHALL implement [HTTP over TLS] using [PSK-TLS] and [RFC5487].

The implementation of [HTTP over TLS] using [PSK-TLS] and [RFC5487] is defined in sub-section 11.1.1.

The SCWS acting as a local HTTPS server SHOULD implement [HTTP over TLS] using public key as defined in sub-section 11.1.2 and MAY implement [HTTP over TLS] using [PSK-TLS] and [RFC5487].

The implementation of [HTTP over TLS] using public key is defined in sub-section 11.1.2.
Change 3:  Section 11.1.1.1 Transport Layer Security (TLS) Supported Cipher Suites for PSK-TLS
11.1.1.1 Supported Cipher Suites for PSK-TLS
The SCWS MUST support all of the following cipher suites:

· TLS_PSK_WITH_3DES_EDE_CBC_SHA [PSK-TLS]

· TLS_PSK_WITH_AES_128_CBC_SHA [PSK-TLS]
· TLS_PSK_WITH_AES_128_GCM_SHA256 [RFC5487]

· TLS_PSK_WITH_NULL_SHA [RFC4785]
Change 4:  Section 11.1.2.1 Public Key Pair and device certificate supported cipher suites

11.1.2.1 Supported Cipher Suites
If the SCWS use a public key pair and device certificate then it MUST support all of the following cipher suites:

· TLS_RSA_WITH_3DES_EDE_CBC_SHA [TLS]
· TLS_RSA_WITH_AES_128_CBC_SHA [RFC5246] 
· TLS_RSA_WITH_AES_128_GCM_SHA256 [RFC5288]

· TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 [RFC5289]
Change 5:  Section 11.1.2.2 Public Key Pair and device certificate Server Authentication

11.1.2.2 Server Authentication

The SCWS MUST support server authentication using TLS 1.2 and SHALL use the WAP profiled X.509 server certificate [WAPCert].
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