Doc# OMA-ARC-SCT-2010-0049-CR_Editorial_Smart_Card_TS.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-ARC-SCT-2010-0049-CR_Editorial_Smart_Card_TS.doc
Change Request



Change Request

	Title:
	OMA-ARC-SCT-2010-0049-CR_Editorial_Smart_Card_TS
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	ARC SCT

	Doc to Change:
	OMA-TS-Smartcard_Web_Server-V1_2-20100308-D

	Submission Date:
	02 June 2010

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Editorial

	Source:
	Laurence Bringer, Gemalto N.V., laurence.bringer@gemalto.com

	Replaces:
	n/a


1 Reason for Change

Following the guidance of Peter Arnby, REL chair, (having confirmed that there is no written guidance on this topic) the term “smart card” is updated to “Smart Card” as this term corresponds to a specific feature defined in the Definition Section.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We kindly ask the members of ARC SCT to review this Change Request and to update the technical specification accordingly.

6 Detailed Change Proposal

Change 1:  Update in chapter 1 Scope
1. Scope

Open Mobile Alliance (OMA) specifications are the result of continuous work to define industry-wide interoperable mechanisms for developing applications and services that are deployed over wireless communication networks.

This specification defines the interfaces to an HTTP server in a Smart Card (i.e. Smart Card Web Server), which is embedded in a mobile device (e.g. SIM, (U)SIM, UICC, R-UIM, CSIM). These interfaces cover the following aspects:

· The URL to access the Smart Card Web Server (SCWS)

· The transport protocol that is used to enable the communication between HTTP applications in the device and the Smart Card Web Server

· The HTTP profile that the Smart Card Web Server needs to implement

· A secure remote administration protocol for the Smart Card Web Server

· User, or principal, authentication with the Smart Card Web Server and related security protocols

It is important to note that the Smart Card Web Server can be administrated only by the Smart Card issuer (e.g. Mobile Network Operator) or a delegated authorized entity. This clearly sets the scope of ownership and roles for the remote administration and services that are deployed via the Smart Card Web Server.
Change 2:  Update in chapter 3.2 Definitions

3.2 Definitions

	[…]
	

	ProactiveHandler
	A ProactiveHandler is a Smart Card entity that is in charge of managing Proactive UICC sessions. Only one Proactive UICC session can be active at a given time.

	[…]
	

	Smart Card
	This is a portable tamper resistant device with an embedded microprocessor chip. A Smart Card is used for storing data (e.g. access codes, user subscription information, secret keys etc.) and performing typically security related operations like encryption and authentication. A Smart Card may contain one or more network authentication applications like the SIM (Subscriber Identification Module), USIM, R-UIM (Removable – User Identification Module), CSIM (CDMA SIM).

	Smart Card application
	An application that executes in the Smart Card.

	Smart Card issuer
	The entity that gives/sales the Smart Card to the user (e.g. network operator for a SIM card).

	[…]
	

	UICC
	UICC is the Smart Card defined for the ETSI standard [TS 102 221]. It is a platform to resident applications (e.g. USIM, CSIM or ISIM).

	[…]
	


Change 3:  Update in chapter 4 Introduction
3. Introduction

A Smart Card Web Server (SCWS) is an HTTP server that is implemented in a Smart Card, embedded in the mobile device (e.g. SIM, (U)SIM, UICC, R-UIM, CSIM). It allows network operators to offer state of the art Smart Card based services to their customers by using the widely deployed [HTTP/1.1] protocol.

This solution integrates well in the Internet and the OMA architecture. The main scope of the specification is to allow a local communication between a WEB browser running in the terminal and a Web Server running in the Smart Card. It also covers remote administration of the Smart Card Web Server by authorized entities (i.e. card issuer or a delegated entity). This new HTTP interface is a logically separated communication channel from those that already exist today between the terminal and the Smart Card (e.g. using protocols that are defined in [ISO7616-4], [TS 102 221] and [TS 102 223]). It enables HTTP applications in the terminal to communicate with the Smart Card independently from the current telecom based communication between these two entities. This new communication channel can be used by Mobile Network Operators to deploy services for the benefit of their subscribers.

A Smart Card-URI is used in order to communicate with the web server that is embedded in the Smart Card (SCWS). We limit our discussion to Smart Card platforms such as (U)SIM (Subscriber Identification Module), UICC and R-UIM (Removable – User Identification Module), CSIM in a mobile phone.
4.1 Version 1.0

The Smart Card Web Server 1.0 defines all the main requirements of an HTTP server implemented in a Smart Card, allowing an HTTP client running in the terminal (e.g. the browser) to access resources stored in the Smart Card. The content delivered by the SCWS can be static resources but also be generated by a Smart Card application. The SCWS 1.0 also defines the remote administration of the Smart Card Web Server by an authorized entity.
4.2 Version 1.1

The Smart Card Web Server 1.1 enabler is a set of optimisations of the Smart Card Web Server 1.0 enabler and therefore does not introduce any new requirement or any change into the architecture. This enabler therefore refers to the requirements and architecture documents of the Smart Card Web Server 1.0 enabler. 
The Smart Card Web Server 1.1 improves the Smart Card Web Server 1.0 mainly to optimize the remote management of the SCWS from different trusted entities. Each authorized entity is able to control what content and which Smart Card applications can be accessed under a given URI.
The Smart Card Web Server 1.1 also clarifies the cache management to improve the efficiency of the exchanges with the HTTP application in the terminal.

The Smart Card Web Server 1.1 has been updated to manage any type of resources allowing a SCWS implementation to be future proof using the Content-Type, Content-Encoding and Content-Language headers defined by the administration server.

[…]
Change 4:  Update in chapter 6 Support of Dynamic content
4. Support for dynamic content
Applications in the Smart Card, that are registered to the SCWS and are identified by the URL, can be triggered by the SCWS. An application performs a specific task and may dynamically create content and return it to the SCWS. It SHALL be possible to invoke a Smart Card application to the SCWS by using a path defined by the card issuer. Parameters for the application can be passed in the URL or in the request body. It SHALL be possible to apply any syntax in the data part of the URL as long as it conforms to the URI specification [RFC3986]. For example, the parameters in the URL start with the ‘?’ character and are being formatted as a series of name=value pairs, separated by the ‘&’ character. 

The following specification defined 2 types of applications: interception applications and content providing applications.
Change 5:  Update in chapter 7 IP Address and Port Numbers for local communication
5. IP Address and Port Numbers for local communication
This section deals with the IP addresses that a local HTTP application, running in the terminal, uses in order to connect to the SCWS. The IP address depends on the local transport protocol as described in the following sections. Two protocols are specified: The Bearer Independent protocol (BIP) or directly native TCP/IP if the Smart Card implements a TCP/IP stack.
7.1 Using the BIP transport protocol
If the Smart Card does not have its own IP address and does not directly support TCP/IP, the BIP gateway in the terminal is used as a protocol converter. Then, the TCP/IP protocol is used between the HTTP application in the terminal and the BIP gateway, and the BIP protocol is used between the BIP gateway and the Smart Card.

The loopback IP Address 127.0.0.1 SHALL be used by the HTTP application in the terminal to address the BIP gateway. This address is also named “localhost” on some systems. Mnemonic names may be used if the implementation can apply adequate security measures on the association of the mnemonic and the IP address, otherwise the IP address 127.0.0.1 should be used.
[…]
7.2 Using the TCP/IP protocol
If the Smart Card has its own IP address and directly supports TCP/IP and the terminal supports direct IP addressing of the Smart Card, then the TCP/IP protocol SHALL be used between the HTTP application in the terminal and the SCWS on the Smart Card.
7.2.1 Port Numbers
The port numbers for accessing the SCWS shall be the default HTTP ports: 80 for HTTP and 443 for HTTP over TLS.
7.2.2 Sample URLs
EXAMPLE:

Same as the examples above in [Error! Reference source not found.] but the Smart Card now has an IP address allocated to it, e. g.

· http://< Smart Card IP address>/pub/files/foobar.xhtml

· https:// <Smart Card IP address>/cgi/display?df=7F01&ef=3F01&record=01&offset=50&length=10

Where <Smart Card IP address> is the IP address that is given to the Smart Card.

Change 6:  Update in chapter 8. Local transport protocols
6. Local transport protocols
The SCWS responds to HTTP requests from HTTP applications (e.g. browsers) in the terminal. The HTTP requests and responses are exchanged over a local transport protocol between the Smart Card and the terminal. The local transport protocol provides the basic functionality of data exchange between the SCWS and the terminal.

[…]

6.2 TCP/IP transport Protocol
If the Smart Card supports TCP/IP then the HTTP application in the terminal SHALL directly communicate with the SCWS without a BIP gateway. In this case the SCWS SHALL listen on the default port 80 for incoming HTTP requests and SHOULD listen on port 443 for incoming HTTP over TLS requests.
Change 7:  Update in chapter 11.1.1 PSK-TLS
11.1.1  PSK-TLS
PSK-TLS is used when a symmetric key is shared between the SCWS and the connecting principal (e.g. a remote administration server). How shared keys are provisioned in the Smart Card and the connecting principle is beyond the scope of this specification.
Change 8:  Update in chapter 12 Access Control Policy (ACP)
12. Access Control Policy (ACP)
This section defines a complementary and yet optional security feature that adds an additional access control to the SCWS from within the terminal itself. It is called the ACP Enforcer (Access Control Policy Enforcer) and is aimed to control the access to the SCWS for terminal applications. Its main purpose is to provide protection against denial of service attacks on the SCWS and the misuse of the SCWS by malicious terminal applications. The ACP Enforcer is especially useful in terminals that allow the user to freely download and install applications in the terminal (e.g. terminals with so-called open operating systems). For example the user may download and install a malicious application in the terminal that could try to block access to the SCWS or potentially ask the user for sensitive information such as passwords or secrets required to access personal information in the SCWS.

The Access Control Policy (ACP) is a data object that the device, implementing an ACP Enforcer, can retrieve from the Smart Card. An ACP Enforcer MAY be implemented by terminals that implement a trusted execution environment (as defined by external standardization fora). The ACP data object defines the following possible access rights:

[…]

The Access Control Policy Enforcer may enforce access restrictions to the SCWS by blocking access to the relevant TCP ports (i.e. used by the SCWS) for certain local terminal applications within the terminal. If no ACP can be retrieved from the Smart Card then all terminal applications can access the SCWS.
12.1 ACP retrieval
[…]

If the terminal supports ACP enforcement it SHALL retrieve and apply the ACP immediately after the initialization phase of the SCWS transport protocol with the Smart Card. The terminal MUST block access to the SCWS for all terminal applications before the retrieval and enforcement of the ACP rules that are described in it. After the retrieval of the ACP from the SCWS the terminal MUST apply the rules and MUST block access to the SCWS for all non-authorized terminal applications. If the terminal is not able to interpret the ACP (e.g. ACP is malformed) it MUST block access to the SCWS for all terminal applications.
[…]
12.2 ACP data objects
[…]

Trusted certificates that indicate various levels and granularity of trusted terminal applications may already be present in the device. If the Smart Card contains additional certificates they MUST be read as described in [SCProv] and added to the list of existing trusted certificates. 

[…]

Change 9:  Update in chapter 13.1 Administration commands

13.1 Administration commands
The SCWS administration commands are HTTP commands as described below. These commands are sent to the Smart Card with the administration protocols as described in [Error! Reference source not found.]. This chapter describes the commands only and does not deal with how they are sent to the SCWS. The following chapters describe the administration protocols themselves.

[…]

13.3.2.1  Administration session flow and behaviour using BIP
The Full Administration Protocol SHALL be implemented with BIP client mode as defined in [TS 102 223]. For this purpose the Smart Card SHALL include one or several administration agents that SHALL connect to a remote administration server by opening a BIP TCP channel in client mode, as defined in [TS 102 223]. An administration agent SHALL perform the following tasks:

[…]

13.3.2.2 Administration session flow and behaviour using TCP/IP
If the Smart Card implements a TCP/IP stack and can establish a direct TCP/IP connection to the remote administration server (without using BIP) the session flow and behaviour is the same as described in [13.3.2.1] but with a direct TCP/IP connection.
13.3.2.3  Admin Server Settings
To connect to the admin server the Smart Card Admin Agent can retrieve needed parameters from a resource (e.g. a file or data object), accessible via a URL, and managed by the card issuer (or delegated authorized entity). 

[…]

13.3.2.4  Remote triggering of an administration session
To start an administration session an administration agent in the Smart Card needs to be triggered in order to start the administration session. A remote administration server, or a delegated authorized entity, SHALL trigger the administration session by sending a secure SMS to the Smart Card to tell an administration agent to start an administration session.

The OTA message that triggers an administration session is formatted according to [TS 31.115] and [TS 31.116] (or [C.S0078] [C.S0079] for 3GPP2) with authentication, integrity protection and sequence numbering (i.e. card shall reorder each part of Concatenated SMS if needed). The TAR of the envelope SMS PP Data Download command must be the TAR of the administration agent in the Smart Card.

[…]

13.3.2.9.5  Security parameters
[…]
· Card Key-Identifier: 
The Card Key Identifier is an opaque string that is used internally in the Smart Card to find the key value to be used in the TLS session
The SCWS admin agent SHALL support a Card Key-Identifier length of at least 32 bytes.

[…]

13.3.2.9.6 Retry policy parameters
[…]

· Retry waiting delay:
Definition of the time to wait between two retries. This parameter is in the same format as the “timer” Comprehension TLV definition in [TS 102 223]. 
Due to the clock-less and removable design of the Smart Card, the remote administration server shall only consider it as the minimum time the card administration agent has to wait and not the exact time when the session will be resumed.
[…]

13.3.2.9.11  Agent ID parameter
[…]

A good practice is to use the Smart Card ICCID to allow immediate identification of the card by the remote administration server. If the ICCID is used, it SHALL be formatted as a 19 or 20 byte long string (decimal digits, with check digit, without padding character). Note: the nibbles of the value extracted from the EF-ICCID [TS 102 221] are swapped).

[…]

Change 10:  Update in Appendix B Static Conformance Requirements

Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [SCRRULES].

B.1 SCR for SCWS Admin Client
	Item
	Function
	Reference
	Requirement

	[…]
	
	
	

	SCWS-AC-013-M
	Support for each authorized entities to be able to control what content and which Smart Card applications can be accessed under a given URI.
	Section Error! Reference source not found.
	

	[…]
	
	
	


B.2 SCR for Remote SCWS Admin Server
	Item
	Function
	Reference
	Requirement

	[…]
	
	
	

	SCWS-AS-004-M
	Trigger the administration session by sending a secure SMS to the Smart Card
	Section 13.3.2.4
	

	[…]
	
	
	


[…]

B.5 SCR for Device
This is the device that connects to the Smart Card (e.g. Mobile phone with a Web browser that accesses the SCWS).
	Item
	Function
	Reference
	Requirement

	SCWS-ME-001-M
	Support for local transport protocols with the Smart Card
	Section 7
Section 8
	SCWS-ME-001 OR SCWS-ME-004

	SCWS-ME-002-O
	BIP transport protocol:

IP Address of the Smart Card is 127.0.0.1 for local communication with the SCWS
	Section 7
	SCWS-ME-005 AND SCWS-ME-006 AND SCWS-ME-007

	SCWS-ME-003-O
	BIP transport protocol:

Mnemonic names associated to the Smart Card IP Address 127.0.0.1
	Section 7
	

	SCWS-ME-004-O
	TCP protocol:

Smart Card has its own IP Address for local communication with the SCWS
	7.2
	

	[…]
	
	
	


Change 11:  Update in Appendix E  UICC File access with a URI
Appendix C. UICC File access with a URI
(Normative)
A UICC implementing a file access with a URI MAY provide access to the legacy TS 102 221 file structure as described in this section. This access is useful in order to have standardized URI definitions for a remote administration of resources in the Smart Card. A SCWS that implements a UICC file access with a URI SHALL adhere to the specification in this annex.
The HTTP GET and PUT commands are used in order to read or update the relevant resource in the Smart Card. The reading or updating SHALL be possible only with the SCWS administration protocol defined in chapter [13] and abide to the relevant access conditions that are derived from the mutual authentication with the remote administration server. For the purpose of deriving the internal access conditions it is considered that the mapping of the admin server key (PSK-key) to an internal access right key (e.g. ADM1) is proprietary.
[…]
Change 12:  Update in Appendix F Security Considerations
Appendix D. Security Considerations
(Informative)
Although the Smart Card can be regarded as a secure hardware token, the following notes should be considered when offering SCWS based services:

· It cannot be expected that the Smart Card is always in a trusted environment or in a mobile handset (e.g. the Smart Card can be put in a card reader which is connected to a PC)

· It cannot be expected that the administration channel is always available (e.g. the Smart Card is not inserted in mobile phone or there is no network coverage)

· Even if an ACP enforcer is implemented in the device (e.g. mobile handset) it should be understood that the Smart Card may be moved to another environment without ACP enforcement functionality

· Protocols used in the SCWS specification (e.g. basic or digest authentication, TLS) may have their inherent security consideration and implementers should refer to the specification of each protocol and take them into consideration
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