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1 Reason for Change

This change request proposes the following changes:

· In addition to the reference to HTTPs (HTTP over TLS defined in RFC 2818), there was some references to the protocol Secured HTTP (also known as S-HTTP) defined in RFC 2660. S-HTTP is in fact a little used alternative to HTTP over TLS and SCWS uses only HTTP over TLS to secure the communication between the browser and the SCWS or between the SCWS and the remote administration server. This change request removes any reference to S-HTTP.

· In the section 6.2 “Overall system requirement”, the column “Release” was not filled in. As all the requirements were already implemented in SCWS 1.0., this change request fills in the Release column in the whole section 6.2 with “1.0”
· An important requirement for the SCWS is the ability to administrate remotely the SCWS content thanks to a remote admin server and a secured connection over HTTPs. This change request adds a requirement in the section related to the administration and the configuration. This change request adds also the remote administration server in the overall system elements. As the remote administration channel shall be implemented using HTTP over TLS, requirements are added for the System Elements Smart Card and Remote Administration Server.

· Some editorial corrections are provided.

2 Impact on Backward Compatibility

These updates do not break the backward compatibility.
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We kindly ask the members of ARC SCT to review this Change Request and to update the requirement document accordingly.

6 Detailed Change Proposal

Change 1:  Remove reference to RFC 2660 “Secure HTTP” in section 2.1 Normative references
2.1 Normative References

	[HTTP over TLS]
	“Hypertext Transfer Protocol over TLS protocol”, RFC 2818, May 2000, URL:http://www.ietf.org/rfc/rfc2818.txt

	[HTTP/1.1]
	“Hypertext Transfer Protocol -- HTTP/1.1”, RFC 2616, June 1999, URL:http://www.ietf.org/rfc/rfc2616.txt

	
	

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[TLS]
	“Security Transport Protocol”, RFC 2246, January 1999, URL:http://www.ietf.org/rfc/rfc2246.txt

	[WAPWAE]
	Wireless Application Environment Specification, Open Mobile Alliance™, 
OMA-WAP-WAESpec-V2_3-20040815 {‑Candidate}, URL:http://www.openmobilealliance.org/

	[WP HTTP]
	Wireless Profiled HTTP, Open Mobile Alliance™, WAP-229-HTTP-20010329-a, URL:http://www.openmobilealliance.org/


Change 2:  Remove reference to RFC 2660 “Secure HTTP” in section 6.2.4

6.2.4 System Element SCWS

	Label
	Description
	Release

	REQ-SCWS-1
	It SHALL be possible to serve content from the SCWS using [HTTP/1.1] and [WP HTTP], or a sub-profile of these protocols.
	

	REQ-SCWS-2
	It MAY be possible to serve content from the SCWS using [HTTP over TLS]
	


Table 12: Requirements for System Element SCWS

Change 3:  Editorial correction in section 6.1.1

6.1.1 Security

	Label
	Description
	Release

	[…] 
	
	

	REQ-SEC-6.a
	It SHALL be possible to manage the SCWS by a remote entity that establishes an end to end secure session with mutual authentication
	1.0

	REQ-SEC-6.b
	It SHALL be possible to browse the SCWS by a remote entity that establishes an end to end secure session with mutual authentication.
	Future

	[…]
	
	


Table 2: High-Level Functional Requirements – Security Items
Change 4:  In section 6.1.3 add a requirement concerning the remote administration. This requirement has already been implemented in SCWS 1.0
6.1.2 Administration and Configuration

	Label
	Description
	Release

	REQ-ADM-1
	The smart card issuer or any 3rd party authorised by the smart card issuer SHALL be able to control what content and smart card applications can be accessed via the SCWS
	1.0

	REQ-ADM-2
	The smart card issuer or any 3rd party authorised by the smart card issuer SHALL be able to inform the SCWS that there is content to be downloaded.
	1.0


Table 4: High-Level Functional Requirements – Administration and Configuration Items

Change 5:  Corrections in section 6.2 to set the release numbers, to add the Remote Admin Server in the system element with the associated requirement, add a requirement for the Smart Card concerning the remote administration

6.2 Overall System Requirements

The following section gives requirements on the communication mechanisms between the different system elements.

	Label
	Description
	Release

	System Element Browser:
	The device's web browser or applications that need to connect to the SCWS 
	1.0

	System Element Device:
	See the definition section
	1.0

	System Element Smart card:
	See the definition section
	1.0

	System Element SCWS:
	Web server implemented in the smart card
	1.0

	System Element Remote Administration Server:
	Administration server used to administrate the SCWS content
	1.0


Table 12: High-Level System Requirements

6.2.1 System Element Browser

	Label
	Description
	Release

	REQ-BRW-1
	The browser SHALL be able to connect to the SCWS
	1.0


Table 9: Requirements for System Element Browser

6.2.2 System Element Device

	Label
	Description
	Release

	REQ-DEV-1
	The device SHALL provide the interfaces to access the SCWS
	1.0

	REQ-DEV-2
	The device SHOULD support the existing proactive command issued by the smart card to launch the device's web browser.
	1.0


Table 10: Requirements for System Element Device

6.2.3 System Element Smart card

	Label
	Description
	Release

	REQ-SC-1
	The smart card SHALL provide the communication channel(s) to access the SCWS
	1.0

	REQ-SC-2
	The smart card SHALL provide the needed resources to execute a SCWS, related applications and needed data storage
	1.0

	REQ-SC-3
	The Smart Card SHALL provide the communication channel(s) to access the SCWS from the remote administration server using [HTTP over TLS]
	1.0


Table 11: Requirements for System Element Smart card

6.2.4 System Element SCWS

	Label
	Description
	Release

	REQ-SCWS-1
	It SHALL be possible to serve content from the SCWS using [HTTP/1.1] and [WP HTTP], or a sub-profile of these protocols.
	1.0

	REQ-SCWS-2
	It MAY be possible to serve content from the SCWS using [HTTPS] or [HTTP over TLS]
	1.0


Table 12: Requirements for System Element SCWS

6.2.5 System Element Remote Administration Server

	Label
	Description
	Release

	REQ-AS-1
	The remote administration server SHALL be able to download content on the SCWS using [HTTP over TLS]
	1.0


Table 13: Requirements for System Element Remote Administration Server
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