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1 Reason for Change

One of the SCWS Enabler use case is when a remote administration server wants to initiate a SCWS administration session on a given Smart Card, it sends first a push message using a formatted SMS.

This change request proposes an alternative solution to send this push message to the Smart Card on SIP network. This alternative re-uses the OMA SIP Push Enabler.
2 Impact on Backward Compatibility

These updates do not break the backward compatibility.
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We kindly ask the members of ARC SCT to review this Change Request and to update the architecture document accordingly.

6 Detailed Change Proposal

Change 1:  Add references to OMA Push and OMA SIP Push enablers in  the section 2.1 Normative References
2.2 Normative References

	[OMA Push]
	“OMA Push”, Open Mobile Alliance™, OMA-Push-V2_2,
URL: http://www.openmobilealliance.org/

	[OMA SIP Push]
	“OMA SIP Push”, Open Mobile Alliance™, OMA-SIP-Push-V1_0,
URL: http://www.openmobilealliance.org/


Change 2:  Editorial update in the section 4

4. Introduction
(Informative)

 Smart Card Web Server (SCWS) is a HTTP server implemented in the smart card embedded in the mobile device (e.g. SIM, (U)SIM, UICC). It will allow network operators to offer smart card based services to their customers by using the widely deployed [HTTP/1.1] protocol.

This solution integrates well in the Internet and the OMA architecture and affects the device and the smart card itself. The goal of this architecture is to have a minimum impact on the device and other system elements like remote servers. The main scope of the WI is to allow a local communication between the device WEB browser and the Smart Card Web Server. This will allow the user to browse static and dynamic content on the Smart Card Web Server and the implementation of dynamic web applications in the smart card. The security constraints are expressed in the Requirement document and the architecture and solution itself should accommodate them.

As the solution relies on well-known Internet protocols, it mainly concentrates on specifying the needed modules/gateways, in the device and smart card, to allow an HTTP communication between the device and the smart card. It is also aimed to have no change in the device browser in order to make the SCWS browsing as transparent as the browsing of any other remote Web server. The architecture takes into account possible security vulnerabilities coming from the SCWS connection to the mobile device network stack.

A Smart card-URI is used in order to communicate with a web server that is embedded in the smartcard (SCWS). We limit our discussion to smart card platforms such as (U)SIM (Subscriber Identification Module), UICC, R-UIM (Removable – User Identification Module) in a mobile phone.


As the SCWS connectivity is provided by UICC commands, it will also follow new connectivity solutions that could be specified by the ETSI SCP. The architecture described in this document takes into account the possible evolutions of the UICC connectivity solution.
Change 3:  Update the description of SCWS 1.2 content in the section 4.3

4.3 Version 1.2

The Smart Card Web Server 1.2 enabler introduces the references to latest versions of TLS (i.e. [TLS 1.1] and [TLS 1.2]) and a new requirement confirming that another removable web server operating in the same terminal can be accessed.

The Smart Card Web Server 1.2 enabler also provides clarification on the implementation of the Smart Card Web Server when using TCP/IP transport Protocol.
The Smart Card Web Server 1.2 enabler introduces also the possibility to send the Push message, which triggers the Remote Administration Session, over SIP as an alternative to the Push message sent over the formatted SMS.
Change 4:  Update the section 5. Architectural Model

5. Architectural Model

The SCWS enabler architecture provides a functional description of the SCWS itself and a functional and behavioural description of the OMA SCWS gateway that provides the connectivity of the SCWS to the hosting Device network stack. It also describes the interface with a remote administration application using an end-to-end secure connection. The basic principles of this solution are described hereafter.

The smart card provides a web server for the user to browse using the device WEB browser. This web server is accessible via a gateway that translates the TCP/IP protocol to another local protocol between the device and the smart card. The HTTP requests and responses are then sent directly to the SCWS over the local smartcard-device protocol. The current proposal for the local access URL (from within the device) to the SCWS is to use the loopback address with two TCP port numbers to be assigned for this purpose:

· 20080 for HTTP

· 20443 for HTTPS

Note: These TCP port numbers may be different in the final specification depending on the actual port numbers that will be allocated by IANA. These numbers are kept in this document for clarity in the following chapters.

The architecture should be open to allow the choice of several smartcard-device protocols as the “local bearer” to transport the HTTP requests and responses. One example of such a local bearer relies on a protocol that is already standardized in ETSI/SCP. This protocol is called the Bearer Independent Protocol (BIP).
When the SCWS Administration Server wants to initiate a Remote Administration Session, it first has to send a Push message to the SCWS Administration Agent in the Smart Card, then the SCWS Administration Agent open the Remote Administration Session. This Push message can be sent either using the usual formatted SMS or using the OMA SIP Push Enabler.
5.1 Dependencies

· OMA Browser 

· HTTP/1.1 ([HTTP/1.1])
· TLS ([TLS 1.0], [TLS 1.1], [TLS 1.2])

· HTTPS ([HTTPS], [HTTP over TLS])
· OMA Push Enabler ([OMA Push])
· OMA SIP Push Enabler ([OMA SIP Push])
5.2 Architectural Diagram
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Figure 1: SCWS Connectivity Architectural Model

5.3 Functional Components and Interfaces/reference points definition

5.3.1.1 SCWS

Name: SCWS Server.

Description: SCWS Server

Responsibility: In charge of processing of client requests. This component resides in the smart card and processes HTTP requests. 

5.3.1.2 SCWS Gateway

Name: SCWS Gateway

Description: SCWS Gateway

Responsibility: Provides the link between the hosting device network stack and the Smart card Interface and protocol at TCP level. Two main functions are identified within this component:

· Protocol translation from TCP/IP to the local transport protocol between the device and the smart card

· Enforcement of access control policy to the SCWS based on access control rules that are read from the smart card

Note: when the smart card is able to communicate directly over the TCP/IP protocol this component will evolve accordingly.

5.3.1.3 HTTP client

Name: HTTP client

Description: local HTTP client (see “local browser or HTTP client” in the architecture diagram). 

Responsibility: This is the HTTP client used to connect the SCWS using an HTTP layer. 

5.3.1.4 HTTPS Client

Name: HTTPS client

Description: local HTTPS client (see “local browser or HTTPS client” in the architecture diagram).
Responsibility: This is the HTTPS client used to connect the SCWS using a TLS layer. 

5.3.1.5 SCWS administration application 

Name: SCWS administration application

Description: Remote application providing administration mechanisms for SCWS.
Responsibility: This is the administration platform providing content that the SCWS administrator wants to install and manage in the SCWS.
5.3.1.6 OMA Push Proxy Gateway
Name: OMA Push Proxy Gateway
Description: Push Proxy Gateway as defined in [OMA Push]
Responsibility: The proxy gateway that provides OMA push proxy services.
5.3.1.7 OMA Push Client
Name: OMA Push Client
Description: Push Client in the device as defined in [OMA Push]
Responsibility: Client in the device that receives the OMA Push messages sent by the OMA Push Proxy Gateway
5.3.1.8 SCWS Push Gateway
Name: SCWS push gateway
Description: Gateway in the device that uses the services of the OMA Push Client to receive the OMA Push message. This gateway forwards the Push message to the SCWS Gateway using the HTTP protocol.
Responsibility: Gateway in the device that registers to the OMA Push Client, receives the OMA Push messages over SIP and forward them to SCWS Gateway.
5.3.2 Interfaces and Protocols

5.3.2.1 SCWS-1:

Name: SCWS 1

Description: Interface between browser, HTTP/HTTPS client and the SCWS Gateway for sending/receiving HTTP or HTTPS requests and responses. 

Entities in this enabler that will use the interface or protocol: HTTP or HTTPS client.

Protocol: TCP/IP

5.3.2.2 SCWS-2:

Name: SCWS 2

Description: Interface between SCWS Gateway and the SCWS. 

Entities in this enabler that will use the interface or protocol: SCWS Gateway and the SCWS.
Interface: SCWS transport protocol

5.3.2.3 SCWS-3:

Name: SCWS 3

Description: Interface between the smart card and a remote administration application.

Entities in this enabler that will use the interface or protocol: Smart card and the remote administration application.
Interface: Existing OTA protocols

5.3.2.4 SCWS-4:

Name: SCWS 4

Description: This is an I2 type interface, meaning that it depends on external capabilities. This is the Interface between the ACP Enforcer and the device operating system.

Entities in this enabler that will use the interface or protocol: ACP Enforcer and the device operating system.
Interface: The device operating system interfaces depending on the deploying platform. More information is in [5.6].

5.3.2.6 SCWS-6:

Name: SCWS 6
Description: Interface between the SCWS Push Gateway and the SCWS Gateway
Entities in this enabler that will use the interface or protocol: SCWS Push Gateway and the SCWS Gateway
Interface: HTTP
5.3.2.6 PUSH-PAP
Name: PUSH-PAP
Description: Push Access Protocol (PAP) interface as defined in [OMA Push]. This interface which the OMA Push Proxy Gateway exposes OMA Push services to the Push Initiator, in our case to the SCWS Remote Administration Server
Entities in this enabler that will use the interface or protocol: SCWS Remote Administration Server
Interface: HTTP
5.3.2.6 PUSH-OTA-SIP
Name: PUSH-OTA-SIP
Description: Push Over-The-Air (OTA) interface implemented over SIP as defined in [OMA SIP Push]. It is the interface via which the OMA Push Proxy Gateway and OMA Push Client interact using the Push-OTA protocol over SIP.
Entities in this enabler that will use the interface or protocol: None
Interface: OTA Protocol defined by [OMA SIP Push]
5.3.2.6 PUSH-CAI
Name: PUSH-CAI
Description: Push Client-Application Interface (CAI) as defined in [OMA Push]. It is the interface via which the OMA Push Client exposes OMA Push services to Push-enabled applications, in our case to the SCWS Push Gateway.
Entities in this enabler that will use the interface or protocol: SCWS Push Gateway
Interface: The device operating system interfaces depending on the deploying platform
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