Doc# OMA-ARC-SCT-2011-0013R01-CR_ACP_update.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-ARC-SCT-2011-0013R01-CR_ACP_update.doc
Change Request



Change Request

	Title:
	OMA-ARC-SCT-2011-0013R01-CR_ACP_update
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	ARC SCT

	Doc to Change:
	OMA-TS-Smartcard_Web_Server-V1_2-20110127-D

	Submission Date:
	01Feb 2011

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Editorial

	Source:
	Laurence Bringer, Gemalto N.V., laurence.bringer@gemalto.com

	Replaces:
	OMA-ARC-SCT-2011-0013-CR_ACP_update


1 Reason for Change

Today more and more devices allow user to freely download and install applications, the risk of having a “fake” application increase. This malicious application can generate a denial of service on the SCWS. The Access Control Policy mechanism defined in the SCWS Enabler is the solution to protect the SCWS against this denial of service attacks.
SCWS 1.1 set this ACP mechanism and the implementation of the Access Policy Enforcer as optional for the device. As the risk is today increased, the change request proposes to set this functionality as mandatory for the device.

2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We kindly ask the members of ARC SCT to review this Change Request and to update the technical specification accordingly.
6 Detailed Change Proposal

Change 1:  Update of the description of SCWS version 1.2 in section 4.3

4.3 Version 1.2

The Smart Card Web Server 1.2 enabler introduces the references to latest versions of TLS (i.e. [TLS 1.1] and [TLS 1.2]) and a new requirement confirming that another removable web server operating in the same terminal can be accessed.

The Smart Card Web Server 1.2 enabler also provides clarifications on the implementation of the Smart Card Web Server when using TCP/IP transport Protocol.

The Smart Card Web Server 1.2 enabler introduces the notion of Granted Memory associated to a card administration agent. It allows restricting the amount of content associated to an authorized entity administrating the SCWS content.

To trigger a remote administration session, the Smart Card Web Server already defines the use of a secure SMS sent to a card administration agent. With the Smart Card Web Server 1.2 it is now possible to send this triggering message thanks to the OMA SIP Push Enabler.
With the increase of opened device operating systems, the Smart Card Web Server 1.2 set the implementation of the Access Control Policy (ACP) as mandatory for the device.
Change 2:  Update in chapter 12 Access Control Policy (ACP)
12. Access Control Policy (ACP)
This section defines a complementary security feature that adds an additional access control to the SCWS from within the terminal itself. It is called the ACP Enforcer (Access Control Policy Enforcer) and is aimed to control the access to the SCWS for terminal applications. Its main purpose is to provide protection against denial of service attacks on the SCWS and the misuse of the SCWS by malicious terminal applications. The ACP Enforcer is especially useful in terminals that allow the user to freely download and install applications in the terminal (e.g. terminals with so-called open operating systems). For example the user may download and install a malicious application in the terminal that could try to block access to the SCWS or potentially ask the user for sensitive information such as passwords or secrets required to access personal information in the SCWS.

The Access Control Policy (ACP) is a data object that the device, implementing an ACP Enforcer, SHALL retrieve from the Smart Card. An ACP Enforcer SHALL be implemented by terminals that implement a trusted execution environment (as defined by external standardization fora). The ACP data object defines the following possible access rights:

· Allow access to the SCWS to terminal applications that are trusted by the handset manufacturer

· Allow access to the SCWS for terminal applications that belong to the operator trust level, if supported by the terminal.

· Allow access to the SCWS for terminal applications that belong to an enterprise trust level, if supported by the terminal.

· Allow access to the SCWS to all trusted terminal applications in the handset

· Allow access to the SCWS to some trusted terminal applications in the handset that are identified by the hash of the signing certificate

· Allow access to all terminal applications

The Access Control Policy Enforcer SHALLenforce access restrictions to the SCWS by blocking access to the relevant TCP ports (i.e. used by the SCWS) for certain local terminal applications within the terminal. If no ACP can be retrieved from the Smart Card then all terminal applications can access the SCWS.
12.1 ACP retrieval
Since the ACP is not confidential it can be accessed via the HTTP protocol itself. The device SHALL retrieve the ACP by sending the following HTTP GET command:

	Get /config/acp HTTP/1.1 CRLF
Host: <hostname or IP address> CRLF

CRLF


The terminal SHALL retrieve and apply the ACP immediately after the initialization phase of the SCWS transport protocol with the Smart Card. The terminal MUST block access to the SCWS for all terminal applications before the retrieval and enforcement of the ACP rules that are described in it. After the retrieval of the ACP from the SCWS the terminal MUST apply the rules and MUST block access to the SCWS for all non-authorized terminal applications. If the terminal is not able to interpret the ACP (e.g. ACP is malformed) it MUST block access to the SCWS for all terminal applications.

EXAMPLE 1:

The following is an example of an HTTP response to the above GET command:

	HTTP/1.1 200 OK CRLF

[Content-Type: application/octet-stream CRLF]
[Content-Length: xxxx CRLF] or [Transfer-Encoding: chunked CRLF]
CRLF

ACP as binary data


12.2 ACP data objects
The ACP ASN.1 [ASN.1] data objects are described below. A description of the role of each data object follows afterwards. 

--Access Control Policy
ACP ::= SEQUENCE {


trustedAppInformation  
 TrustInformation,


SelectedTrustedApplications
 CertHashList     OPTIONAL

}

TrustInformation ::= BIT STRING {


allApplications

(0),


allTrustedApplications

(1),


trustedByManufacturer

(2),


trustedByOperator

(3),


trustedByEnterprise

(4),


selectedTrustedApps

(5),


... -- for future extensions

}

CertHashList  ::=  SEQUENCE SIZE (1..MAX) OF CertHash

CertHash ::= OCTET STRING  --SHA1 Hash of Entire Certificate 
Trusted certificates that indicate various levels and granularity of trusted terminal applications may already be present in the device. If the Smart Card contains additional certificates they MUST be read as described in [SCProv] and added to the list of existing trusted certificates. 

The bits in the TrustInformation type indicate which terminal applications are allowed to access the SCWS and are defined as follows:  

· The allApplications bit is asserted when access to the SCWS is allowed by all terminal applications without restriction.  

· The allTrustedApplications bit is asserted when access to the SCWS is allowed by signed terminal applications that have been properly validated to any one of the trusted certificates.

· The trustedByManufacturer bit is asserted when access to the SCWS is allowed to terminal applications trusted by the terminal manufacturer (e.g. signed applications that have been properly validated to trusted certificate(s) associated with the manufacturer, or by other means). 

· The trustedByOperator bit is asserted when access to the SCWS is allowed to signed terminal applications that have been properly validated to trusted certificate(s) associated with the operator trust level, if this trust level is supported by the terminal. 

· The trustedByEnterprise bit is asserted when access to the SCWS is allowed to signed terminal applications that have been properly validated to trusted certificate(s) associated with the "Enterprise trust level", if this trust level is defined and supported by the application's runtime environment of the terminal.

· The selectedTrustedApps bit is asserted to indicate that access to the SCWS is allowed by signed terminal applications that have been properly validated to a trusted certificate (or certificates) as indicated in the SelectedTrustedApplications structure.  

The SelectedTrustedApplications type indicates that access to the SCWS is allowed by signed terminal applications that have been properly validated to one of the trusted certificates whose hash is explicitly indicated in this structure. If a trusted certificate corresponding to the indicated hash cannot be found, the signed terminal application SHALL not have access to the SCWS.

The certificate hash is a SHA-1 hash calculated over the DER encoding of the complete certificate.
Change 3:  Update in SCR part related to the Device (Appendix B.1)

B.1 SCR for Device
This is the device that connects to the smart card (e.g. Mobile phone with a Web browser that accesses the SCWS).
	Item
	Function
	Reference
	Requirement

	SCWS-ME-001-M
	Support for local transport protocols with the Smart Card
	Section 7
Section 8
	SCWS-ME-002-O OR SCWS-ME-004-O

	SCWS-ME-002-O
	BIP transport protocol:

IP Address of the Smart Card is 127.0.0.1 for local communication with the SCWS
	Section 7
	SCWS-ME-003-O AND SCWS-ME-005-O AND SCWS-ME-006-O AND SCWS-ME-007-O

	SCWS-ME-003-O
	BIP transport protocol:

Mnemonic name “localhost” associated to the Smart Card IP address 127.0.0.1
	Section 7
	

	SCWS-ME-004-O
	TCP protocol:

Smart Card has its own IP address for local communication with the SCWS
	Section 7.2
	SCWS-ME-013-O AND SCWS-ME-014-O

	SCWS-ME-013-O
	TCP protocol:

Use the mnemonic name “localuicc” associated to the Smart Card IP address
	Section 7.2
	

	SCWS-ME-014-O
	TCP protocol:

Use the Ethernet Emulation Model (EEM) subclass
	Section  8.2
	

	SCWS-ME-005-O
	BIP transport protocol:

Establish BIP channel when receiving the “Open channel related to UICC server mode” command 
	Section 8.1.1
	

	SCWS-ME-006-O
	BIP transport protocol:

Be able to open at least 2 BIP channels in “TCP, UICC in server mode” 
	Section 8.1.1
	

	SCWS-ME-007-O
	BIP transport protocol

Be able to open an additional BIP channel “TCP, UICC in client mode” for SCWS administration
	Section 8.1.1
	

	SCWS-ME-008-O
	ME implements a “trusted execution environment”
	Section 12
	SCWS-ME-009-O AND 
SCWS-ME-010-O

	SCWS-ME-009-M
	Retrieve the ACP from the SCWS
	Section 12.1
	

	SCWS-ME-010-M
	Implement a SCWS ACP enforcer
	Section 12
	

	SCWS-ME-011-M
	Support for Conditional GET based on the If-Match and If-none-Match request header related to caching mechanism
	Section 9.5 

	

	SCWS-ME-012-M
	Support for ETag response header related to caching mechanism
	Section 9.5

	

	SCWS-ME-015-O
	Support the OMA Push client using OTA-SIP protocol variant
	Section 13.3.2.4
	

	SCWS-ME-016-O
	Support the SCWS Push Gateway
	Section 13.3.2.4
	














NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2011 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 6)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20110101-I]

© 2011 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 2 (of 6)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20110101-I]

