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1 Reason for Change

Following the joint conf call with OMA Content Delivery, the remark has been made that it would be preferable to use a generic content type to define the media type of the push message when used to send a SCWS 1.2 triggering message. This change request proposes to use the content type “message/HTTP”.
2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We kindly ask the members of ARC SCT to review this Change Request and to update the technical specification accordingly.
6 Detailed Change Proposal

Change 1:  Update in chapter 13.3.2.4.2
13.3.2.4.2 Remote Administration Request sent using an OMA SIP Push Enabler message
When using the OMA SIP Push Enabler, the triggering message is formatted according to [OMA SIP Push Enabler].

This triggering mechanism requires the implementation of the OMA SIP Push Client and of the SCWS Push Gateway in the device.
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Figure 3: Administration session triggering using the OMA SIP Push Enabler
The OMA SIP Push message containing the Remote Administration Request is sent to the OMA Push Client in the Device. The OMA Push Client SHALL forward the OMA Push message to the SCWS Push Gateway, which is an application in the device, registered with the OMA Push Client to receive OMA Push messages. The SCWS Push Gateway in the device SHALL forward the triggering message to the card administration agent using a HTTP POST request.

The OMA Push Message SHALL be formatted according to [OMA Push Enabler] and [OMA SIP Push Enabler] with the following parameters:

· The Push Resource Identifier SHALL be “push.scws” 

· The Internet Media Type of the encapsulated MIME message-body as defined by section 5.4 Media Type of [OMA Push Enabler] SHALL be “application/HTTP” , and the content-transfer-encoding SHALL be “binary”
The content of the OMA Push Message SHALL be a HTTP POST request formatted as follow:

	POST /SCWS/TriggeringRequest HTTP/1.1 CRLF
X-Admin-Protocol: oma-scws-admin-agent/<scws-admin-version> CRLF
[Content-Type: application/vnd.oma-scws-triggering-request-102225 CRLF]
[Content-Length: xxxx CRLF] or [Transfer-Encoding: chunked CRLF]
CRLF
[Triggering message formatted as a Command Packet as defined by [ETSI TS 102 225]]


· The remote administration server SHALL use the “X-Admin-Protocol” request headers with the given version to enable backward compatibility with evolution of this standard. The current scws-admin-version is 1.1.1.

· The Command Packet as defined by [ETSI TS 102 225] is formatted with authentication, integrity protection and sequence numbering. The TAR of the Command Packet SHALL be the TAR of the card administration agent in the Smart Card. The Secure Data part SHALL contain a Remote Administration Request data structure (see 13.3.2.9.1).
The card administration agent SHALL be registered to the SCWS as a content providing application and mapped to the URL “/SCWS/TriggeringRequest”.

The card administration agent SHOULD be able to register to several administration requests.

If it is not able to immediately store the administration request, the card administration agent SHALL respond with an HTTP response message with Status-Code = 503 (Service unavailable). This SHALL be done prior to verifying [ETSI TS 102 225] security in order to avoid security counter de-synchronisation. The SCWS Push Gateway may implement a retry policy to send again the HTTP POST request to card administration agent.
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