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1 Reason for Change

This change request updates the SCWS 1.2 AD document according to the comments received during the SCWS 1.2 Consistency review as agreed by the ARC SCT group:
· The SCWS 1.2 TS has been updated to mandate the implementation of the access control policy mechanism by devices. This change is not reflected in the AD. To be consistent, the SCWS 1.2 shall be updated
2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We kindly ask the members of ARC SCT to review this Change Request and to ask for update the AD document accordingly.

6 Detailed Change Proposal

Change 1:  Update of the description of SCWS version 1.2 in section 4.3

4.3 Version 1.2

The Smart Card Web Server 1.2 enabler introduces the references to latest versions of TLS (i.e. [TLS 1.1] and [TLS 1.2]) and a new requirement confirming that another removable web server operating in the same terminal can be accessed.

The Smart Card Web Server 1.2 enabler also provides clarification on the implementation of the Smart Card Web Server when using TCP/IP transport Protocol.

The Smart Card Web Server 1.2 enabler introduces also the possibility to send the Push message, which triggers the Remote Administration Session, over SIP as an alternative to the Push message sent over the formatted SMS.
With the increase of opened device operating systems, the Smart Card Web Server 1.2 sets the implementation of the Access Control Policy (ACP) mechanism as mandatory for the device.
Change 2:  Set Access Control Policy mandatory for devices in section 5.5
5.5 Access Control Policy

A complementary security feature is the implementation of an additional access control to the SCWS within the device itself. It is called the ACP Enforcer (Access Control Policy Enforcer) and is aimed to provide an internal firewall for handset applications. It provides mainly a protection against denial of service attacks on the SCWS. The ACP Enforcer is especially useful in devices that allow the user to download and install applications in the device itself (e.g. open OS phones). One use case is the download and installation of a malicious application in the handset that will try to block the access to the SCWS or ask the user for his passwords in order to access private information in the SCWS.

The Access Control Policy (ACP) is a data object that the device, implementing an ACP Enforcer, SHALL retrieve from the Smart Card. An ACP Enforcer SHALL be implemented by devices that implement a trusted execution environment (as defined by external standardisation fora). The ACP data object defines the following possible internal filtering rules:

· Allow access to the SCWS to applications that are trusted by the handset manufacturer

· Allow access to the SCWS to all trusted applications in the handset

· Allow access to the SCWS to some trusted applications in the handset that are identified by the hash of the signing certificate

· Allow access to all applications

A “Trusted Application” is an application that is signed and wherein the signature can be verified by a Trusted Certificate within the device or a Trusted Certificate that is retrieved by the device from the Smart Card.

The Access Control Policy Enforcer SHALL enforce access restrictions to the SCWS by blocking access to the relevant TCP ports for certain local applications within the device.
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