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1 Reason for Change

The SCWS ETS includes an Appendix B that defines a list of parameters that may have to be exchanges between the network provider, the remote admin server provider and the card provider in order to set-up a remote administration session.
In the current version of the ETS, this Appendix is set as Normative. This change request proposes to set this Appendix as Informational. In fact this list is part of the parameters exchanged with OMA staff for the test fest organisation (duplicated tables). This list may not be exhaustive or may evolve depending on the configuration. The list provided in the SCWS ETS shall be considered as an example.

2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

ARC-SCT kindly asks the members of IOP-BRO to review this Change Request and to update the ETS document accordingly.

6 Detailed Change Proposal

Change 1:  Set Appendix B as Informative instead of Normative
Appendix B. Settings for the Remote Administration tests (Informative)
In order to set-up the Remote Administration test, some parameters need to be exchanged between the provider of the Remote Administration server, the network operator and the provider of the SCWS card. The following tables provide an example of the parameters that may be exchanged.
B.1 Remote Admin server settings

The following table may have to be completed according to the specifics of the corresponding Remote Admin server being used substituting the bold text with the appropriate parameters for that server. These values will be used to set up the cards properly or to integrate the Remote Admin server within the infrastructure of the operator. 

When filled up by the Remote Admin server provider, this table will be forwarded to the Test Fest participants once they have register.
	
	Values
	Remarks

	IP address of the Remote Admin server
	Provided by the Admin Server
	The IP address and the TCP port must be reachable by the mobile equipments. This means that the couple IP address and port number shall be recognized by the firewall of the network operator as outgoing traffic

	TCP Port number of the Admin server
	Provided by the Admin Server
	

	Security Parameters of the full admin protocol session

	PSK identifier
	Provided by the Admin Server
	Identifier of the TLS Pre-Shared key value used for admin session

	TLS Pre-Shared Key value
	Key value is commonly shared by all the participants. 
	Value of the TLS Pre-Shared key value used for admin session.

The value will be provided to the Test Fest participants once registered.

	SMS-MO Failure Report 

	TP-Destination address
	Provided by the Admin Server
	Destination Address of the Remote Admin server used to send the Admin session Failure Report

	
	
	

	Agent HTTP post parameters
	
	

	administration host
	Provided by the Admin Server
	Content of the field host in the post request header

	agent-ID
	Provided by the Admin Server
	Content of the field from in the post request header

	administration URI
	Provided by the Admin Server
	URI used to send the post request


B.2 Network operator settings 

The following table may have to be completed according to the specifics of the corresponding network operator infrastructure being used substituting the bold text with the appropriate parameters for that network. These values will be used to set up the cards and the remote admin servers properly. 

When filled up by the Network operator hosting the Test Fest, this table will be forwarded to the Test Fest participants once they have register, except the IMSI/KI values that may required specific delivery rules.
	
	Values
	Remarks

	APN of the network operator

	APN 
	Provided by Network Host
	APN and associated login/password to setup the GSM/GPRS or UMTS/Data packet connection

	Login
	Provided by Network Host
	

	Password
	Provided by Network Host
	

	IP addresses coming from the mobile equipment

	(Range of) IP addresses
	Provided by Network Host
	IP addresses or range of IP addresses (*) that will be potentially used by the mobile equipment (ME) to connect the Remote Admin server and subsequently the rules applied to allocate the IP addresses (dynamically) to the ME.

(*) To limit the incoming access rules on the Remote Admin server, the range has to be reduced as much as possible.

	Rules applied
	Provided by Network Host
	

	SMSC connection 

Remark: a large account connection is required with the SMSC.

	IP address of the SMSC
	Provided by Network Host
	IP address and port number used for the large account connection.

	Port number of the SMSC
	Provided by Network Host
	

	Login
	Provided by Network Host
	Login/password if required

	Password
	Provided by Network Host
	

	Applicative protocol used (e.g. SMPP3.4)
	Provided by Network Host
	

	VPN link between the SMSC and the Remote Admin server

	If a VPN is required by the network operator, the configuration of the VPN has to be set up according to the requirement of the Remote Admin Server

	SMS-MO Failure Report 

	Service Center address
	Provided by Network Host
	Service Centre Address of the SMSC Remote Admin server used to send the Admin session Failure Report

	Card subscription parameters

	IMSI
	Provided by Network Host
	Value communicated just before the test fest

	Ki
	Provided by Network Host
	

	Authentication Algorithm
	Provided by Network Host
	


B.3 SCWS Admin client configuration

The following table may have to be completed according to the specifics of the corresponding SCWS card being used substituting the bold text with the appropriate parameters for that card. These values will be used to set up the Remote Admin servers. 

When filled up by the smart card provider, this table will be forwarded to the Test Fest participants once they have register.
	
	Values
	Remarks

	Card subscription parameters

For each card used during the Remote Administration tests, subscription parameters shall be provided in order to set-up the Remote Admin server.

	Card 1
	ICCID=

MSISDN=

IMSI=

Provided by Client/Smartcard vendor
	These values may be used by the Remote Admin server to identify the card and the subscription.

	Card 2
	ICCID=

MSISDN=

IMSI=

Provided by Client/Smartcard vendor
	These values may be used by the Remote Admin server to identify the card and the subscription.

	Lightweight administration protocol

	SCWS server TAR
	TAR value is commonly shared by all the participants. 
	The TAR value will be provided to the Test Fest participants once registered.

	Security settings
	SPI=’000000’

Kic=’00’

Kid=’00’
	No security

	Full administration protocol
	
	

	TAR used for the Push SMS
	TAR value is commonly shared by all the participants. 
	The TAR value will be provided to the Test Fest participants once registered.

	Security settings of the Push SMS
	SPI=’000000’

Kic=’00’

Kid=’00’
	No security

	TLS Pre-Shared key value
	Key value is commonly shared by all the participants. 
	Value of the TLS Pre-Shared key value used for admin session.

The value will be provided to the Test Fest participants once registered.

	URI of the default configuration resource
	Provided by Client/Smartcard vendor
	

	Default configuration resource for the full administration protocol

	Connection parameters using the BIP

	Bearer Description
	02 02 04 03 05 1F 02
	Value defined according to 3GPP TS 51.010-1 to generate most of PDP-contexts

	Buffer size
	1422 bytes
	

	APN
	See Annex B.2
Provided by Network Host
	Depends on the network configuration 

	Login
	See Annex B.2
Provided by Network Host
	

	Password
	See Annex B.2
Provided by Network Host
	

	Port number of the Remote Admin server
	See Annex B.1
Provided by the Admin Server
	Depends on the remote admin server configuration

	IP Address of the Remote Admin server
	See Annex B.1
Provided by the Admin Server
	

	Security parameters

	PSK Identifier
	See Annex B.1
Provided by the Admin Server
	Depends on the remote admin server configuration

	Card Key Identifier
	Provided by Client/Smartcard vendor
	

	Retry policy parameters

	Retry counter
	2
	

	Retry Delay
	20s
	

	Retry Failure Report SMS MO

	TP Destination address 
	See Annex B.1
Provided by the Admin Server
	Address of the  remote admin server configuration

	TP Service Center address
	See Annex B.2
Provided by Network Host
	Address of the SMSC

	Alpha identifier
	“Error”
	

	Agent HTTP post parameters
	
	

	administration host
	See Annex B.1
Provided by the Admin Server
	Depends on the remote admin server configuration

	agent-ID
	See Annex B.1
Provided by the Admin Server
	Depends on the remote admin server configuration

	administration URI
	See Annex B.1
Provided by the Admin Server
	Depends on the remote admin server configuration
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