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1 Reason for Change

The way to encode the Access Control Policy as binary data into a SCWS resource is not clear enough into the SCWS technical specification. 
In the specification, ACP data objects are described as an ASN.1 structure. This ASN.1 structure is then stored in a SCWS resource available at the URL “/config/acp” with the content-type ”application/octet-stream” and a content that is the ACP data as binary. In fact the encoding of the ASN.1 structure of the ACP into binary data shall be done using the DER encoding.

2 Impact on Backward Compatibility

This update does not break the backward compatibility.
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We kindly ask the members of ARC SCT to review this Change Request and to update the technical specification accordingly.

6 Detailed Change Proposal

Change 1:  Update in section 13.1 ACP retrieval
13. Access Control Policy (ACP)
[…]
13.1 ACP retrieval
Since the ACP is not confidential it can be accessed via the HTTP protocol itself. The device SHALL retrieve the ACP by sending the following HTTP GET command:

	Get /config/acp HTTP/1.1 CRLF
Host: <hostname or IP address> CRLF

CRLF


The terminal SHALL retrieve and apply the ACP immediately after the initialization phase of the SCWS transport protocol with the Smart Card. The terminal MUST block access to the SCWS for all terminal applications before the retrieval and enforcement of the ACP rules that are described in it. After the retrieval of the ACP from the SCWS the terminal MUST apply the rules and MUST block access to the SCWS for all non-authorized terminal applications. If the terminal is not able to interpret the ACP (e.g. ACP is malformed) it MUST block access to the SCWS for all terminal applications.

EXAMPLE 1:

The following is an example of an HTTP response to the above GET command:

	HTTP/1.1 200 OK CRLF

[Content-Type: application/octet-stream CRLF]
[Content-Length: xxxx CRLF] or [Transfer-Encoding: chunked CRLF]
CRLF

ACP as binary data


The ACP data is the binary DER [DER] encoding of the ACP ASN.1 data object described below.
13.2 ACP data objects
The ACP ASN.1 [ASN.1] data objects are described below. A description of the role of each data object follows afterwards. 

--Access Control Policy
ACP ::= SEQUENCE {


trustedAppInformation  
 TrustInformation,


SelectedTrustedApplications
 CertHashList     OPTIONAL

}

TrustInformation ::= BIT STRING {


allApplications

(0),


allTrustedApplications

(1),


trustedByManufacturer

(2),


trustedByOperator

(3),


trustedByEnterprise

(4),


selectedTrustedApps

(5),


... -- for future extensions

}

CertHashList  ::=  SEQUENCE SIZE (1..MAX) OF CertHash

CertHash ::= OCTET STRING  --SHA1 Hash of Entire Certificate 
[...]
Change 2:  Update in section 2.1 Normative References

2.1 Normative References

	[...]
	

	[ASN.1]
	Abstract Syntax Notation One (ASN.1), International Telecommunication Union (ITU),
URL: http://www.itu.int/ITU-T/studygroups/com17/languages

	[DER]
	ASN.1 encoding rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER), International Telecommunication Union (ITU),
URL: http://www.itu.int/ITU-T/studygroups/com17/languages

	[ETSI TR 102 216]
	“TR 102 216 Technical Report Smart Cards; Vocabulary for Smart Card Platform specifications”, v3.0.0, European Telecommunications Standards Institute (ETSI), 
URL: http://www.etsi.org

	[...]
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