Doc# OMA-ARC-SCT-2013-0008-CR_SCWS112_TS_RetryPolicyAlgo[image: image3.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-ARC-SCT-2013-0008-CR_SCWS112_TS_RetryPolicyAlgo
Change Request



Change Request

	Title:
	OMA-ARC-SCT-2013-0008-CR_SCWS112_TS_RetryPolicyAlgo
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	ARC-SCT

	Doc to Change:
	OMA-TS-Smartcard_Web_Server-V1_1_2-20120927-A

	Submission Date:
	20 Aug 2013

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Editorial

	Source:
	Laurence Bringer, Gemalto, laurence.bringer@gemalto.com

	Replaces:
	n/a


1 Reason for Change

The management of the retry counter as defined in the remote administration retry policy may lead to infinite loops of attempts of connection re-establishment. This issue is due to the fact that the current retry policy resets the counter of attempts to its maximum value as soon as a re-connection has been successful. If the quality of the network is temporary very bad, a re-connection finally succeed, it might be quite immediately disconnected again, re-launching an important number of retry attempts. This may lead to network congestion on a network that is already temporary facing some quality issues.
The proposal is to define a maximum number of retry attempts for the current administration session and not for each successful re-connection. With this update, if the quality of the network is temporary decreased, the administration session will be aborted after a certain number of attempts (defined by the MNOs in the retry policy parameters). The process to manage an abandoned administration session will then apply according to the retry failure report policy defined by the MNO. 

2 Impact on Backward Compatibility

This update does not break the backward compatibility.

3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.
5 Recommendation

We kindly ask the members of ARC SCT to review this Change Request and to update the technical specification accordingly.

6 Detailed Change Proposal

Change 1:  Correction of the algorithm for retry management
14.3.2.8
Retry management
As soon as an administration session has been triggered and accepted by the card administration agent, this agent is responsible for the connection to the remote administration server and for the accomplishment of the session.

This means that if a communication error, a power down or a network coverage loss occurs during the processing of the administration flow (see description in [13.3.2.1]) the card administration agent should try to reconnect according to a card issuer specific retry policy.

The retry policy may include the following:

· An end condition (e.g. number of retries) to be used to avoid network congestion by stale or inconsistent remote administration request.

· A time or counter or an event based retry policy if the BIP or TCP/IP connection attempt fails (like network congestion).

If the TLS session establishment fails for security/authorisation reason the administration session SHALL be immediately discarded.

If a communication breakdown occurs after valid requests have been exchanged between the card administration agent and the remote administration server, the card administration agent SHALL always use the resume mode (see description in [13.3.2.6]).

The overall behaviour SHALL be based on the following rules:

· The card administration agent will make several attempts for resuming the administration session (e.g. BIP or TCP/IP connection and opening an HTTP communication). The waiting period between two attempts and the maximum number of attempt is specified by the retry policy (e.g. triggering event 13.3.2.9.6).

· The counter of attempt is set to the maximum number of attempts when the administration session is initialised. The counter of attempts is decremented each time the card administration agent tries to re-establish a broken connection.
· If the communication is re-established, the card administration agent will try to resume the HTTP dialog by navigating to the last URL of this administration session (see hereafter for the detail for this URL navigation).

· At the opposite, if the maximum number of attempts has been reached the administration session request is then abandoned.

The retry scheme is shown in the following figure:
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Figure 3: Retry algorithm

Where:

· 5xx HTTP responses are considered as errors (the connection is closed), but the retry schema should be applied (this might be a temporary error due to the remote administration server shutting down).

· A 2xx HTTP response received from the administration server means that the administration session is working. 
· Other HTTP response codes or errors during the security negotiation are considered to be fatal errors (no retry is performed).

If several administration requests are registered and need a retry, the card administration agent SHOULD handle these retries independently of each other (e.g. not block the other retry attempts if the current one is not successful).

If the administration session is abandoned (fatal error or maximum number of retry attempts is reached) and if the triggering event has required a failure report (see 13.3.2.9.7) than an SMS-MO SHALL be emitted. 

The failure SMS-MO report SHALL be formatted according to [3GPP TS 31.115] (or [3GPP2 C.S0078] for 3GPP2)

The data payload in the failure SMS-MO report SHALL comply with the “Administration Failure report” format (see 13.3.2.9.8).
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