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	Title:
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	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	ARC-SUPM

	Doc to Change:
	Latest SUPM AD

	Submission Date:
	27 Jan 2010

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Kepeng Li, Huawei, likepeng@huawei.com

	Replaces:
	n/a


1 Reason for Change

This contribution proposes to introduce some initial text in the security section of the SUPM AD document.
This CR also aims to close the following ADRR comments:

	2
	2010.01.28
	T
	5.4
	Source: Huawei

Form: input document

Comment:  There is no text for security considerations. It should be added.

Proposed Change:
See CR ARC-SUPM-0015
	Status: OPEN


2 Impact on Backward Compatibility

n/a

3 Impact on Other Specifications

n/a

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

ARC is kindly requested to review and agree the changes detailed in section 6 below.
6 Detailed Change Proposal

Change 1:  Section 5.4
5.4    Security Considerations

SUPM-1 interface is expected to be provided over secure connections, e.g. as secured by SSL (e.g. HTTPS), to ensure that the interface operations are only visible to the appropriate Data Consumer.

SUPM allows the Service Provider’s deployment to perform the specific security features below:

· mutual authentication of the Data Consumer and SUPM Component
· non-repudiation, e.g. ability to obtain a operation confirmation where necessary, to ensure a verifiable record of the operation

· ability to ensure or validate content integrity after transfer

· ability to ensure confidentiality of all operations across the SUPM-1 interface

Although the consumption model for data accessed through services is outside SUPM’s scope, the Service Provider’s deployment provides the ability to associate consumption operations (e.g. query/search/create/update/delete requests) with specific Data Consumers. This association may be used by the Service Provider to ensure that different Data Consumers can have different access levels. For example, some Data Consumers are allowed to update or delete the Service User Profile, and some Data Consumers are only allowed to query the Service User Profile. Also, for one Data Consumer, the access control may be applied for different data elements belonging to one user. 
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