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1. Scope

The Service User Profile Management (SUPM) enabler provides a standardized interface to access and manage the data related to Service User Profile, with which applications and/or enablers can create, read, update and delete those data in order to support contextualization and personalization of the User’s services.

This document provides the core Technical Specification of the SUPM enabler. 
This document specifies:

· The formal definition of the data structure and data elements of the Service User Profile 
· The detailed functional description of SUPM Component 
· Abstract interface definitions: the message flows, and message exchange patterns used for message exchanges between SUPM Component and Data Consumer
2. References

2.1 Normative References
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	“Enabler Release Package for Application Layer Security Common Functions”, Version 1.0, Open Mobile Alliance™, OMA-ERP-SEC_CF-V1_0-A, URL:http://www.openmobilealliance.org/
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	“OMA Service User Profile Management Architecture”, Open Mobile Alliance™,

 OMA-AD-Service_User_Profile_Management-V1_0, URL:http://www.openmobilealliance.org/

	[SUPM-RD]
	“OMA Service User Profile Management Requirements”, Open Mobile Alliance™,

 OMA-RD-Service_User_Profile_Management-V1_0, URL:http://www.openmobilealliance.org/

	[SUPM-TS-LDAP]
	"Service User Profile Management Technical Specification LDAP binding for SUPM-1 interface", Open Mobile Alliance™, OMA-TS-Service_User_Profile_Management_LDAP_Binding-V1_0, URL:http://www.openmobilealliance.org/

	[SUPM-TS-RESTful]
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	[SUPM-TS-SOAP]
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2.2 Informative References
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Application
	See [OMADICT]

	Principal
	See [OMADICT]

	Resource
	See [OMADICT]

	Server
	See [OMADICT]

	Service
	See [OMADICT]

	Service Provider
	See [OMADICT]

	Service User Profile
	See [SUPM-RD]

	User
	See [OMADICT]

	User Profile
	See [OMADICT]

	User’s Characteristic Description Information
	See [SUPM-RD]


3.3
Abbreviations

	AD
	Architecture Document

	EDGE
	Enhanced Data rates for GSM Evolution

	LDAP
	Lightweight Directory Access Protocol

	GPRS
	General Packet Radio Service

	HTTP
	HyperText Transfer Protocol

	OMA
	Open Mobile Alliance

	RD
	Requirement Document

	REST
	Representational State Transfer

	SOAP
	Simple Object Access Protocol
Editor’s note: keep this or remove and add an explanation?

	SMS
	Short Message Service

	SUPM
	Service User Profile Management

	TS
	Technical Specification

	URI
	Uniform Resource Identifier

	WCDMA
	Wideband Code Division Multiple Access

	WiFi
	Wireless Fidelity

	XML
	Extensible Mark-up Language


4. Introduction

This document defines the interfaces and functionalities of Service User Profile Management (SUPM) based on requirements defined by the SUPM requirement document [SUPM-RD] and in accordance with the architecture defined by the SUPM architecture document [SUPM-AD].
This document describes common features and behaviours of the SUPM-1 interface. The protocol bindings for the SUPM-1 interface are described in separate documents ([SUPM-TS-LDAP], [SUPM-TS-RESTful], [SUPM-TS-SOAP]).
Section 5 of this document contains the detailed functional description of the SUPM Component.
Section 6 of this document contains the description of the message exchange patterns, operations and parameters which are used over SUPM-1 interface.
Section 7 of this document contains details on security considerations between SUPM Component and Data Consumer.
Section 8 of this document contains details on Privacy and user preferences

Section 9 of this document contains details on Data discovery method

Section 10 of this document contains details on Data structure and data elements
4.1 Version 1.0
The SUPM Technical Specification covers all requirements [SUPM-RD] of SUPM V1.0.
5. SUPM Component Functional Descriptions
6. This section contains the detailed description of the functions provided by the SUPM Component.
6.1 Data Request Analysis Function
The Data Request Analysis function is responsible for handling SUPM-1 Data requests which are initiated from Data Consumers, decoding the request, and then invoking corresponding analysis actions.

Upon receiving the request, the Data Request Analysis Function:
· SHALL decode the SUPM-1 request, extract the data elements from the request payload;
· SHALL interpret the semantic of  the request, and then determine where the data that the request required is stored;

· SHALL determine which data elements indicated in the SUPM-1 request are accessed, according to the authorization rights of the Data Consumer.
6.2 Data Translation Function

The SUPM Enabler SHALL take the responsibility of translating data format from its original format to the SUPM-1 data format, because the data extracted from various data sources may be in different format. 

Data Translation Function SHALL translate as appropriate the SUPM-1 data request to external interface between SUPM Enabler and the repository where the required data is stored.

7. SUPM-1 Interface
8. This section contains the description of the message exchange patterns, operations and parameters which are used over SUPM-1 interface.
8.1 Operations/messages

8.1.1 Operation: create

This operation allows the creation of a Service User Profile for a specific user. Initial attribute values are pre-populated as part of the profile creation.

8.1.1.1 Input message: createRequest 

	Part name
	Optional
	Description

	Originator 


	No
	The data consumer which requests the creation of a Service User Profile for a specific user.

Note: For some bindings Originator may be identified during session establishment and not explicitly passed as parameter.

	UserId


	No
	Identification of the user for whom the profile is created.

	Attributes
	No
	List of attribute names and attribute values. 


Table 1: Input message createRequest
8.1.1.2 Output message: createResponse

	Part name
	Optional
	Description

	ResultCode
	No
	Success indication or error code

	ErrorMessage
	Yes
	Optional error diagnostic description


Table 2: Output message createResponse

8.1.2 Operation: read

This operation allows the access to Service User Profile.

8.1.2.1 Input message: readRequest 

	Part name
	Optional
	Description

	Originator 


	No
	The data consumer who wants to read the Service User Profile about one user.

Note: For some bindings Originator may be identified during session establishment and not explicitly passed as parameter.

	BaseObject


	No
	Identification of the baseObject that is used for the read operation. 

Note: To read Service User Profile for one User, BaseObject value SHALL be the UserId. 

	Attributes
	No
	List of attributes that are requested

	Filter
	Yes
	Restriction on the attributes of the service user profile.

	Scope
	Yes
	Hint to restrict the scope of queries. When part name is not provided only the information for one UserId is provided.

	TimeLimit
	Yes
	Set the timeout for this operation


Editor’s note: last three parameters and BaseObject are FFS
Table 3: Input message readRequest

8.1.2.2 Output message: readResponse

	Part name
	Optional
	Description

	ResultEntries
	Yes
	List of resultEntries including UserId and attribute list. 

	ResultCode
	No
	Result code

	ErrorMessage
	Yes
	Optional error diagnostic description


Table 4: Output message readResponse
8.1.3 Operation: update

This operation allows to update individual attributes of a Service User Profile for a specific user. It is recommended to use create (respectively delete) operation to create (respectively delete) a complete Service User Profile for a specific user.

8.1.3.1 Input message: updateRequest 

	Part name
	Optional
	Description

	Originator 


	No
	The data consumer who wants to operate on Service User Profile.

Note: For some bindings Originator may be identified during session establishment and not explicitly passed as parameter.

	UserId
	No
	Identification of the user for whom the profile is updated.

	Attributes
	No
	List of attribute names and attribute values


Table 5: Input message updateRequest

8.1.3.2 Output message: updateResponse

	Part name
	Optional
	Description

	ResultCode
	No
	Success indication or error code

	ErrorMessage
	Yes
	Optional error diagnostic description


Table 6: Output message updateResponse

8.1.4 Operation: delete

This operation allows the deletion of the Service User Profile for a specific user. It is recommended to use the update operation to delete individual attributes of a Service User Profile.

8.1.4.1 Input message: deleteRequest 

	Part name
	Optional
	Description

	Originator 


	No
	The data consumer who wants to operate on Service User Profile.

Note: For some bindings Originator may be identified during session establishment and not explicitly passed as parameter.

	UserId


	No
	Identification of the user whom the Service User Profile is deleted.


Table 7: Input message deleteRequest

8.1.4.2 Output message: deleteResponse

	Part name
	Optional
	Description

	ResultCode
	No
	Success indication or error code

	ErrorMessage
	Yes
	Optional error diagnostic description


Table 8: Output message deleteResponse
9. Security Considerations
SUPM SHOULD allow Service Provider’s deployment to perform the specific security features below:

· mutual authentication of the Data Consumer and SUPM Component
· integrity protection between Data Consumer and SUPM Component
· authorizing Data Consumer of operations on SUPM data, to ensure that different Data Consumers have different access control level to user data
9.1 
Data Consumer and SUPM Enabler MAY support mechanisms for mutual authentication, integrity protection and authorization as specified by [SEC-CF]. The recommended mechanisms are specified in the respective binding specifications ([SUPM-TS-LDAP], [SUPM-TS-RESTful], [SUPM-TS-SOAP]).

9.2 

9.3 

10. Privacy and user preferences

Editor’s note: To be completed

Editor’s note: It is as of yet unclear what will go in this section, or how it relates to the RD or AD.
11. Data Discovery method

Editor’s note: To be completed

Editor’s note: It is as of yet unclear what will go in this section, or how it relates to the RD or AD.
12. Data structure and data elements

Editor’s note: To be completed
Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No prior version –or- No previous version within OMA

	OMA-xxyyz-V1_0-20021001-A
	01 Oct 2002
	Initial document to address the basic starting point

   Ref TP Doc# OMA-TP-2002-1234-xxyyzForApproval

	OMA-xxyyz-V1_1-20030405-A
	05 Apr 2003
	description of changed

   Ref TP Doc# OMA-TP-2003-0321-xxyyzV1_1forApproval


A.2 Draft/Candidate Version 1.0 History

	Document Identifier
	Date
	Sections
	Description

	Draft Versions

OMA-TS-SUPM-V1_0
	16Dec 2009
	all
	Initial draft

	
	03 Feb 2010
	all
	Incorporates input to committee:
OMA-ARC-SUPM-2010-0009R02-CR_TS_Introduction.doc;

OMA-ARC-SUPM-2010-0010R01-CR_TS_Changes_in_5.1.doc;

OMA-ARC-SUPM-2010-0011R01-CR_TS_Changes_in_5.2.doc;

OMA-ARC-SUPM-2010-0013R01-CR_TS_Scope.doc.   

	
	14 Apr, 2010
	1, 4, 7
	Incorporate agreed CR:

OMA-ARC-SUPM-2010-0073-CR_No_binding_in_TS

	
	10 May, 2010
	all
	Incorporate agreed CR:

OMA-ARC-SUPM-2010-0074R03-CR_Abstract_TS_Create;
OMA-ARC-SUPM-2010-0076R03-CR_Abstract_TS_Read;

OMA-ARC-SUPM-2010-0077R03-CR_Abstract_TS_Update;

OMA-ARC-SUPM-2010-0078R03-CR_Abstract_TS_Delete.

	
	11 June, 2010
	all
	Incorporate agreed CR:

OMA-ARC-SUPM-2010-0088R01-CR_Core_SUPM_TS_Update.

	
	12 July, 2010
	all
	Incorporate agreed CR:

OMA-ARC-SUPM-2010-0094R03-CR_Access_Control_Level;

OMA-ARC-SUPM-2010-0096R02-CR_TS_Mutual_Authentication;

OMA-ARC-SUPM-2010-0097R01-CR_Core_TS_Data_Model.

	
	
	
	

	

	
	
	


	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Appendix B. Static Conformance Requirements
(Informative)

This Service User Profile Management Technical Specification provides the abstract definition of the SUPM-1 interface. Specific protocol bindings are specified in SUPM-TS-LDAP], [SUPM-TS-RESTful], and [SUPM-TS-SOAP]. As such, this Technical Specification does not contain any Static Conformance Requirements.
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Appendix C. SUPM Data Elements


The SUPM data elements are shown in the table below:
	Element Name
	Optional
	Data Type
	Description

	UserGenericDataView
	No
	???
	Indicates the name of the user generic data view.

	PreferredInteractMechanism
	Yes
	String
	The user’s preferred mechanisms for interaction with the services (e.g. select which of the defined interactions mechanisms [email, SMS, Push etc.] is to be used to access/deliver a service) 

	ServiceUsage
	Yes
	String / Structure?
	User service usage data.

	SubscriptionInfo
	Yes
	String / Structure?
	User subscription information (i.e. all the user data that is collected and recorded in his/her subscription; e.g. User service constraint such as User being in blacklist for given services, credit limit)

	BirthdaySetBySP
	Yes
	datetime
	Date of Birth information of the User; one that delivers the real Date of Birth, set and locked by the Service Provider.

	BirthdaySetByUser
	No
	datetime
	Date of Birth information of the User; one that delivers the Date of Birth as set by the User.

	BusinessComAddr
	Yes
	String
	Business Communication address(es) (e.g. SIP URI [RFC3261], TEL URI [RFC3966], E.164 number, email address [RFC2822])

	Title
	No
	String
	Title (e.g. Mr, Master, Mrs, Ms)

	BusinessAddr
	No
	String
	Business address (e.g. country, region, locality, area, street-name, street-number, postal code

	PreferredLang
	No
	String
	Preferred languages (e.g. preferred language, other languages [RFC4646]

	AccountType
	No
	String
	Account type (e.g., pre-payment, post-payment, enterprise-payment)

	AccountStatus
	No
	String
	Account status (e.g., regular, owing fee, paused)

	ServiceLevel
	No
	String
	Brand/service level (e.g., gold, silver, bronze)

	AccountCreditLevel
	No
	String
	Account credit level (e.g., high, medium, low)

	Location
	No
	String
	Location information

	Presence
	Yes
	String
	Presence (e.g., online, busy, idle, on-the-call)

	DeviceInfo
	No
	String/Structure?
	Device information (e.g., device type, specific service capability)

	AccessNetwork
	No
	String
	Information about current access network (e.g., WiFi, GPRS/EDGE, WCDMA)

	Context
	No
	Structure
	Other information that can be considered as part of the User Context
Editor Note: Detailed Structure is TBD.

	CharacterDescription
	No
	Structure
	User’s Characteristic Description Information.

Editor Note: Detailed Structure is TBD.


Table 9: SUPM Data Elements

Appendix D. SUPM Data Views
The SUPM data views are shown in the table below:

	Data View Name
	Description

	CABData
	

	CBCSData
	

	UPPXDMS
	

	UPXDMS
	


Table 10: SUPM Data Views
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