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1. Scope
(Informative)

This document defines the requirements for Exposing Network Capabilities to M2M Applications and/or M2M Service Platforms through APIs. 
In addition, it contains: 
· Use cases where M2M Applications and/or M2M Service Platforms can leverage network capabilities to enrich the services or to streamline the operations.
· Gap analysis to identify any missing Net-APIs to address the above use cases.

2. References

2.1 Normative References

	[3GPP RD]
	TS 22.368 Service Exposure Requirements, 3GPP

http://www.3gpp.org/

	[oneM2M RD]
	“TS-0002-Requirements-V1_0_1.pdf”, oneM2M

http://www.onem2m.org/

	[OSE]
	“OMA Service Environment”, Open Mobile Alliance™,
URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt


2.2 Informative References

	 [OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/

	
	


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	
	

	
	


3.3
Abbreviations

	
	

	
	

	
	

	
	


4. Introduction
(Informative)

As M2M communications often have a different property from human-oriented communications, they are likely to have different requirements for exposure of network capabilities. At the same time, network capabilities and in particular those recently enhanced are not fully leveraged by different applications. This document bridges the gap between functionalities of current Network APIs and those that may be required by M2M Applications, by identifying the requirements that would enhance this exposure and would support APIs to allow access to these network capabilities. 

Different standards bodies and entities, such as oneM2M, 3GPP, OMA and GSMA, have already started in one way or another to talk about the need of new network APIs to support different service exposure use cases and requirements. Therefore, this document defines the requirements for exposing network capabilities to M2M and other relevant applications.
4.1 Version 1.0

The OMA-RD-Encap-M-V1_0 captures the functional requirements for Exposing Network Capabilities to M2M and other relevant applications.
5. Exposing Network Capabilities to M2M release description 
(Informative)

<text>

 SHAPE  \* MERGEFORMAT 



Figure 1: Example Figure

5.1 End-to-end Service Description
Defining requirements to support Network APIs for network service exposure and exposing network capabilities will enable an M2M (or any other) application provider or service provider to have a clear view on how it can leverage existing and soon-to-be-made available network capabilities and how to enrich the services or to streamline the operation.

These requirements will also help a Network Operator to promote effectively its existing and soon-to-be-made available network capabilities which subsequently will result in developing potential business opportunities in the market.
6. Requirements
(Normative)

6.1 High-Level Functional Requirements

This section captures High-Level Functional Requirements of the ENCap-M. 

Note that an M2M or any other Application and service platform are collectively referred to as a third-party herein.


	Label
	Description
	Release

	
	

	

	ENCapM-HLF-001
	An OMA API SHALL allow a third-party to provide a Network Operator with information about predictable communication patterns of individual Devices or groups of Devices that are served by this third-party.

Such communication patterns MAY include 

· Time and traffic volume related patterns (e.g. repeating communication initiation intervals, desired ‘keep alive’ time of data sessions, average/maximum volume per data transmission, etc.).

Informational Note: This information may be used by the Network Operator to optimize resource usage. The relevant use case is found in Appendix B.1.
	1.0

	ENCapM-HLF-002
	An OMA API SHALL allow a third-party to provide a Network Operator with information about predictable communication patterns of individual Devices or groups of Devices that are served by this third-party.

Such communication patterns MAY include 

· Location and Mobility related patterns (e.g. indication of stationary Devices, predictable trajectories of Devices, etc.). 
Informational Note: This information may be used by the Network Operator to optimize resource usage. The relevant use case is found in Appendix B.2.
	1.0

	ENCapM-HLF-003
	An OMA API SHALL allow a third-party to request sending a broadcast message in a specified geographic area expecting to reach a group of Devices that are registered with the third-party.

Informational Note: The relevant use case is found in Appendix B.3.
	1.0

	ENCapM-HLF-004
	An OMA API SHALL allow a third-party to request setting up data sessions with specified QoS (e.g. low latency or jitter) and priority handling to a Device that is registered with the third-party.

Informational Note: The relevant use case is found in Appendix B.4.
	1.0

	ENCapM-HLF-005
	An OMA API SHALL enable a third-party to be indicated when a Network Operator finds data transmissions have a risk of incapability to provide expected throughput and/or QoS in a specific area (e.g. due to forecasted high traffic load in that area). Additionally, an estimate may be given when the high traffic load is expected to be mitigated.

Informational Note: The relevant use case is found in Appendix B.4.
	1.0

	
	
	

	
	
	


Table 1: High-Level Functional Requirements
Editor’s Note: FFS whether to add more details to the requirements about the parameters to be specified
6.1.1 Security

<intro text for Security requirements here>

	Label
	Description
	Release

	FOO-SEC-001
	This is where the requirement goes.

Informational Note: This is where any supporting comments would be placed, if needed
	ENCap-M2M 1.0

	
	
	

	
	
	


Table 2: High-Level Functional Requirements – Security Items

6.1.1.1 Authentication

<intro text for Authentication requirements here>

	Label
	Description
	Release

	
	This function MUST be able to authenticate the {requestor of this function | user | device | initiator | ...} {if required by the applicable policies}.
	ENCap-M2M 1.0

	
	This function MUST be able to authenticate the {provider of this function | server | proxy | responder | ...} {if required by the applicable policies}.
	

	
	This function MUST be able to provide data origination authentication {if required by the applicable policies}. This means, it MUST be possible to ensure confidence that a received message or piece of data has been created by a certain party at some (unspecified) time in the past, and that this data has not been corrupted or tampered with.
	

	
	This function MUST be able to provide replay protection {if required by the applicable policies} to ensure confidence that a received message has not been recorded and played back.
	

	
	This function MUST be able to authenticate the source of the broadcast or streaming {if required by the applicable policies}.
	

	
	This function MUST be able to implicitly authenticate the destinations of the broadcast or streaming {if required by the applicable policies}.
	

	
	This function MUST allow the user to authenticate himself to the {device | agent} e.g., by entering a PIN code or by using biometrics if applicable.
	

	
	
	

	
	
	


Table 3: High-Level Functional Requirements – Authentication Items
6.1.1.2 Authorization

<intro text for Authentication requirements here>

	Label
	Description
	Release

	
	This function MUST be able to authorize access only to requestors entitled to access the function.
	ENCap-M2M 1.0

	
	
	

	
	
	


Table 4: High-Level Functional Requirements – Authorization Items

6.1.1.3 Data Integrity

<intro text for Data Integrity requirements here>
	Label
	Description
	Release

	
	This function MUST be able to provide data integrity, protecting against accidental or intentional changes to the data, by ensuring that changes to the data are detectable.
	ENCap-M2M 1.0

	
	
	

	
	
	


Table 5: High-Level Functional Requirements – Data Integrity Items

6.1.1.4 Confidentiality

<intro text for Confidentiality requirements here>

	Label
	Description
	Release

	
	This function MUST use/support data confidentiality that ensures that transmitted information is not made available or disclosed to unauthorised individuals, entities, or processes.
	ENCap-M2M 1.0

	
	This function MUST use/support* data confidentiality that ensures that stored information is not made available or disclosed to unauthorised individuals, entities, or processes.
	

	
	
	

	
	
	


Table 6: High-Level Functional Requirements – Confidentiality Items

6.1.2 Charging
The OMA EnCAPM2M Enabler supports following charging requirements.


	Label
	Description
	Release

	
	




	

	ENCapM-CHG-001
	The EnCAPM2M Enabler SHALL permit to count the invocation of NetAPI.
	1.0

	ENCapM-CHG-002
	The EnCAPM2M Enabler SHALL permit to generate the needed information (e.g. Event Data Record) to properly document the invocation of NetAPI per Application/per third party.

Informational Note:  Charging information is generated for intra-operator use, and also for inter-operator settlements.
	1.0

	ENCapM-CHG-003
	The OMA EnCAPM2M SHALL support at least the following list of Charging events for Monitoring: 

Monitoring Event configuration request, Monitoring Event modification request, and implicit or explicit Monitoring Event deletion request, Monitoring Event response messages.

Informational Note: This does not exclude the generation of other types of events for other type of network and API functions.
	1.0


Table 7: High-Level Functional Requirements – Charging Items

6.1.3 Administration and Configuration

<intro text for Administration and Configuration requirements here>
	Label
	Description
	Release

	FOO-ADM-001
	This is where the requirement goes.

Informational Note: This is where any supporting comments would be placed, if needed
	ENCap-M2M 1.0

	
	
	

	
	
	


Table 8: High-Level Functional Requirements – Administration and Configuration Items

6.1.4 Usability

<intro text for Usability requirements here>
	Label
	Description
	Release

	FOO-USE-001
	This is where the requirement goes.

Informational Note: This is where any supporting comments would be placed, if needed
	ENCap-M2M 1.0

	
	
	

	
	
	


Table 9: High-Level Functional Requirements – Usability Items

6.1.5 Interoperability

<intro text for Interoperability requirements here>
	Label
	Description
	Release

	FOO-INT-001
	This is where the requirement goes.

Informational Note: This is where any supporting comments would be placed, if needed
	ENCap-M2M 1.0

	
	
	

	
	
	


Table 10: High-Level Functional Requirements – Interoperability Items

6.1.6 Privacy

<intro text for Privacy requirements here>
	Label
	Description
	Release

	FOO-PRV-001
	This is where the requirement goes.

Informational Note: This is where any supporting comments would be placed, if needed
	ENCap-M2M 1.0

	
	
	

	
	
	


Table 11: High-Level Functional Requirements – Privacy Items

6.2 Overall System Requirements

<intro text for System requirements here>
	Label
	Description
	Release

	FOO-SYS-001
	This is where the requirement goes.

Informational Note: This is where any supporting comments would be placed, if needed
	ENCap-M2M 1.0

	
	
	

	
	
	


Table 12: High-Level System Requirements
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Appendix B. Use Cases
(Informative)

<text here>
B.1 Optimization of Interworking between M2M applications and Mobile Network through Connectivity Management parameters

B.1.1  ASK  \* MERGEFORMAT Short Description

This use case [oneM2M RD] illustrates the case when changes to the M2M transmission patterns, such as sending of short data packets or frequent changes from active to idle mode or vice versa, are detected by M2M service platform and this information is passed to Mobile network to configure the connectivity parameters accordingly in order to optimize the mobile network utilization by M2M services and reduce the burden on the network. 

An example would be when an M2M device has flood level sensor that communicates with the M2M application server via mobile network and the frequency of this communication, (frequently or less frequently), between these M2M entities, volume of data and mode switching, (active or idle), will depend on the level of the flooding situation.
1) The application server checks the measurement data from the M2M device taken by a water level sensor.
2) If the application server detects that the water level approaches the threshold, it sends a request to the M2M device to change the communication mode from normal to abnormal mode and also passes a message to M2M service platform to change the frequency of sending information to ‘frequent’.
3) The M2M service platform detects the change of the data transmission interval from infrequent to frequent and passes this information to the mobile network.
4) The mobile network adjusts configuration parameters of the mobile network about the M2M device based on the current data transmission interval of the M2M device if required, e.g. the configuration parameters of a 3GPP network may include the connection keep time (e.g. the inactivity timer, the idle (dormant) timer), the radio reception interval, such as  DRX (discontinuous reception) timer) etc.
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B.1.2 Market benefits

A Network Operator will be able to optimize its resources and network capabilities by knowing the M2M communication and data packet transmission pattern. As such, this will reduce the burden on the network and cost, increase the efficiency and improve the revenue for the mobile operators.

On the other side, an M2M Application Provider or M2M Service Provider will be able to use network resources and network capabilities more efficiently and will have the revenue share by being more efficient and not causing network overloading.
B.2 Optimization of Interworking between M2M and Mobile Network through Mobility Management parameters
B.2.1 Short Description

This use case [oneM2M RD] illustrates the case when information about M2M device mobility characteristics, such as whether an M2M device is static or mobile, the speed it moves if it is mobile, location etc., are detected by M2M service platform and obtained from M2M applications on an M2M device with mobility sensors. This information is passed to Mobile network to configure the mobility parameters in order to allocate network resources accordingly and optimize the mobile network utilization by M2M services and reduce the burden on the network. 

An example would be when an M2M device is in a car which one moment can be static, but the next moment is mobile, moving 70 mph. These two states of an M2M device have different requirements for network resources and capabilities and therefore the mobile operator has to interwork with the M2M service platform to have these mobility parameters.

5) The M2M device collects the mobility-related M2M information, e.g. engine is off, from sensors within the vehicle and sends it to the application server.
6) The application server gets the mobility characteristics (e.g. static, on the move, speed of movement etc.) based on the mobility-related M2M information of the M2M device and sends the current mobility characteristics to the M2M service platform.

7) The M2M service platform detects the change of the mobility characteristics and passes this information to the mobile network. 

8) 
9) The mobile network adjusts configuration parameters of the mobile network based on the current mobility characteristics of the M2M device if required. These parameters include the location registration, traffic area where these M2M devices operate etc.
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B.2.2 Market Benefits

A Network Operator will be able to optimize its resources and network capabilities by having more information about M2M device mobility and location. As such, this will reduce the burden on the network and cost, increase the efficiency and improve the revenue for the mobile operators.

On the other side, an M2M Application Provider or M2M Service Provider will be able to use network resources and capabilities more efficiently and will have the revenue share by being more efficient and not causing network overloading unnecessarily.
B.3 Leveraging Broadcasting/ Multicasting Capabilities of Underlying Networks
B.3.1 Short Description

This use case [oneM2M RD] illustrates the case when mobile network broadcast/multicast capabilities are used by automotive telematics services to alert other road users or other vehicles of an accident in order to avoid more accidents or to avoid traffic jams.
By using these mobile network capabilities, automotive telematics services can alert vehicles within a specific area. To achieve this, automotive telematics services need to select the relevant vehicles that should receive alert messages based on their registered location, which requires continuous location management of vehicles.  Moreover, the underlying communication network has to route large number of unicast messages with very short delay.
Other similar scenarios supported by this use case can be neighbourhood burglar alarm system that alerts the neighbours in case of a break-in and water delivery system monitoring that alerts water customers about bursts of water pipes. 
10) A sensor in the car, as part of Telematics Service Provider, detects an accident and Telematics Service Provider requests from M2M Service Provider to alert other vehicles in the area or heading towards the area where the accident happened

11) M2M service provider sends a request to service providers/mobile operators to alert subscribed vehicles in the specified area using mobile network broadcast/multicast service
· The request contains the payload to be delivered to vehicles, which for example can contain the alert level, e.g. serious and urgent, location and time of the accident, and a message to drivers in that specific area to slow down or change the route in case of traffic jam;

· The request from the M2M service provider also contains information about targeted receivers and about specific area, e.g. area to be covered, the type of devices to be alerted, the option whether the alerting should be repeated, the repetition interval, and stopping conditions.
12) Upon the reception of this request, the mobile operator authenticates the M2M service provider and authorizes the request
13) Mobile operator delivers the message to targeted receivers using broadcast/multicast service on behalf of M2M service provider
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B.3.2 Market Benefits

M2M Service Provider will be able to use underlying network resources and capabilities more efficiently and will be able to deliver its services to subscribers and other participants in timely manner and based on specific geographic locations.

On the other hand, mobile operators will be able to increase the usability of broadcast and multicast services and as such increase the revenue share.
B.4 M2M Data Traffic Management by Underlying Network Operator

B.4.1 Short Description

This use case [oneM2M RD] illustrates the case when underlying network and M2M entities (e.g., M2M service platform, M2M application servers, and M2M devices) interact to avoid loss of M2M traffic based on the data traffic condition  (e.g. current traffic congestion status) provided by information of underlying network.
Based on this information, the underlying network operators (e.g. mobile network operators) try to manage the M2M data traffic in their networks in conjunction with M2M entities in order to avoid losing the M2M communication data packets in the networks.

The M2M service platform and/or M2M application servers will react upon the reception of this information from the mobile operator by changing their configurations, such as changing data transmission schedules or suspension of sending data over the underlying networks for some time.

14) The mobile network sends the data traffic condition information to the M2M service platform. 

15) After the M2M service platform receives the data traffic condition information from the mobile operator, it forwards this information to the M2M application server.

16) After the M2M application server receives the information from the M2M service platform it starts controlling M2M data transmission. 

17) After the M2M service platform receives the data traffic condition information from the underlying network in step 1, it may send M2M data transmission configuration information to the M2M device. 

18) After the M2M device may receive M2M data transmission configuration information from the M2M service platform, it may control M2M data transmissions accordingly.
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Potential Requirements
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B.4.2 Market Benefits
A Network Operator will be able to monitor and manage the M2M data traffic over its network more efficiently to prevent potential traffic congestion and any impact on network performance. As such, the mobile operator will keep the network up and running, increase the efficiency and improve the revenue.

On the other side, an M2M Application Provider or M2M Service Provider will be able to use network resources and capabilities more efficiently and will have the revenue share by coordinating the efforts with mobile operators to better control the M2M data traffic and not causing network overloading unnecessarily.
Appendix C. <Additional Information>
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C.1.1 More Headers
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