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1 Reason for Change

Provide the DRM Enabler analysis in the context of OSE for the section “Access to content” domain.
The DRM specifications do not define an architecture figure with clear definitions of components or interfaces. The exposed naming is based on interpretation of AD and TS documents. It is useful to discuss in ARC how the OGSA is making use of those styled AD documents, and if a modification of the latest enabler version towards current OMA AD practice shall be considered with the owning group.

2 Impact on Backward Compatibility

none
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

1. To discuss and agree to add this analysis in the ARC-OGSA AD.

2. To socialize the contribution as an ARC endorsed DRM analysis to DRM WG with the objective to discuss the addressed issues and to cooperate in resolving them.
3. To discuss how to tackle AD documents which do not comply with the current AD style of defining components and interfaces (e.g. DRM has a functional architecture in the style of stakeholder illustration), and if there should be an interaction with the responsible group.

6 Detailed Change Proposal

Change 1:  Outlining the DCD enabler in OSE context
5.3.2 Access to content

The access to content domain enables access to digital content through multiple terminals so that the terminals become entertainment devices, by providing architectures and functionalities enabling users to subscribe to, and/or be able to receive multimedia content.

The enablers in the access to content domain are (but not limited to):
[Editor’s note] the “but not limited to” is to be removed on approval of the document.

· Key enablers

· Mobile Broadcast 

· Dynamic Content Delivery 

· Digital Rights Management (including, but not limited to, Secure Removable Media, Secure Content Exchange etc.)

· Smart Card Web Server 

· Device Profile Evolution

· Rich Media Environment

· Gaming (including, but not limited to, Games Services, Client Server Interface, Mobile Gaming Evolution, Mobile Gaming Centric Functions etc.)

· Browsing (including, but not limited to, Browser, Browser Conformance, Rich Media Environment, Scalable Vector Graphics, Multi-modal Multi-device etc.)

· Key enablers in early development stage

· Mobile Codes

· Mobile Advertising 

· Primary supporting enablers

· Presence SIMPLE

· XML Document Management

· Location

· Charging
5.3.2.1 Digital Rights Management (OMA-AD-DRM-Vx_0-xxx)
The Digital Rights Management (DRM) Enabler defines an enabler in order to protect digital content

The DRM enabler includes the following features:

· Protection of content issued to a single DRM Agent

· Protection of content issued for a domain of DRM Agents (for super distribution)
· Metering of usage of DRM protected content.
· Definition of the DRM  content format
The DRM enabler consists of the following functional entities
· DRM Agent: The DRM Agent is hosted by the device and is invoked in order to permit usage of DRM protected content. If confirmed by the user, the usage of the DRM protected content will be metered, and information is provided to the DRM system.

· DRM Rights Issuing Entity: The Rights Issuing entity of the DRM system defines the rights objects associated with a specific content and issues them to one or multiple DRM agents. The rights objects contain the right credentials, but also the permission and access rules associated with the content. It can belong to a single agent or to an agent associated with a defined domain.

· DRM Protected Content Server: The Protected Content Server delivers the protected content to the DRM Agent.

Figure xxx below gives a graphical overview of the functional entities of the DRM enabler and the interfaces, which expose functionality to entities external to the enabler, followed by a description in Table YYY. 
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Figure XX: Functional entities of the DRM enabler exposing DRM functionality to external enablers/entities
	Functional entities
	Functionality provided
	Via interface
	Protocol used

	DRM Agent
	Delivery of pushed protected content to the server 

	DRM-1
	Push protocols 

	
	Triggering for Metering Information
	DRM-3
	

	DRM Content Server
	Retrieval of pulled protected content to the server 

	DRM-2
	e.g. HTTP

	DRM Rights Issuing entity
	Acquisition of content rights from DRM agent to rights issuing entity
Rights Acquisition for domains.

	DRM-ROAP
	ROAP suite

	
	Communication with Online Certificate Status Protocol (OSCP)  Responder


	DRM-OCSP
	OSCP


Table YYY: Interfaces to entities external to the enabler that may make use of the exposed DRM functionality
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