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1 Overview

OMA ARC would like to thank NGMN for their LS on security gap analysis. 
After reviewing the provided material, OMA ARC has recognized that some of recommendations are covered by OMA Enablers. 
The corresponding replies for the four recommendations of NGMN are listed as below: 
· Item 8: Provide end to end security between the device to service platform and also provide end to end security between user to user, e.g. security for the voice, messaging etc Signalling is mandatory, UP traffic is optional.
· Some of OMA enablers could provide end to end security between the device to service platform, but not provide end to end security between user to user. These enablers could provide security for the voice and messaging with signalling mandatory and UP traffic optional. Some of these enablers are Application Layer Security Common Functions (SEC_CF, owned by OMA ARC), Push to talk over cellular (PoC, owned by OMA MWG), Converged IP Messaging (CPM, owned by OMA MWG), Secure User Plane Location (SUPL, owned by OMA LOC), etc. 
· Item 10: Terminals shall provide comprehensive platform security features to protect against malware which minimise the impact on user experience.
· There is no enabler in OMA to define comprehensive platform security features for terminals.
· Item 13: There shall be the capability for the end customer to prevent external parties accessing information on device location other than where this is specifically required by regulation.
· The enabler Secure User Plane Location (SUPL, owned by OMA LOC) could provide support for the end customer to prevent external parties accessing information on device location other than where this is specifically required regulation.
· Item 15: Access across the first hop provided by the operator shall be secure, including authentication, authorization and confidentiality.
· It’s assumed that security of access across the first hop provided by operator shall be provided by wireless access layer and/or control layer. This is out of scope of OMA. OMA only define application layer security, which may reuse security mechanisms defined for wireless access layer or control layer.
2 Proposal

OMA ARC hopes to continue to collaborate with NGMN to align and co-ordinate the cross SDO security activities related to the Security Gap Analysis. 
3 Requested Action(s)

OMA ARC requests that NGMN keeps OMA ARC informed in the progress of the Security Gap Analysis work.
4 Conclusion

OMA ARC would like to thank NGMN for the ongoing co-operation.
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