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1 Reason for Contribution

This contribution tries to address issue #16 from the issue list which reads as follows:
	16
	General issue
	OPEN
	There was the request to elaborate on the protection of ID leakage to untrusted apps. Solutions may be for untrusted apps to set the userId may to acr:authorization in both request and response, or using a carefully-designed ACR scheme.
	Intermediate thoughts: it is probably sufficient not to mandate returning a proper ACR in a response of ACR:authorization as long as the server is able to disambiguate the URLs using another piece of information under its control.


In fact, the issue lies in the mandatory resolution of acr:authorization into an ACR proper. 

This has been introduced to make the resource tree RESTful, because the {userId} is part of the information that is used to disambiguate. However, in APIs with server-generated resource names, the server has other means to disambiguate – e.g. can append a unique random number to the path prefix upon resource creation.
Therefore, this INP proposes to soften this requirement.

2 Summary of Contribution

None given.
3 Detailed Proposal
From TS Common:

5.8.1.1 Use of ‘acr:Authorization’ as a resource URL variable

In the case where a resource URL includes a resource URL variable that identifies a user (e.g. {endUserId}, {senderAddress}, etc), the value of this variable MAY be in the form of an ‘acr’ URI [IETF_ACR_draft].
The use of ‘acr:Authorization’ is a special case that SHALL be supported. The reserved keyword ‘Authorization’ MUST not be assigned as an ACR to any particular user.

When detecting ‘acr:Authorization’ in the resource URL path the server SHALL:

1. validate the authorization token passed with the request. 
2.  return an HTTP response code “400 Bad Request” if the authorization token is not present in the request or “401 Unauthorized” if the authorization token is invalid.

In case of resources created by POST, the server SHALL make sure that the part of the resource URL tree exposed to a particular client is free of conflicts, i.e. a particular resource URL always addresses the same resource. Note that this can be achieved by carefully choosing the variable parts of the resource URL that are under server control upon resource creation by POST. 
If there are no means for the server to achieve that (i.e. if the resource is created by PUT), the server MAY use the authorization token to generate a unique identifier mapped to the real user identity, and MAY replace ‘acr:Authorization’ with that generated unique identifier (using ACR syntax) in the resource URL path, as well as in any applicable elements in the response body (e.g. ‘resourceURL, ‘link’, etc). 
If the server chooses to return the string “acr:Authorization” in the resource URL of a resource created by PUT, clients that act on behalf of multiple users should be aware that the same resource URL could address different actual resources, depending on the user represented by the authorization token. 
For more details on authorization see Appendix E of this specification and [Autho4API_10].
For any specific impact regarding the use of ‘acr:Authorization’ on a particular OMA RESTful Network API, see the Technical Specification for that particular OMA RESTful Network API.
4 Intellectual Property Rights
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5 Recommendation

ARC is requested to discuss and evolve the proposal, and eventually create a CR against TS Common to close the issue. This document may be noted.
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