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1 Reason for Change
ARC has agreed to change acr:Authorization to acr:auth and its usage. This CR tries to propose appropriate changes for the Common TS.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The recommendation to the group is to agree with the proposed changes for Notification Channel TS. 

6 Detailed Change Proposal

Change 1:  5.8.1.1
Use of ‘acr:Authorization’ as a resource URL variable
5.8.1.1 Use of ‘acr:auth’ as a resource URL variable

In the case where a resource URL includes a resource URL variable that identifies a user (e.g. {endUserId}, {senderAddress}, etc), the value of this variable MAY be in the form of an ‘acr’ URI [IETF_ACR_draft].
The use of ‘acr:auth’ is a special case that SHALL be supported. The reserved keyword ‘auth’ MUST not be assigned as an ACR to any particular user.

When detecting ‘acr:auth’ in the resource URL path the server SHALL:

1. if an authorization token is present
· 
· validate the authorization token:
· if the token is invalid, return “401 Unauthorized” with a SVC2003 entity body,

· else derive the identity of the user from the authorization token and continue processing the request
2. else if the authorization token is not present but the network has other means to authenticate the user (such as using internal procedures of the mobile network to derive the MSISDN from the IP address of the device that sent the request,)
· derive the identity of the user using network-internal procedures and continue processing the request
3. else return an HTTP response code “400 Bad Request” with a SVC0002 entity body
As acr:auth represents the user on whose behalf an application is acting, implementations that make use of acr:auth in resource URLs need to be aware of the following: The resource space seen by an application is only conflict-free (i.e. each resource URL corresponds to at most one resource) if the application acts on behalf of one user. An application acting on behalf of multiple users needs to be aware that the same resource URL can address different actual resources, depending on the user represented by the authorization information (such as the access token). Such applications need to disambiguate the resource space by additionally considering the identity of the user when identifying a resource by its resource URL.

For more details on authorization see Appendix E of this specification and [Autho4API_10].
For any specific impact regarding the use of ‘acr:auth’ on a particular OMA RESTful Network API, see the Technical Specification for that particular OMA RESTful Network API.
Change 2:  Add new SVC as section C.1.1.12

C.1.1.12 SVC2002: Invalid access token
	Name
	Description

	MessageID
	SVC2003

	Text
	Invalid access token

	Variables
	None

	HTTP status code(s)
	401 Unauthorized, 403 Forbidden
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