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1 Reason for Change

This CR enhances the errors defined in REST_NetAPI_Common based on recent experience of implementing an NMS server.

Every one of these proposed new errors and updates is required in our NMS implementation. However the intention of this CR is to provide errors which are commonly applicable across all REST NetAPIs and a range of implementations.
This change is limited to Appendix C.

The specific changes are:

1. Clarify the meaning of “error code” in SVC0001/POL0001/SVC2000/POL2000.

2. Make the punctuation of the Text fields consistent.

3. Allow use of 500 Internal Server Error with SVC2000.

4. Add new SVC2004 Invalid input value with details.

5. Add new SVC2005 Input item not permitted in request.

6. Add new SVC2006 Mandatory input item missing from request.

7. Add new SVC2007 Simultaneous update not supported.

8. Add new SVC2008 Unknown resource.

9. Allow use of 413 Request Entity Too Large with POL2004.

10. Allow use of 429 Too Many Requests with POL2005.

11. Add new POL2007 Media Type not supported with details.

12. Add new POL2008 Too many resources requested.

If these changes are not accepted, a large number of errors will be reported as the generic SVC2000 / POL2000 errors, rather than more specific and useful ones.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
After CR agreement, ARC please place an action on the author to register the new error codes with OMNA by sending an email with codes, names of exception, spec name and CR link to OMA-OMNA@MAIL.OPENMOBILEALLIANCE.ORG.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The ARC group is recommended to accept the proposed changes to the Common TS.
6 Detailed Change Proposal

Change 1:  Clarify how to use the error code in SVC0001/POL0001/SVC2000/POL2000.
C.1.1.SVC0001: Service error

	Name
	Description

	MessageId
	SVC0001

	Text
	A service error occurred. Error code is %1

	Variables
	%1 Error code from service

	HTTP status code(s)
	400 Bad request


Note that an error code is an arbitrary machine-readable string that usually does not include a human-readable text. It should not be confused with the HTTP status code. If a human-readable text is to be included with the error message, SVC2000 is the appropriate exception to be used. If no error code is available, specify “0” here. 
C.2.1.POL0001: Policy error

	Name
	Description

	MessageID
	POL0001

	Text
	A policy error occurred. Error code is %1

	Variables
	%1 Error code from service - meaningful to support, and may be documented in product documentation

	HTTP status code(s)
	403 Forbidden


This exception represents a general, catch-all policy error. It can be used if no more information regarding the error is available, or if it is not intended that the network shares more detailed information with the applicatiuon.

Note that an error code is an arbitrary machine-readable string that usually does not include a human-readable text. It should not be confused with the HTTP status code. If a human-readable text is to be included with the error message, POL2000 is the appropriate exception to be used. If no error code is available, specify “0” here.
Change 2:  Clean up inconsistent punctuation.
Note to editor: remove the trailing period “.” from the Text fields of SVC2000, SVC2002, POL2000.
Change 3:  Add additional HTTP status code to SVC2000.
C.1.9.SVC2000: Service Error with description

This is similar to SVC0001, however, it allows a more structured error handling by communicating two variables: a machine-readable error code and an according human-readable description.
	Name
	Description

	MessageID
	SVC2000

	Text
	The following service error occurred: %1. Error code is %2.

	Variables
	%1 Textual description of the error

%2 Error code

	HTTP status code(s)
	400 Bad request, 500 Internal Server Error


Change 4:  Add SVC2004: extension to SVC0002/SVC0003 suitable for elements/attributes with large or complicated domain, e.g., “Must be in range 60..3600” or “Values are case-sensitive”.
C.1.3.SVC0003: Invalid input value with list of valid values

	Name
	Description

	MessageId
	SVC0003

	Text
	Invalid input value for message part %1, valid values are %2

	Variables
	%1 - message part

%2 – comma-separated list of valid values. Blanks are allowed.

	HTTP status code(s)
	400 Bad request


If the range of valid values is large or complicated, consider using SVC2004 instead.
C.1.13 SVC2004: Invalid input value with details
	Name
	Description

	MessageId
	SVC2004

	Text
	Invalid input value for %1 %2: %3

	Variables
	%1 – type of item, e.g., “element” or “attribute”

%2 – identifier of invalid item 
%3 – human-readable description of valid values

	HTTP status code(s)
	7 Bad request


Change 5:  Add new SVC2005.
C.1.14.SVC2005: Input item not permitted in request

	Name
	Description

	MessageID
	SVC2005

	Text
	Input %1 %2 not permitted in request

	Variables
	%1 – type of item, e.g., “element” or “attribute”

%2 – identifier of invalid item

	HTTP status code(s)
	400 Bad Request


This error code indicates that the client has supplied an element, attribute, or other item which is forbidden to appear in this request, e.g., a resourceURL in a POST request.
Change 6:  Add new SVC2006.
C.1.15.SVC2006: Mandatory input item missing from request

	Name
	Description

	MessageID
	SVC2006

	Text
	Mandatory input %1 %2 is missing from request

	Variables
	%1 – type of item, e.g., “element” or “attribute”

%2 – identifier of invalid item

	HTTP status code(s)
	400 Bad Request


This error code indicates that the client has omitted an element, attribute, or other item which is mandatory to appear in this request.
Change 7:  Add new SVC2007.
C.1.16.SVC2007: Simultaneous update not supported
	Name
	Description

	MessageID
	SVC2007

	Text
	Simultaneous update not supported

	Variables
	None.

	HTTP status code(s)
	409 Conflict


This error is given in response to an update request. It indicates that an update of this resource is already in progress and the server does not support multiple simultaneous updates. The client should retry after a short delay.
Change 8:  Add new SVC2008.
C.1.4.SVC0004: No valid address(es)
	Name
	Description

	MessageID
	SVC0004

	Text
	No valid addresses provided in message part %1

	Variables
	%1 - message part  

	HTTP status code(s)
	404 Not found, 400 Bad request


If the address is part of the resource URL, the status code 404 SHOULD be used; otherwise the status code 400 SHOULD be used.
See also SVC2008, which allows the server to provide more detail.
C.1.11.SVC2002: Requested information not available
	Name
	Description

	MessageID
	SVC2002

	Text
	Requested information not available for address %1.

	Variables
	%1 Address for which the information is not available

	HTTP status code(s)
	404 Not found


See also SVC2008, which allows the server to provide more detail.

C.1.17.SVC2008: Unknown resource
	Name
	Description

	MessageID
	SVC2008

	Text
	Unknown %1 %2

	Variables
	%1 – type of resource, e.g., “subscriber” or “channel”
%2 – identifier supplied

	HTTP status code(s)
	400 Bad request, 404 Not Found


If the resource identifier is part of the request URI, the status code 404 SHOULD be used; otherwise the status code 400 SHOULD be used.

This error allows the server to report specifically which part of a URL is unrecognised. If the server does not wish to expose this information it can use SVC2002 instead. 
Change 9:  Allow use of specific HTTP error code for POL2004.
C.2.18.POL2004: File size limit exceeded

	Name
	Description

	MessageID
	POL2004

	Text
	File size exceeds the limit %1

	Variables
	%1 – file size limit

	HTTP response
	403 Forbidden, 413 Request Entity Too Large


Change 10:  Allow use of specific HTTP error code for POL2005.
C.2.19.POL2005: Maximum number of requests exceeded
	Name
	Description

	MessageID
	POL2005

	Text
	Maximum number of requests for a given time period is exceeded.

	Variables
	None

	HTTP response
	403 Forbidden, 429 Too Many Requests


Change 11:  Add new POL2007, which adds an explanation to POL0011.
C.2.11.POL0011: Media Type not supported

	Name
	Description

	MessageID
	POL0011

	Text
	Media type not supported

	Variables
	None

	HTTP status code(s)
	406 Not acceptable, 403 Forbidden


If the media type was passed in the HTTP Accept header, the status code MUST be 406. Otherwise, it SHOULD be 403.
Consider using POL2007 instead, so as to provide a human-readable explanation to the client of what types are supported.
C.2.21.POL2007: Media Type not supported with details

	Name
	Description

	MessageID
	POL2007

	Text
	Media type not supported: %1

	Variables
	%1 – human-readable description of valid media type(s)

	HTTP status code(s)
	406 Not acceptable, 403 Forbidden


If the media type was passed in the HTTP Accept header, the status code MUST be 406. Otherwise, it SHOULD be 403.

Change 12:  Add new POL2008.
C.2.22.POL2008: Too many resources requested
	Name
	Description

	MessageID
	POL2008

	Text
	Too many resources requested: %1

	Variables
	%1 – Human-readable description of the limit policy

	HTTP status code(s)
	403 Forbidden


This error code is used in response to a resource creation request. It indicates that a policy limit on the number of such resources has been reached.
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