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1 Reason for Change

The CR introduces the updates in the Chat APIs that are needed based on the latest GSMA RCC.13 requirements updates on support for anonymization. The updated chat API requirements are below:

	Label
	Description
	Required parameters (not complete list)
	Comment

	SPCP-MSG-001
	The Messaging API SHALL support sending messages from Chatbot Platform to the API GW.
	oauth_token = {access-token}

sending chatbot = {MSISDN or SIP URI}

recipient = {target user(s) SIP URI or MSISDN}

chatbot app version = {list of app versions}

traffic type = { } message-id = {message-id}

requested disposition notification = {“delivered”, “displayed”}
anonymized = {no, tokenused}
{content}
	Message content can be text, XML or JSON defined content types as per section 3.2 and section 3.6.10 of [RCC07].

Bearer service selection SHALL be Chat. (SMS/MMS/Standalone Messaging shall not be supported). 

Messages from the Chatbot Platform shall include:

· the chatbot application version as per section 3.6.2.2 of [RCC07]

· the traffic type identifier,  which may be empty or one of "advertisement", "payment",  "premium", "subscription",  "plugin", or any other value to be defined, as per section 3.6.7 of [RCC07].
If the Chatbot Platform Anonymization Function used a token when communicating with the chatbot on behalf of the recipient,  the anonymized parameter shall be set to “tokenused”. Otherwise it shall be set to “no”. 

NOTE: If the AF is in the operator’s network and a token is used for the recipient in this request, the Chatbot Platform should set the anonymized parameter to “no”.

	SPCP-MSG-002
	The Messaging API SHALL support receiving messages from API GW to Chatbot Platform.  The Messaging API SHALL indicate whether the Chatbot Platform shall anonymize messages or not.

	oauth_token = {access-token}

sending user = {token or MSISDN, or both}

recipient chatbot = {SIP URI}

chatbot app version = {list of app versions }

traffic type = { }

message-id = {message-id}

requested disposition notification = {“delivered”, “displayed”}
anonymize = {no, usetoken, tokenlink}
{content}
	Same as for SPCP-MSG-001
Sending user shall have two values when anonymize is set to tokenlink and when the AF is in the operator’s network. In all other cases, it shall have one value.

The anonymize parameter shall be used as follows:
· “no”: used if the Chatbot Platform AF is not required to do anything. The Anonymization Function may or may not have already been invoked;
· “usetoken”: used if anonymization is requested; 

· “tokenlink”: used if the Chatbot Platform shall provide both the user’s identity and the token to the chatbot: 

· If the sending user parameter already has two values (one token and one MSISDN), the Chatbot Platform shall provide those two values to the chatbot;

· If the sending user parameter only has one value, the Chatbot Platform shall take the token/MSISDN pair from its own local AF;
If the anonymize parameter is set to “usetoken” and the Chatbot Platform cannot provide anonymization, it shall return an error to the API call.

	SPCP-MSG-003
	The Messaging API SHALL support receiving of the message disposition notifications (“delivered”, “displayed”) from API GW to Chatbot Platform.  The Messaging API SHALL indicate whether the Chatbot Platform shall anonymize messages or not.
	oauth_token = {access-token}

sending user = {token or MSISDN, or both}

recipient chatbot = {SIP URI}

message-id = {message-id}

disposition notification = {“delivered”, “displayed”}
anonymize = {no, usetoken, tokenlink}

	The message delivery and display notification are requested according to Service Provider policies, when a message is sent on API GW.

Sending user shall have two values when anonymize is set to tokenlink and when the AF is in the operator’s network. In all other cases, it shall have one value.

The message-id parameter value shall be the one sent in the message from the Chatbot Platform to the API GW.
The anonymize parameter shall be used as follows:

· ”no”: used if the Chatbot Platform AF is not required to do anything. The Anonymization Function may or may not have already been invoked; 
· “usetoken”: used if anonymization is requested;

· “tokenlink”: used if the Chatbot Platform shall provide both the user’s identity and the token to the chatbot;

· If the sending user parameter already has two values (one token and one MSISDN), the Chatbot Platform shall provide those two values to the chatbot;

· If the sending user parameter only has one value, the Chatbot Platform shall take the token/MSISDN pair from its own local AF;
If the anonymize parameter is set to “usetoken” and the Chatbot Platform cannot provide anonymization, it shall return an error to the API call.

	SPCP-MSG-004
	The Messaging API SHALL support sending of the message disposition  notifications (“delivered”, “displayed”) from Chatbot Platform to API GW.
	oauth_token = {access-token} 

sending chatbot = {MSISDN or SIP URI}

recipient = {target user(s) SIP URI or MSISDN or token}

message id = {message-id}

disposition notification = {“delivered”, “displayed”}
anonymized = {no, tokenused }


	The message-id parameter value shall be the one received in the incoming message from the API GW to the Chatbot Platform.
If the Chatbot Platform Anonymization Function used a token when communicating with the chatbot on behalf of the recipient,  the anonymized parameter shall be set to “tokenused”. Otherwise it shall be set to “no”. 

NOTE: If the AF is in the operator’s network and a token is used for the recipient in this request, the Chatbot Platform should set the anonymized parameter to “no”.
This operation will be allowed only if the original message included the requested notification request (e.g., “delivered” or “displayed”).

	SPCP-MSG-005
	The Messaging API SHALL support sending of “isComposing” from Chatbot Platform to the API GW.
	oauth_token = {access-token} 
sending chatbot = {MSISDN or SIP URI}

recipient = {target user(s) SIP URI or MSISDN or token}

isComposing = “active”/”idle”, “timeout=xx”” …

anonymized = {no, tokenused}
	Use case: The chatbot sends “isComposing” which indicates that a chatbot is currently composing a message.
If the Chatbot Platform Anonymization Function used a token when communicating with the chatbot on behalf of the recipient,  the anonymized parameter shall be set to “tokenused”. Otherwise it shall be set to “no”. 

NOTE 1: If the AF is in the operator’s network and a token is used for the recipient in this request, the Chatbot Platform should set the anonymized parameter to “no”.
NOTE 2: this shall only apply when a chat session has been established by the API GW.

	SPCP-MSG-006
	The Messaging API SHALL support sending the “isComposing” message from API GW to the Chatbot Platform.
	oauth_token = {access-token}
sending user = {token or MSISDN, or both}

recipient chatbot = {SIP URI}

isComposing = “active”/”idle”,  “timeout=xx”” …

anonymize = {no, usetoken, tokenlink}
	Use case: the chatbot is provided with an indication that a user is currently composing a message.
Sending user shall have two values when anonymize is set to tokenlink and when the AF is in the operator’s network. In all other cases, it shall have one value.

The anonymize parameter shall be used as follows:

· ”no”: used if the Chatbot Platform AF is not required to do anything. The Anonymization Function may or may not have already been invoked; 
· “usetoken”: used if anonymization is requested; 

· “tokenlink”: used if the Chatbot Platform shall provide both the user’s identity and the token to the chatbot;

· If the sending user parameter already has two values (one token and one MSISDN), the Chatbot Platform shall provide those two values to the chatbot;

· If the sending user parameter only has one value, the Chatbot Platform shall take the token/MSISDN pair from its own local AF;
If the anonymize parameter is set to “usetoken” and the Chatbot Platform cannot provide anonymization, it shall return an error to the API call.
NOTE: this shall only apply when a chat session has been established by the API GW.


	SPCP-MSG-007
	The Messaging API SHALL support the ability of a Chatbot Platform to REVOKE a message that is currently in an undelivered state on the Service Provider network equipment. 
	oauth_token = {access-token} 

sending chatbot = {MSISDN or SIP URI}

recipient = {target user(s) SIP URI or MSISDN or token}

message id = {message-id}
anonymized = {no, tokenused}


	Sending a message from the chatbot shall specify that revoke may be needed. See section 3.2.3.8.2 of [RCC07]. The message-id parameter shall be used to identify the message to be REVOKED as per section 3.2.3.8.2.4 of [RCC07].

The status of the REVOKE action shall be received by the sending chatbot platform as per section 3.2.3.8.2.4 of [RCC07].
If the Chatbot Platform Anonymization Function used a token when communicating with the chatbot on behalf of the recipient,  the anonymized parameter shall be set to “tokenused”. Otherwise it shall be set to “no”. 

NOTE: If the AF is in the operator’s network and a token is used for the recipient in this request, the Chatbot Platform should set the anonymized parameter to “no”.


2 Impact on Backward Compatibility

<None>

3 Impact on Other Specifications

<None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The ARC group is recommended to accept the proposed changes to Chat API TS.
6 Detailed Change Proposal

For details about the proposed changes, see attached:
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