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Appendix D.  operations mapping
(Informative)





As this specification does not have a baseline specification, this appendix is empty.


	
	
	
	

	
	
	
	


	



Appendix E. Light-weight Resources
(Informative)



As this version of the specification does not define any Light-weight Resources, this appendix is empty.



	
	
	
	
	

	

	
	
	
	

	
	
	
	
	

	

	

	
	
	
	

	
	
	
	
	

	
	
	
	
	




Appendix F. Authorization aspects
(Normative)





This appendix specifies how to use the RESTful Zonal Presence API in combination with some authorization frameworks.

F.1 Use with OMA Authorization Framework for Network APIs
The RESTful Zonal Presence API MAY support the authorization framework defined in [Autho4API_10].

A RESTful Zonal Presence API supporting [Autho4API_10]:

· SHALL conform to section D.1 of [REST_NetAPI_Common]; 

· SHALL conform to this section F.1.

F.1.1 Scope values
F.1.1.1 Definitions

In compliance with [Autho4API_10], an authorization server serving clients requests for getting authorized access to the resources exposed by the RESTful Zonal Presence API:

· SHALL support the scope values defined in the table below;

· MAY support scope values not defined in this specification.

	Scope value
	Description
	For one-time access token

	oma_rest_zonalpresence.all_{apiVersion}
	Provide access to all defined operations on the resources in this version of the API. The {apiVersion} part of this identifier SHALL have the same value as the “apiVersion” URL variable which is defined in section 5.1. This scope value is the union of the other scope values listed in next rows of this table.
	No

	oma_rest_zonalpresence.poll
	Provide access to all defined operations on polling zone, access point, and user.
	No

	oma_rest_zonalpresence.subscr
	Provide access to all defined operations on zonal traffic, user tracking, and zone status subscriptions.
	No

	

	
	
	

	
	
	


Table 2: Scope values for RESTful Zonal Presence API
F.1.1.2 Downscoping

In the case where the client requests authorization for “oma_rest_zonalpresence.all_{apiVersion}” scope, the authorization server and/or resource owner MAY restrict the granted scope to some of the following scope values:

· oma_rest_zonalpresence.poll
· oma_rest_zonalpresence.subscr
· 
F.1.1.3 Mapping with resources and methods

Tables in this section specify how the scope values defined in section F.1.1.1 for the RESTful Zonal Presence API map to the REST resources and methods of this API. In these tables, the root “oma_rest_zonalpresence.” of scope values is omitted for readability reasons.

	
	

	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	

	
	
	
	


	
	
	

	Resource
	URL
Base URL: http://{serverRoot}/zonalpresence/{apiVersion}/{zoneOwnerId}
	Section reference
	HTTP verbs

	
	
	
	GET
	PUT
	POST
	DELETE

	Zone List
	/zones
	6.1
	all_{apiVersion} or poll
	n/a
	n/a
	n/a

	Individual Zone Information
	/zones/{zoneId}
	6.2
	all_{apiVersion} or poll
	n/a
	n/a
	n/a

	Access Point List
	/zones/{zoneId}/accessPoints
	6.3
	all_{apiVersion} or poll
	n/a
	n/a
	n/a

	Individual Access Point Information
	/zones/{zoneId}/accessPoints/{accessPointId}
	6.4
	all_{apiVersion} or poll
	n/a
	n/a
	n/a

	User List
	/users
	6.5
	all_{apiVersion} or poll
	n/a
	n/a
	n/a

	Individual User Information
	/users/{userId}
	6.6
	all_{apiVersion} or poll
	n/a
	n/a
	n/a


Table 3: Required scope values for: polling zone, access point, and user
	Resource
	URL
Base URL: http://{serverRoot}/zonalpresence/{apiVersion}/{zoneOwnerId}
	Section reference
	HTTP verbs

	
	
	
	GET
	PUT
	POST
	DELETE

	Zonal traffic change notification subscriptions
	/zonalTraffic
	6.7
	all_{apiVersion} or subscr
	n/a
	all_{apiVersion} or subscr
	n/a

	Individual zonal traffic change notification subscription
	/zonalTraffic /{subscriptionId}
	6.8
	all_{apiVersion} or subscr
	all_{apiVersion} or subscr
	n/a
	all_{apiVersion} or subscr

	User tracking change notification subscriptions
	/userTracking
	6.9
	all_{apiVersion} or subscr
	n/a
	all_{apiVersion} or subscr
	n/a

	Individual user tracking change notification subscription
	/userTracking /{subscriptionId}
	6.10
	all_{apiVersion} or subscr
	all_{apiVersion} or subscr
	n/a
	all_{apiVersion} or subscr

	Zone status change notification subscriptions
	/zoneStatus
	6.11
	all_{apiVersion} or subscr
	n/a
	all_{apiVersion} or subscr
	n/a

	Individual zone status change notification subscription
	/zoneStatus/{subscriptionId}
	6.12
	all_{apiVersion} or subscr
	all_{apiVersion} or subscr
	n/a
	all_{apiVersion} or subscr


Table 4: Required scope values for: zonal traffic, user tracking, and zone status subscriptions
F.1.2 Use of ‘acr:auth’





This section specifies the use of ‘acr:auth’ in place of an end user identifier in a resource URL path.

An ‘acr’ URI of the form ‘acr:auth’, where ‘auth’ is a reserved keyword MAY be used to avoid exposing a real end user identifier in the resource URL path.

A client MAY use ‘acr:auth’ in a resource URL in place of a {userId} when the the RESTful Zonal Presence API is used in combination with [Autho4API_10].
In the case the RESTful Zonal Presence API supports [Autho4API_10], the server:

· SHALL accept ‘acr:auth’ as a valid value for the resource URL variable {userId}
· SHALL conform to [REST_NetAPI_Common] section 5.8.1.1 regarding the processing of ‘acr:auth’
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