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1 Reason for Change

This document adds the fraud management scenario in which the ARP, after the subscription suspension and the check with the user, decides not to un-suspend the subscription. Instead it deactivates it.
This document also fixes the state machine, adding the possibility for the DSP to refuse deactivation.

2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

ARC is kindly requested to agree on this CR.
6 Detailed Change Proposal

Change 1:  CR to section 6.2.3
6.2.3 Roaming subscription state machine
The roaming subscription resource contains a “status” field that can be modified by the ARP, via the roaming subscription API, and by the DSP. Only certain status transitions are allowed, as described in Figure 6. The only transitions that can be requested by the client (an ARP) by means of POST and PUT requests are in bold (transitions 1 via POST, transitions 4, 6, 9 and 10 via PUT). The DSP can internally operate every transition not in bold.
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Figure 6 - Roaming subscription state machine
Description of allowed status transitions:

1. An ARP requests pre-provisioning of a roaming subscription, using a POST request in “PreProvisioned” status on the /roamingSubscriptions resource. DSP puts the roaming subscription in “PreProvisioningPending” status after receiving the POST.

2. If pre-provisioning check fails, DSP removes the roaming subscription and notifies ARP.

3. If pre-provisioning successfully passes DSP check, DSP puts the roaming subscription in “PreProvisioned” status and notifies ARP.

4. ARP requests the activation of the roaming subscription, using a PUT request in “Active” status on the /roamingSubscriptions/{subscriptionId} resource. DSP puts the roaming subscription in “ActivationPending” status after receiving the PUT..

5. When DSP completes the asynchronous processing required by the activation, it sets the roaming subscription in “Active” status and notifies ARP.

6. ARP requests the deactivation of the roaming subscription, using a PUT request in “Deactivated” status on the /roamingSubscriptions/{subscriptionId} resource. DSP puts the roaming subscription in “DeactivationPending” status after receiving the PUT.
7. The DSP refuses the deactivation of an active subscription, setting it back in the “Active” status, and notifies ARP.
8. The DSP accepts the deactivation, it sets the roaming subscription in “Deactivated” status and notifies ARP.

9. DSP initiated deactivation.

10. ARP requests the roaming suspension (e.g. in case of potential fraud) using a PUT request in “Suspended” status on the /roamingSubscriptions/{subscriptionId} resource.
11. After the suspension, the ARP decides to request deactivation of the roaming subscription, by using a PUT request in “Deactivated” status, with reason “FraudManagement”, on the /roamingSubscriptions/{subscriptionId} resource
12. After the suspension, the ARP decides to request to activate again the roaming subscription, by using a PUT request in “Active” status on the /roamingSubscriptions/{subscriptionId} resource.
13. The DSP refuses the deactivation of a suspended subscription, setting it back in the “Suspended” status, and notifies ARP.
Change 2:  CR to section 6.2.4
6.2.4 Fraud Management and Prevention: ARP suspends and then un-suspends the roaming subscription
This figure below shows a scenario for the suspension and subsequent un-suspension of a subscription within a fraud management process.

The resources: 

· To request the suspension/un-suspension of an ARP subscription
http://{serverRoot}/roamingprovisioning/{apiVersion}/{arpId}/roamingSubscriptions/{roamingSubscriptionId}
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Figure 1 Roaming subscription suspension and un-suspension
Outline of the flows:

1. The ARP requests the suspension of a roaming subscription, by using a PUT method with a roaming subscription in Suspended state, and receives a 200 OK answer.
2. The ARP requests the un-suspension of the suspended roaming subscription, by using a PUT method with a roaming subscription in Active state, and receives a 200 OK answer or a 403 Forbidden.
Change 3:  CR to section 6.2.4 (new section)
6.2.5 Fraud Management and Prevention: ARP suspends and then deactivates the roaming subscription

This figure below shows a scenario for the suspension and subsequent deactivation of a subscription within a fraud management process.

The resources: 

· To request the suspension/deactivation of an ARP subscription
http://{serverRoot}/roamingprovisioning/{apiVersion}/{arpId}/roamingSubscriptions/{roamingSubscriptionId}
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Figure 1 Roaming subscription suspension and deactivation
Outline of the flows:

1. The ARP requests the suspensions of a roaming subscription, by using a PUT method with a roaming subscription in Suspended state, and receives a 200 OK answer.
2. The ARP requests the deactivation of the suspended roaming subscription, by using a PUT method with a roaming subscription in Deactivated state with reason FraudManagement, and receives a 202 Accepted answer with the resource in DeactivationPending state with reason FraudManagement.
3. The DSP notifies the ARP about the result of deactivation (Deactivated status with reason FraudManagement or Suspended status) by using a POST method on the callback URL provided by the ARP.
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