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Reason for Change
Some important security mechanisms are missing or not clearly enough specified. This CR tries to add the missing parts and fix the text  in order to remove ambiguity. 

Impact on Backward Compatibility
None
Impact on Other Specifications
None
Intellectual Property Rights
Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.
Recommendation
Review and agree the proposed changes to the TS.
Detailed Change Proposal

    
In security section 5.2.3

[bookmark: _Toc370121524][bookmark: _Toc242148004]Security 
Authentication of the sender MAY be required by the Web Service Provider. If this is required, then this SHALL be accomplished by using X509 v3[X509 Cert] certificate based authentication. The mechanism to authenticate MUST rely on strong cryptographic algorithms / frameworks, i.e. strength of the underlying key MUST be at least 2048bit (RSA). 
If a message contains an identifier and/or credentials representing the sender of the message then these SHALL be provided in a manner prescribed by WS-Security [WS-SEC].
Encryption of message content MAY be required by the Web Service Provider. If this is required, then this SHALL be accomplished in one of the following manners:
· Use of a Virtual Private Network, to be administered independent of the Web Service implementation.
· Use of Transport Level Security using HTTP over TLS as specified in the WS-I Basic Profile [WSI1.1]. Additionally SSL client certificates MUST be used. Self-signed certificates MUST NOT be used.
Integrity of the message content MAY be required by the Web Service Provider. If this is required, then this SHALL be accomplished using XML Digital Signature [XML-SIG]. Both, message body and timestamp for all messages MUST be signed.
All messages MUST conform and validate to the expected WSDL respectively the XML Schema.

Add normative reference
	[X509 Cert]
	”Web Services Security X509 Certificate Token Profile 1.0”, OASIS Standard 200401, March 2004, URL:http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0.pdf  


Add abbreviation 
	RSA
	Rivest, Shamir and Adleman

	SSL
	Secure Sockets Layer

	TLS
	Transport Layer Security 
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