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1. Scope

<< Define as it relates to Open Mobile Alliance Activity.  Clarify what parts of the development that is included, e.g. RD, AD and TS work. If it adds clarity, define what is not in the scope.  DELETE THIS COMMENT >>

2. References

The policy for reference lists is:

1.
OMA documents listed should have at least one approved version – draft-only docs should not be referenced.  Exception exists for documents that will be approved with or after the referenced doc is approved (may be part of same enabler package).  In short – approved docs should not reference unapproved docs.

2.
When a reference is made to an OMA specification, then Open Mobile Alliance with the TM symbol (™) should be used in the description.

3.
The name + version (no date) for OMA specifications are generally sufficient – dates should be used only if there is a specific reason to limit the usage.

4.
For references to WAP Forum docs, dates should not be included as DID's for the old WAP Forum specifications are enough and the reference description should refer to WAP Forum™.

5.
References to other affiliate docs should similarly provide sufficient information to uniquely determine the needed document and should provide the appropriate source information.

6.
The URL for OMA material (new OMA and affiliate) should always be http://www.openmobilealliance.org (an exception is OMNA that is reached through http://www.openmobilealliance.org/tech/omna)

Models to use


[REFLABEL]
<General Model> “Ref Title”, Ref information (source, date, id),
URL:http//<ref-source>/ 


[OMADOC]
<OMA Model> “OMA Document Title”,{ Version x.y,} Open Mobile Alliance™, OMA‑<docname>{‑<version>}, URL:http//www.openmobilealliance.org/ 

If there are no entries in the table – enter ‘none’ to be clear.
DELETE THIS COMMENT

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC4234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005, URL:http://www.ietf.org/rfc/rfc4234.txt

	[OSE]
	“OMA Service Environment”, Open Mobile Alliance™,
URL:http://www.openmobilealliance.org/

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/

	
	

	<< Add/Remove reference rows to this table as needed - DELETE This Row >>


2.2 Informative References

Check the version of the Dictionary you are using and update the reference below.  Delete the [OMADICT] entry if the dictionary is not used.  In general, use the latest available version unless seeking alignment with an existing set of specifications.

DELETE THIS COMMENT

	[OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/

	
	

	
	

	<< Add/Remove reference rows to this table as needed - DELETE This Row >>


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

<< If needed, describe or declare using appropriate normative references the additional conventions that are used.  DELETE THIS COMMENT >>

3.2 Definitions

<< Add definitions in new rows of the following table as needed.  The following examples show how dictionary references should be made as well as locally defined terms.  This table should be maintained in sorted alphabetic order based on the labels of the terms.

Examples:


Entity
Use definition #1 from [OMADICT]


Interactive Service
Use definition from [OMADICT]


Local Term
The definition description would be presented directly

DELETE THIS COMMENT>>

	
	

	
	

	<< Add/Remove definition rows to this table as needed - DELETE This Row >>


3.3
Abbreviations

<< Add abbreviations as needed to the following table.  No special notation should be made regarding terms copied from the Dictionary.  This table should be maintained in alphabetic order.

DELETE THIS COMMENT >>

	OMA
	Open Mobile Alliance

	
	

	
	

	<< Add/Remove abbreviation rows to this table as needed - DELETE This Row>>


4. Introduction

Application Programming Interfaces (APIs) are well known by developers as a way of interaction among software components, that is a technical tool used to simplify and address interoperability aspects among modules and platforms. With the term “Network API” (or NetAPI) it is meant an API that defines and exposes network functionalities made available by a Telco operator infrastructure.

APIs fulfill an important role also as integration tool between the ecosystem that implements them and external worlds; from a Telco point of view, APIs usage constitutes the preferred tool to create value monetizing operator’s assets, through a cooperative approach with Third Parties, combining the Telco network intelligence and functionalities with external services and contents.

Exposing an API does not mean only implementing an application interface fulfilling functional requirements, but it is needed to consider also supporting non-functional capabilities: 
· Authentication and Authorization: identification of the API consumer, profile management, ACL (access control list) management

· Infrastructure Policy: access control to protect platforms and network

· Business Policy: policy related to the specific functionalities exposed

· Assurance: integration with O&M systems and assurance process related to usage of APIs

· Accounting: traffic documentation

· Access: issues related to external interconnection and point of contact.

Editor’s  note: figure placeholder
Figure 1: XXXX

The Service Exposure Framework address these needs, being a centralized and shared intermediation layer, implementing a unique instance of non-functional features needed to expose several and different APIs, avoiding duplication.
Deploying a Service Exposure Framework has for the operator several advantages, being it:

· A unique point of deployment for functionalities such as authentication, authorization, infrastructural policy and SLA, interconnection, accounting

· A unique integration with billing systems for commercial launch of services

· Unique integration with assurance internal process

· Uniformity on interfaces

Deploying a Service Exposure Framework introduce also some critical points

· EndToEnd troubleshooting may become more complex due to an additional layer in the middle

· delay due to an additional layer in the middle, to be evaluated for specific real-time requirements

In addition to the infrastructure working at run-time when APIs are invoked, the Service Exposure Framework may comprise additional functionalities, such as a catalog usable online by external developers but also internally in the operator domain. The catalog includes technical details for APIs and usage examples (“ready to use” approach). A further relevant feature enabled by Service Exposure Framework is the homogeneous report/documentation on the usage of APIs that the framework can produce: the «event data record» produced are uniform for any API used through the Service Exposure Framework, and these records may be provided to the billing systems in the operator domain. 
4.1 Version 1.0

This section provides a high level, concise and informative description of the main functionality supported in the initial version of the specification.  The description should be brief, target length should be a few paragraphs.   When the enabler or reference release is finished, this description should be aligned with the final functionality. 

The text will be re-used on the OMA release pages and it is therefore important that the description is brief; target length should be a few paragraphs, rather than several pages.

DELETE THIS COMMENT

4.2 Version <x.y>

This section should be included for each new major or minor version of the specification.

It should provide a high level, concise and informative description of the new or modified functionality introduced in this version of the specification, compared to the previous version.  The description should be brief, target length should be a few paragraphs.  When the enabler or reference release is finished, this description should be aligned with the final functionality differences. 

The text will be re-used on the OMA release pages and it is therefore important that the description is brief; target length should be a few paragraphs, rather than several pages.

DELETE THIS COMMENT

4.2.1 Version <x.y.z>

This section should be included for each new service release of the specification.   It should describe at a high level the main changes made to the specification compared to the previous version.  The description should be brief, target length should be one paragraph.

DELETE THIS COMMENT

5. Requirements
(Normative)

<< This section should capture the requirements necessary for service releases to support end-to-end interoperability across different devices, networks, service providers and network operators.  Linkage of requirements to Use Cases is not mandatory. These requirements will be used to describe and derive the functions and interfaces that the release will support, and which defines its core purpose.  When writing requirements, care should be taken to recognise the difference between the release specifying a mechanism to perform a function versus its required usage in any given deployment.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  Whenever a requirement is directly attributable to a particular actor, it is recommended to mention it.

Remove this section if no requirement work is part of the release. 
In cases where a common or shared requirement document will supply requirements for a section below (e.g. Privacy RD), note it in the appropriate section and reference the requirements to be included.  Then, in the table, add any specific requirements not covered by the shared document.

Requirements are to be written with use of normative text. As this template is intended for releases with limited scope there is no need for tables with labels, mapping to release version, nor functional model.

“Notes” might be optionally included. These notes will be considered informative material. Notes are intended to be used to include any kind of information that could help to clarify the corresponding requirement (meaning, applicability, implications, etc.).

In order to improve further development it is recommended that the reason for classifying a requirement as "SHOULD" or “MAY”(instead of "SHALL") shall be given as an "Informational Note" for each such requirement. 
Examples of such requirements are:

· The XYZ release SHOULD support content delivery estimation time before and /or during service execution.

· The XYZ release MUST be capable of supporting the Service Provider to log information about invocations of this release

· The XYZ release MUST allow the end user to terminate a session

· The XYZ release MUST allow actor X to perform function Y

· If possible, requirements should be listed in a logical sequence that intuitively captures the behaviour of the release (or feature of the release).
Areas that may be considered when writing requirements include, but should not be limited to:

· Security

· Authentication

· Authorization

· Data Integrity

· Confidentiality

· Charging 

· Administration and configuration

· Usability

· Interoperability

· Privacy


DELETE HIS COMMENT >>

<intro text for High Level requirements here, followed by requirements>
5.1 High-Level Functional Requirements
	Label
	Description
	Release

	
	
	

	
	
	

	SerExp-HLF-001
	The Service Exposure Framework SHALL play the role of an intermediary layer that enables operators to abstract and protect the network infrastructure when deploying Network APIs.
	Service Exposure Framework V1.0

	SerExp-HLF-002
	The Service Exposure Framework SHALL ensure access control and security in the communications between core network service capabilities and the entity accessing the capabilities through enforcement of policy and SLA.
	Service Exposure Framework V1.0

	SerExp-HLF-003
	The Service Exposure Framework SHALL support workflow functionalities for orchestration of services (e.g. combining different services into one service exposed by Network API).
	Service Exposure Framework V1.0

	SerExp-HLF-004
	The Service Exposure Framework SHALL support protocol conversion into Network APIs for selected southbound interfaces.
	Service Exposure Framework V1.0

	
	
	


Table 1: High-Level Functional Requirements

5.1.1 Security
	Label
	Description
	Release

	SEC-001
	The Service Exposure Framework SHALL enforce the required security over the API invocation.
	Service Exposure Framework V1.0


Table 1: High-Level Functional Requirements – Security Requirements

5.1.1.1 Authentication
These requiments covers Authentication: identification of the API consumer, profile management
	Label
	Description
	Release

	SerExp-AUTHE-001
	The Service Exposure Framework SHALL enable  application authentication requiring API invocation.
	Service Exposure Framework V1.0

	SerExp-AUTHE-002
	The Service Exposure Framework SHALL enable  user authentication. 
	Service Exposure Framework V1.0

	SerExp-AUTHE-003
	The Service Exposure Framework SHALL enable network based (implicit) authentication of the device over mobile network, as well as explicit (username-password) for both in-band (e.g, mobile  network) and out-of-band (e.g. WIFI) scenarios.


	Service Exposure Framework V1.0

	SerExp-AUTHE-004
	The Service Exposure Framework SHALL determine the authentication method (network based authentication; or explicit authentication e.g. username/password) whitch meets the level of assurance required by the application
	Service Exposure Framework V1.0

	SerExp-AUTHE-005
	The Service Exposure Framework MAY interact with an external authentication server using standard protocol(s) .
	Service Exposure Framework V1.0

	
	
	


Table 1: High-Level Functional Requirements – Authentication Requirements

5.1.1.2 Authorization

These requiments covers Authorization:  e..g. ACL (access control list) management
	Label
	Description
	Release

	SerExp-AUTHE-001
	The Service Exposure Framework SHALL be able to verify the authorization  of the application  invoking any given API.
	Service Exposure Framework V1.0

	SerExp-AUTHE-002
	For cases the Application require invocation of APIs accessing user’s protected resources proper authorization SHALL be verified by the Service Exposure Framework . 
	Service Exposure Framework V1.0

	SerExp-AUTHE-003
	The Service Exposure Framework SHALL enable  preconfigured user authorization for a given API invokation.
	Service Exposure Framework V1.0

	
	
	


Table 1: High-Level Functional Requirements – Authorization Requirements

5.1.1.3 Access
These requirements covers Access: so related to external interconnection and point of contact
	Label
	Description
	Release

	SerExp-ACCESS-001
	The Service Exposure Framework SHALL permit to configure and enforce API accessibility based on some configuration data (e.g. access by internal/external application, time/days, VPN access, location of invoking application)


	Service Exposure Framework V1.0

	
	
	


Table 2: High-Level Functional Requirements – Access
5.1.1.4 Business Policy
These requiments covers Business Policy: related to specific functionalities exposed

	Label
	Description
	Release

	SerExp- BUSPOL -001
	The Service Exposure Framework SHALL permit defining throttling (per second, per hour, per day) measure for every netAPI exposed. The throttling measure may apply per single application instance or group of application owned by a single third party. 
	Service Exposure Framework V1.0

	SerExp- BUSPOL -002
	The Service Exposure Framework SHALL enable enforcement of throttling measure defined for the exposed netAPI. 
	Service Exposure Framework V1.0

	SerExp- BUSPOL -003
	The Service Exposure Framework SHALL permit to define a invocation quota per application who invoke the API.
	Service Exposure Framework V1.0

	SerExp- BUSPOL -004
	The Service Exposure Framework SHALL permit to enforce the a invocation quota per application who invoke the API.
	Service Exposure Framework V1.0

	SerExp- BUSPOL -005
	The Service Exposure Framework SHALL permit to configure a black/white list of the users (e.g. MSISDN) may be involved during the API invocation.


	Service Exposure Framework V1.0

	SerExp-BUSPOL-006
	The Service Exposure Framework SHALL permit defining different business policies based on API parameter/header values, eg. international MSISDN.
	Service Exposure Framework V1.0

	SerExp-BUSPOL-007
	The Service Exposure Framework SHALL permit defining policy for blocking/allowing single functionalities of the APIs, e.g. blocking a PUT operation allowing only GET.
	Service Exposure Framework V1.0

	SerExp-BUSPOL-008
	The Service Exposure Framework SHALL permit applying the business policies per single application instance or group of application owned by a single third party.  
	Service Exposure Framework V1.0

	
	
	


Table 1: High-Level Functional Requirements – Infrastructure Policy
5.1.1.5 Infrastructure Policy

These requiments covers Infrastructure Policy: related to access control in order to protect platforms and network 
	Label
	Description
	Release

	SerExp-INFPOL-001
	The Service Exposure Framework SHALL permit defining maximum throughput (per second, per hour, per day) for every southbound Service Enabler. 
	Service Exposure Framework V1.0

	SerExp-INFPOL-002
	The Service Exposure Framework SHALL enable enforcement of maximum throughput defined for every southbound Service Enabler. 
	Service Exposure Framework V1.0

	SerExp-INFPOL-003
	The Service Exposure Framework SHALL permit to define a invocation quota for every southbound Service Enabler.
	Service Exposure Framework V1.0

	SerExp-INFPOL-004
	The Service Exposure Framework SHALL permit to enforce the a invocation quota for every southbound Service Enabler.
	Service Exposure Framework V1.0

	
	
	


Table 1: High-Level Functional Requirements – Business Policy
5.1.1.6 Analytic reporting
These requiments covers Analytic reporting, 
	Label
	Description
	Release

	SerExp-REP-001
	The Service Exposure Framework SHALL be able to produce the needed information in order  to create a comprehensive reporting of the API Usage
	Service Exposure Framework V1.0

	SerExp-REP-002
	The Service Exposure Framework SHALL be able to export the analytic reporting data  in a file (e.g. csv, or other common file type)
	Service Exposure Framework V1.0

	
	
	


Table 2: High-Level Functional Requirements – Analytic reporting
5.1.2 Accounting/billing/Charging
	Label
	Description
	Release

	SerExp-ABC-001
	The Service Exposure Framework SHALL permit to count the invocation of NetAPI
	Service Exposure Framework V1.0

	SerExp-ABC-002
	The Service Exposure Framework SHALL permit to generate the needed information (e.g. Event Data Record)  to properly document the invocation of NetAPI per Application/per third party-
	Service Exposure Framework V1.0

	
	
	


Table 1: High-Level Functional Requirements – Charging Events
5.1.2.1 Sandbox support
	Label
	Description
	Release

	SerExp-SNDBOX-001
	The Service Exposure Framework SHALL provide access to authorized application in needs of using a sandbox environment with limited features or quota for testing purposes.
	Service Exposure Framework V1.0

	SerExp-SNDBOX-002
	The Service Exposure Framework SHALL provide a sandbox environment to authorized applications for a configurable timeframe (e.g. 10 days)


	Service Exposure Framework V1.0

	SerExp-SNDBOX-003
	The Service Exposure Framework SHALL provide the means to define the list of subscriber for which an API could (not) be applied to. This effectively provides a white/black list capability.
	Service Exposure Framework V1.0

	SerExp- SNDBOX -004
	The Service Exposure Framework SHALL be able to offer a Sandbox environment and to also permit the upgrade to the production environment as needed.
	Service Exposure Framework V1.0

	
	
	


Table 2: High-Level Functional Requirements – Sandbox Support
5.1.2.2 Onboarding and provisioning of new API Consumer
These requiments covers Onboarding and provisioning of new API Consumer
	Label
	Description
	Release

	SerExp-ONBRD-001
	The Service Exposure Framework SHALL enable a manual onboarding process. (i.e. configuring a new application/API Consumer) 
	Service Exposure Framework V1.0

	SerExp- ONBRD -002
	The Service Exposure Framework SHALL enable a self-service onboarding process. 
	Service Exposure Framework V1.0

	SerExp- ONBRD-003
	The Service Exposure Framework SHALL provide an authorization workflow mechanism in support of API consumer onboarding process. 
	Service Exposure Framework V1.0

	
	
	


Table 2: High-Level Functional Requirements – Onboarding and provisioning
5.1.2.3 Role support
	Label
	Description
	Release

	SerExp-ROLE-001
	The Service Exposure Framework SHALL permit to define and assign different roles to the framework users configured on it.
	Service Exposure Framework V1.0

	SerExp-ROLE-002
	The Service Exposure Framework SHALL permit to have Administrator with the rights to administer the framework (e.g. modify the API list, ACL, manage framework user list etc.)
	Service Exposure Framework V1.0

	SerExp-ROLE-003
	The Service Exposure Framework SHALL permit to have an role for  user  with a read-only right
	Service Exposure Framework V1.0

	SerExp-ROLE-004
	An onborded user will act the role decided by the platform administrator
	Service Exposure Framework V1.0

	SerExp-ROLE-005
	The Service Exposure Framework SHALL permit to define framework user groups with different right on different portion of the Service Exposure Framework.
	Service Exposure Framework V1.0

	
	
	


Table 2: High-Level Functional Requirements – Role

Editor’s Note; the terms user of the Service Exposure Framework needs to be aligned on the whole document. 
5.1.2.4 Internal and External interfaces
These requiments covers Internal interface between the component of the SE, and external interface, 
	Label
	Description
	Release

	SerExp-ITF-001
	The Service Exposure Framework SHALL be able to connect southbound to enabler platforms which provide the back-end API business logic. 
	Service Exposure Framework V1.0

	SerExp-ITF-002
	The Service Exposure Framework SHALL support southbound  standard interfaces (e.g. 3GPP)  to communicate with mobile network enablers (e.g. to SMSC, PCRF, MMSC, location, etc.)


	Service Exposure Framework V1.0

	SerExp-ITF-003
	The Service Exposure Framework SHALL support the southbound interfaces to communicate with mobile IT enabler (e.g. to provisioning platform, post/prepaid system etc.)


	Service Exposure Framework V1.0

	SerExp-ITF-004
	The Service Exposure Framework SHALL have an interface to propagate provisioning information to external entities  (e.g. to propagate the API consumer to billing system in order to have the right billing process at runtime)


	Service Exposure Framework V1.0

	
	
	


Table 2: High-Level Functional Requirements – xxxxx

5.1.2.5 API Governance/Management
These requiments covers governance and management process related the Network APIs lifecycle, from the design to the deployment .
	Label
	Description
	Release

	SerExp-Gov-001
	The Service Exposure Framework SHALL provide an API Governance mechanism used that permits to associate a textual description for the APIs,  (e.g. functional description, usage examples).
	Service Exposure Framework V1.0

	SerExp-Gov-002
	The Service Exposure Framework SHALL provide an API Governance mechanism permits the user to trace, view and modify the life-cycle status of the API (e.g. feasibility study, development, testing, readiness to be deployed in production site, live)


	Service Exposure Framework V1.0

	SerExp-Gov-003
	The Service Exposure Framework SHALL provide an API Governance mechanism that permits the user to trace and access the information about API versioning and to retrieve the information about API consumers for a certain API version.


	Service Exposure Framework V1.0

	SerExp-Gov-004
	The Service Exposure Framework SHALL provide an API Governance mechanism that permits the user to define the specific visibility on the API catalog based on the Service Exposure Framework user role.


	Service Exposure Framework V1.0

	SerExp-Gov-005
	The Service Exposure Framework SHALL provide an API Governance mechanism which permits the user to promote an API from testing to production. 
	Service Exposure Framework V1.0

	
	
	


Table 2: High-Level Functional Requirements – xxxxx

5.1.2.6 New API
These requiments covers new API that are needed for the Service Exposure Framework, 
	Label
	Description
	Release

	SerExp-NWAPI-001
	The Service Exposure Framework SHALL make available  an API for Management purpose
	Service Exposure Framework V1.0

	SerExp-NWAPI-002
	The Management API of Service Exposure Framework SHALL permit to manage the provisioning of  new users to the platform
	Service Exposure Framework V1.0

	SerExp-NWAPI-003
	The Management API of Service Exposure Framework SHALL permit to associate API consumer to the API available on the platform
	Service Exposure Framework V1.0

	SerExp-NWAPI-004
	The Management API of Service Exposure Framework SHALL permit to provision new API to catalog of the API available on the platform
	Service Exposure Framework V1.0

	SerExp-NWAPI-005
	The Service Exposure Framework SHALL enable applications to discover API List offered by the Service Exposure Framework. 


Note: This capability may be used by Internal/external application to retry the list of api available (e.g. related to SerExp-HLF-001 – API Catalog)
	Service Exposure Framework V1.0

	
	
	


Table 2: High-Level Functional Requirements – xxxxx

5.1.2.7 NFV
These requiments covers xxx, 
Editor’s note: needs to double check during the document discussion
	Label
	Description
	Release

	
	
	

	
	
	


Table 2: High-Level Functional Requirements – xxxxx

5.1.2.8 Confidentiality/Privacy
	Label
	Description
	Release

	SerExp-CON-001
	The Service Exposure Framework SHALL permit to identify the  NetAPI that manage sensitive information, in order to present specific T&C 
	Service Exposure Framework V1.0

	SerExp-CON-002
	The Service Exposure Framework SHALL ensure that user authorization has been granted prior to service API (e.g. payment) invocation.


	Service Exposure Framework V1.0

	SerExp-CON-003
	The Service Exposure Framework SHALL permit the proper granularity of the authorization.
	Service Exposure Framework V1.0

	
	
	


Table 1: High-Level Functional Requirements -Confidentiality
5.1.3 Administration and Configuration
These requiments covers integration with O&M systems and assurance process related to usage of APIs, 
	Label
	Description
	Release

	SerExp-ADC-001
	The Service Exposure Framework SHALL permit to be health-checked at a system level by O&M Agents.
	Service Exposure Framework V1.0

	SerExp-ADC-002
	The Service Exposure Framework SHALL permit to be health-checked at an application level by O&M Agents.
	Service Exposure Framework V1.0

	
	
	


Table 1: High-Level Functional Requirements- Administration and Configuration
5.1.4 Usability
	Label
	Description
	Release

	USA-001
	
	Service Exposure Framework V1.0

	
	
	


Table 1: High-Level Functional Requirements- Usability
5.1.5 Interoperability
	Label
	Description
	Release

	INT-001
	
	Service Exposure Framework V1.0

	
	
	


Table 1: High-Level Functional Requirements - Interoperability
5.2 Overall System Requirements
	Label
	Description
	Release

	OSA-001
	
	Service Exposure Framework V1.0

	
	
	


Table 1: Overall System Requirements

5.3 Data Exchange Format Requirements

	Label
	Description
	Release

	DEF-001
	
	Service Exposure Framework V1.0

	
	
	


Table 3: Data Exchange Format Requirements

6. Architectural Model

<< This section defines the release’s architectural model.  

Remove this section if no architectural work is part of the release. Subsections may also be removed if appropriate; this may be done after consultation with the architecture group.
The model identifies: a) all internal functional components of this release, and b) all of the communication relationships between the components of this release and with other enablers and applications (including those specifications not defined by OMA).

This section SHOULD contain a diagram of the architecture.  Diagrams in this section should contain logical entities only and not conflate logical entities with physical entities.  However, mobile terminals and networks may be shown because of their potential relevance in the design of the architecture.  Figure 1, Figure 2 (or a combination of them, if considered appropriate), are illustrative examples of an architectural diagram and should be modified to reflect this architecture.

Working Groups SHOULD re-use functions specified by other enablers.  Working Groups should consult other Architecture Documents and Specifications to identify any of this architecture’s functionality (e.g. its systems, subsystems, interfaces and/or reference points, etc) that is already specified. 

This section MAY include an explanation and/or diagram to show how this architecture relates to the various views as defined in  “Inventory of Architectures and Services”.  This diagram and explanation, however, are optional.  

DELETE THIS COMMENT >>

6.1 Dependencies

<< This section MUST enumerate all of the dependencies this architecture has.  Dependencies in this context include other enablers, specifications, etc. this release calls (i.e. re-uses).  Each dependency MUST include a reference to the document(s) that specifies the dependency.  All of these references MUST also be included in Section 2.1.

The enumeration would be along the lines of a list with entries such as

    - IMAP binary extension [RFC3516]
where the reference (e.g. RFC3516 in this example) would link to the fully qualified reference in section 2.1 table.

If this architecture has no dependencies, then this section only needs to contain a statement as such.

DELETE THIS COMMENT >>

.

6.2 Architectural Diagram

The figure below shown the high-level architecture diagram for the Service Exposure Framework:


[image: image2]
Figure 1: Service Exposure High-Level Architecture
Editor’s note: it’s needed to add a legend. Check if it’s needed to have the NB API line dotted
6.3 Functional Components and Interfaces/reference points definition
The Service Exposure Framework may support the following functions:

[image: image3.png]Capi 1 >—Capi2 > Capin >
Access Authentication Authorization API Discovery
Poness | | s | [ pssurance | | Gpieardng &

Accounting BC”:iggg;anngd Cogfligﬁc;igity Marf;rg(fe”r?lent

R’Aer[])ac:xiir(\:g Sandbox ('X_'jnrf'%iﬂ;fl‘rf) GoveArE‘lance

. SouthBound —— SouthBound | ‘SouthBound  +

Enabler Plugin

i Enabler Plugln

Enabler Plugln





Figure 3 - Service Exposure Framework Functional Decomposition
Editor’s note: it’s FFS to identify optional/mandatory component for the Service Exposure Framework.
<< This section describes all of the architecture’s functional components and the specified interfaces and/or reference points. 

As a general guidance, the document SHOULD define interfaces, wherever possible. 

Each of the components should be described in a separate subsection and MUST contain at least the following information:

· Name

· Description

· Responsibility (e.g. what does the component do/perform)

Each component SHOULD have at least one interface or at least one reference point that can be used by some other functional component, enabler, application, etc.

All of the interfaces and/or the reference points should be described in this section. 

Interfaces and reference points MUST be described in a language-independent way.

Each interface description MUST include at least the following information:

· Name

· Description

· Entity that exposes the interface

Each reference point description MUST include at least the following information:

· Name

· Description of all the functions exposed between the two entities

· The two entities that are linked by this reference point

Each reference point description SHOULD include the following information:

· Name of each interface included in the reference point

Description of each interface included in the reference point

Interface/reference point naming convention: 

The name of an interface/reference point consists of a minimal number of characters (e.g. no longer than the WID's registered name), followed by a dash, followed by a running number (starting at “1” and counting upwards in steps of 1 for each new interface/reference point).  Each work group decides about the character(s) for their interfaces/reference point as long as there is no duplication with already existing names (work groups can consult ARC to confirm).  Names should be chosen in an intuitive way to allow easy recognition of the interface/reference point.  Some examples are:

     B-1
B stands for “Browsing”

     POC-5
POC stands for “Push to Talk over Cellular”

     MMS-7
MMS stands for “Multimedia Messaging”

Interface re-use convention: In case an interface from another enabler is re-used (e.g. exactly as is, as a profiled subset, or extended with additional Attribute Value Pairs), the interface name is that of the other enabler.  That is, the interface name does not change, since the interface does not fundamentally change.  The interface structure and placement of parameters and/or AVPs are already defined as part of the other enabler.

Reference points re-use convention: 

 In case a reference point from another enabler is re-used (i.e. all of its interfaces, and the two entities, as originally defined, linked through the reference point) then, the reference point name is that of the other enabler.  That is, the reference point name does not change, since the reference point does not fundamentally change.  The reference point structure and placement of parameters and/or AVPs are already defined as part of the other enabler.

Detailed recommendations on how to re-use reference points may be found in the “Architecture Best Practices” document.

Graphical representation convention:

Reference points are depicted as a line and interfaces are depicted as an arrow. 

DELETE THIS COMMENT >>

7. Sections As Needed

<<Sections for the normative technical specification text.  Fill in as needed.  The following validates the styles used for the headers.  DELETE THIS COMMENT >>

7.1 Onboarding and provisioning of new API Consumer
An API Consumer must be registered on the Service Exposure Framework before it can invoke any network API. Considering the fact that an API Consumer is usually a software service (e.g. an application that invoke the APIs) some appropriate metadata describing the application, the application developer and the APIs used would needs to be captured and stored on the Service Exposure Framework.
The developer of the API Consumer has to be an authorized user of the Service Exposure Framework.

The onboarding of a new API Consumer could be performed manually by a Service Exposure Framework administrator or may be requested by the application developer using a self-service tool  (e.g. a web based console).

In both cases the Service Exposure Framework may be configured to instruct an authorization workflow in order to definitely confirm and grant the provisioning of the API Consumer on the framework. This workflow may require explicit authorization action by administrators of the Framework. The onboarding workflow process may inform, if requested, the designated administrator about a new API consumer onboarding request. Different notification mechanism (e.g. a notification alert on the welcome page of the administrator console, an email, or different other notification mechanism) may be used for such notification.

At the end of the onboarding process the developer of the API consumer has to be notified about the result of the onboarding request.

7.2 
<text>

7.2.1 Analytic reporting 
The Service Exposure Framework collects different kind of information, related to the API usage, API consumers and the users involved(e.g. developer and end-user). 
Examples of such collected data are:

· Total number of all API invocations 

· Counts of API invocations per API exposed by the Service Exposure Framework

· Information on API consumers and developers per exposed APIs

· Information pertaining to API performance (e.g. in terms of end to end response time or errors)

· Information pertaining to the effectiveness of the southbound enabler serving APIs (e.g. in terms of southbound response time or health status)

The Analytics permit to trace exactly how, when, and where the exposed APIs are consumed, driving key information to all the stakeholders involved:

· The application developers 

· The Service Exposure Framework administration team

· The business and marketing group

· The operations team

Using the analytics several insight could be derived, like understanding which API is most used by a certain API consumer, which is the most used API consumer (e.g. application), or where is better to work in order to improve the quality of the response(e.g. latency) provided to the invoking application.

Beside the mere collection of the basic metrics, it is important also to provide effective way to exploit such datasets. Typically a graphical representation may be made available by the Service Exposure Framework (e.g. through a web based console), or exported using common data format.

The ability to export these analytics and process them offline is an additional key feature: as an example, this data could feed a Business Intelligence system gathering metric useful to tune better or measure the result of the service application that is using the APIs.

It is also important to note that the analytics are to be correlated to the different Service Exposure Framework  user’s role, in order to provide only the data they are interested or authorized to use.

A set of APIs may be available on the  Service Exposure Framework  in order to programmatically have access to all the analytics functions and data.

7.2.2 Authentication

The Service Exposure Framework SHALL authenticate applications requesting access to network resources (e.g. SMS, Billing) through APIs. As part of granting network access, it may also require authentication of  the end-user involved in API invocation.

As an Example, this end-user authentication may be a precondition for end-user’s authorization required to grant access to her/his protected resources (e.g. cloud messages storage).

Depending on the service provided (e.g. homepage customization or access to email) end-user authentication may be explicit or implicit. By implicit authentication, what is meant is network-based authentication where frictionless authentication may be a value to both service provider and the end-user. In the case of implicit authentication is the device that is being authenticated by the network as opposed to the end-user who is using the device.

By explicit authentication what is meant is any method by which the end-user explicitly proves to the network he is who he claims to be  such as one-factor authentication (shared secret: username/password), two-factor authentication (shared secret plus the device the user owns).

The level of assurance required by the application (API consumer) and the operator’s service policy would determine the method of end-user’s authentication (one factor, two factors, …)

To achieve end-user authentication, the Service Exposure Framework would require interaction with the operator’s IdM (Identity management) system as well as the end-user on his hand-held device.

Editor’s note: it’s needed to create an additional req. to specify the needs of authentication at design time
Editor’s note: modifiy req. to “public WIFI”
Editor’s note : differentiate user authentication 
Editor’s note : modify the requirement “The Service Exposure Framework MAY interact with an external authentication server using standard protocol(s) .” 
7.2.3 
<text>

7.2.3.1 Example Level 4

<text>

 SHAPE  \* MERGEFORMAT 



Figure 2: Example Figure

	
	Column 1
	Column 2

	Row 1
	Grid 1,1 data
	Grid 1,2 data

	Row 2
	Grid 2,1 data
	Grid 2,2 data


Table 1: Example Table

8. Release Information

8.1 Supporting File Document Listing 

<< List the documents besides this document that comprise this release.  This is where supporting files for elements such as Schemas, Managed Objects or Data Descriptions would be itemized.  Each such document is to be listed by fully qualified name as known in the permanent document area.  Each document should also include the reference from section 2 to provide linkage with other uses in this document.

For supporting files that need to be made available separate from the permanent document area (e.g. DTD in a publicly reachable directory), provide information on the expected path as well as the external file name.  These should be based on existing recommendations and not picked arbitrarily (see information on supporting files available in the REL support menu).

The following table includes example fields with dummy values to make it clear the type of information to be entered.  The actual table should be filled in for the specific release.

DELETE THIS COMMENT >>

	Doc Ref
	Permanent Document Reference
	Description

	Supporting Files

	[FOO_DTD]
	OMA-SUP-DTD_FOO_Msgs-V1_2-20050222-D
	DTD for the messages and included elements of the FOO protocols.

Working file in DTD directory:
file:
foo_msgs-v1_2.dtd
path:
http://www.openmobilealliance.org/tech/dtd/

	[FOO_AC]
	OMA-SUP-AC_ap0123_FOO-v1_2-20050531-D
	Description of the Application Characteristic for FOO.  This aligns with the Provisioning Spec.

Working file in Application Characteristics directory:
file:
ap0123_foo-v1_2.txt
path:
http://www.openmobilealliance.org/tech/omna/dm-ac


Table 2: Listing of Supporting Documents in FOO Release

8.2 OMNA Considerations

<< This section is to be used to describe any OMNA items included in the release.  This would include, among others:

· Usage of OMA-based Uniform Resource Names (URNs) (including those used as namespace identifiers in Schemas)

· AppiDs for Application Characteristics (AC)

· Managed Object (MO) identifier information for the MO registry

· ISO Object IDs

· PUSH Application Ids

· WAP Wireless Session Protocol (WSP) Content Types

· Presence <service-description> assignments

· Uniform Resource Identifier (URI)-List Registered Usage Names (for XDM)

The format of this section will be left up to the release owners to account for the particular needs they may run into.  It should be clear from the written material, though, as to the set of OMNA items needed.

If a new OMNA registry is needed to support the release – clearly this should have been worked with the REL Committee before submitting a Release Document.  Failure to do so may result in delays as the required tables are worked up and made publicly available.  Another risk is that the table desired is not supported by OMNA (is not a registry type table) and the group will need to re-think how they intend to resolve their needs.

Through the normal development process the OMNA entries or support registries should be accommodated.  This should not be trigger to remove the linkage from this section.  Thus, if an entry is added to OMNA after the initial Candidate version described the need – the material should stay in this section.  It may be useful in subsequent releases to add some text to indicate that the needed items have been accommodated (e.g. add a comment regarding its availability or support as appropriate).

If the release has absolutely no OMNA items to be accommodated – then it should indicate that explicitly with a short description (e.g. this release does not have any OMNA items for handling).  This determination probably can not be made until the end of the development phases and editors are encouraged to keep this advisory in place until the Consistency Review.
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8.3 Additional Items

<<If the release has any other elements needed to make it complete they should be noted in this section.  For example, if there are any external registrations (e.g. IANA assigned values) or shared/dependent components they should be documented.

The format of the description in this section is left to the editor based on the information needed.  If there are no such elements, the editor may remove this sub-section.
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Appendix A. Change History
(Informative)

<< The following is a model of a revision table.  DELETE THIS COMMENT >>

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No prior version –or- No previous version within OMA

	OMA-xxyyz-V1_0-20021001-A
	01 Oct 2002
	Initial document to address the basic starting point

   Ref TP Doc# OMA-TP-2002-1234-xxyyzForApproval

	OMA-xxyyz-V1_1-20030405-A
	05 Apr 2003
	description of changed

   Ref TP Doc# OMA-TP-2003-0321-xxyyzV1_1forApproval


A.2 Draft/Candidate Version <current version> History

<< This section is available in pre-approved versions – it should be removed in the actual approved versions.  DELETE THIS COMMENT >>

	Document Identifier
	Date
	Sections
	Description

	Draft Versions

OMA-xxyyz-V1_2
	21 Jan 2015
	
	Incorporates input to committee:

OMA-ARC-Service-2014-0004R01-CR_ServiceExposure_initialRD

	
	25 Aug 2015
	5.x
	Incorporates input to committee:

OMA-ARC-Service-2015-0001R01-INP_CR_ServiceExposure_RDupdate

	
	25 Aug 2015
	6.2
	Incorporates input to committee:

OMA-ARC-Service-2015-0002R02-INP_CR_ServiceExposure_initialAD

	
	25 Aug 2015
	5.x
	Incorporates input to committee:

OMA-ARC-Service-2015-0003-R01CR_ServiceExposure_ReqUpdate.doc

	
	25 Aug 2015
	4
	Incorporates input to committee:

OMA-ARC-Service-2015-0005R01-CR__FirstIntroductionTex

	
	16 Sep 2015
	5
	Incorporates input to committee:

OMA-ARC-Service-2015-0006R01-INP_Section_update.doc

	
	16 Sep 2015
	6.3
	Incorporates input to committee:

OMA-ARC-Service-2015-0004R02-CR_AD_Component.doc

	
	16 Sep 2015
	7.1
	Incorporates input to committee:
OMA-ARC-Service-2015-0007R01-CR_OnboardingAndProvisioning_initialText

	
	16 Sep 2015
	7.2
	Incorporates input to committee:
OMA-ARC-Service-2015-0008R01-CR_AnalyticReporting_initialText .doc

	
	16 Sep 2015
	7.3
	Incorporates input to committee:
OMA-ARC-Service-2015-0009-CR_Authentication_initialText.doc

	
	
	
	

	
	12 Aug 2003
	9.2.2.2, 11.3
	Incorporates input to committee:

   OMA-XY-2003-0101R2-CR_ImproveJellyReferences

	Candidate Version

OMA-xxyyz-V1_2
	16 Sep 2003
	n/a
	Status changed to Candidate by TP

   TP ref # OMA-TP-2003-0abc-CandidateRequest_xxyyz_V1_2

	Draft Version

OMA-xxyyz-V1_2
	24 Sep 2003
	6.8
	Status changed to Draft (demoted) to address important class 1 CR

   OMA-XY-2003-0172-CR_AddSectionOnJellyGoesOnTop

	Candidate Versions

OMA-xxyyz-V1_2
	13 Nov 2003
	n/a
	Status changed to Candidate by TP

   TP ref # OMA-TP-2003-0def-CandidateRequest_xxyyz_V1_2_again

	
	21 Dec 2003
	4.2, 6.3
	Minor CR to address interpretation of bread references

   OMA-XY-2003-0205-CR_SlicedBreadClarification

Notice sent to TP of minor update

   TP ref # OMA-TP-2003-0ghi-CandidateUpdateNotice_xxyyz_V1_2

	
	12 Jan 2004
	4.2, 6.6
	Minor CR to cover cases where knife not available

   OMA-XY-2004-0012-CR_SpreadingWithoutKnife

Notice sent to TP of minor update

   TP ref # OMA-TP-2004-0jkl-CandidateUpdateNotice_xxyyz_V1_2


Appendix B. Use Cases
(Informative)

<< This clause provides high-level use cases focused on the users and deployment scenarios point of view, targeting release’s requirements.  The section can be removed if the document does not contain any requirements.

Use cases are additional to the main text and facilitate clarification of the requirements: actually, a use case has to be considered needed (and then added to the document) when it helps the understanding of a set of requirements. For this reason, it is recommended that the total number of use cases be minimised. Pre conditions and Actors involved MAY be described at the beginning of each use case if this is found to be useful.

DELETE THIS COMMENT >>

<text here>

B.1 <Use Case Title>

<< The level of detail of descriptions shall be above technical implementations of protocols. The sub-sections below should consist of one or two sentences.

DELETE THIS COMMENT >>

<text here>

B.1.1  ASK  \* MERGEFORMAT Short Description

<< Describe the interaction that occurs in this use case.
(mandatory)
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<text here>

B.1.2 Market benefits

<< Describe the consequence and benefits for the actors as a result of this use case.

(mandatory)

DELETE THIS COMMENT >>

<text here>

B.2 <Use Case Title>

<< For the second and subsequent Use Cases, the template for section B.1 should be followed.  DELETE THIS COMMENT >>

Appendix C. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [SCRRULES].

This section can be removed in case this document describes a reference release.

The following is a model of a set of SCR tables.  DELETE THIS COMMENT

C.1 ERDEF for <<ENABLER>> - Client Requirements

This section is normative.
	Item
	Feature / Application
	Requirement

	OMA-ERDEF-<<ENABLER>>-C-001-<<M/O>>
	<<ENABLER>> Client
	

	
	
	


Table 3: ERDEF for <<ENABLER>> Client-side Requirements

C.2 ERDEF for <<ENABLER>> - Server Requirements

This section is normative.

	Item
	Feature / Application
	Requirement

	OMA-ERDEF-<<ENABLER>>-S-001-<<M/O>>
	<<ENABLER>> Server
	

	
	
	


Table 4: ERDEF for <<ENABLER>> Server-side Requirements

C.3 SCR for XYZ Client

	Item
	Function
	Reference
	Requirement

	XYZ-C-001-M
	Something mandatory
	Section x.y
	(XYZ-C-004-O OR XYZ-C-003-M) AND
 XYZ-C-002-O

	XYZ-C-002-O
	Something optional
	Section x.y
	

	XYZ-C-003-M
	Dependencies on ZYX
	Section x.y
	ZYX:MCF

	XYZ-C-004-O
	Dependencies on ZYX
	Section x.y
	ZYX:OCF


C.4 SCR for XYZ Server

	Item
	Function
	Reference
	Requirement

	XYZ-S-001-M
	Something mandatory
	Section x.y
	XYZ-S-004-O OR XYZ-S-002-O OR XYZ-S-003-M

	XYZ-S-002-O
	Something optional
	Section x.y
	

	XYZ-S-003-M
	Dependencies on ZYX
	Section x.y
	ZYX:MSF

	XYZ-S-004-O
	Dependencies on ZYX
	Section x.y
	ZYX:OSF


Appendix D. <Additional Information>

If needed, add annex to provide additional information to support the document.  In general, this information should be informative, as normative material should be contained in the primary body of the document.

Note that the styles for the headers in the appendix (App1, App2, App3) are different than the main body.  The use below is intended to validate the styles to be used.  Remove if not needed.
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D.1 App Headers

<More text>

D.1.1 More Headers

<More text>

D.1.1.1 Even More Headers

<More text>
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