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1 Reason for Contribution

It has been proposed to compare the requirements base of 3GPP document 33.246 and the current OMA BCAST RD, and to adopt or adapt some requirements from 3GPP to OMA. 

2 Summary of Contribution

This document examines and compares the requirements of 3GPP document TS 33.246, “Security of Multimedia Broadcast/Multicast Service”, Annex C (Multicast security requirements), with the current OMA BCAST RD (OMA-RD_BCAST-V1_0-20040825-D). The detailed mapping between 3GPP and OMA requirements is in the attached excel sheet. The requirements outlined in the following section have been identified missing in the OMABCAST RD.

3 Detailed Proposal

It is proposed to add requirements in the spirit of the following requirements to the BCAST RD, since they are currently missing:

MSR1. User identity should not be exposed to content provider (see Req 4a in attached excel sheet and 33.246 Annex C) 

MSR2. Change requirement service and content protection 15 to include protection of service protection keys: “The service protection enabler SHALL support means to protect the service against unauthorized access, and ensure integrity and confidentiality of the service and associated keys” (see Reqs 5a/5b in attached excel sheet and 33.246 Annex C) 

MSR3. Add a requirement complementing requirement service and content protection 15 that covers content protection, e.g.: “The content protection enabler SHALL support means to protect the content against unauthorized access, and ensure integrity and confidentiality of the content and associated rights objects” (see Reqs 6a/7e in attached excel sheet and 33.246 Annex C) 

MSR4. It shall be possible to authenticate and authorize service providers on the service provider-to-BDS interface (see Req 8a in attached excel sheet and 33.246 Annex C)

MSR5. It shall be possible to confidentiality and integrity protect data and signalling on the service provider-to-BDS interface (see Req 8b in attached excel sheet and 33.246 Annex C) 

There was no complete consensus among the proposing companies to add the following requirements, so we propose to discuss them in the group in more detail:

MSR6. Requirements on use of an USIM or similar (see Reqs 1a/2b/5g in attached excel sheet and 33.246 Annex C)

MSR7. Requirements on protection of BCAST services on BDS internal interfaces, like the MBMS Gbm interface (see Req 3a in attached excel sheet and 33.246 Annex C)

MSR8. Requirement on re-keying support to prevent re-distribution of keys for service protection (see Req 5c in attached excel sheet and 33.246 Annex C)

MSR9. Requirements on generation and management of keys (see Reqs 5f/5g/5h in attached excel sheet and 33.246 Annex C)

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is proposed to agree that the mentioned requirements need added to the BCAST RD, and a volunteer tasked to propose a corresponding CR.
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