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1 Reason for Change

This change request presents several security related clarifcations for the BCAST RD.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The change request is presented within the BCAST RD formal review. We request to get it noted in the review process and resolved in the final BCAST RD.

6 Detailed Change Proposal

7. Requirements
(Normative)

The requirements in this section define the full Mobile Broadcast Service Enabler. Implementations of the technical specifications may not be required to implement all of these requirements to be compliant. 

7.1 High-Level Functional Requirements

	HLFR-01 Protected mobile broadcast services and content 
	Open solution for protection of broadcast services and content shall be defined. 

	HLFR-02 Broadcast Service Area
	It SHALL be possible to configure a Broadcast Service Area individually for each broadcast service.

	HLFR-03 Localized Broadcast Service
	A Broadcast Service SHALL be able to distribute different content data to different locations, i.e. different Broadcast Service Areas.

	HLFR-04 QoS Configuration
	It SHALL be possible to configure the Quality of Service for each individual broadcast service.

	HLFR-05 Efficient Resource Usage
	Mobile Broadcast Services SHALL use the bearer resources of the underlying Broadcast Distribution System efficiently.

	HLFR-06 Multiple Service Providers
	It SHALL be possible for a Broadcast Distribution System to distribute services and/or content from multiple service or content providers.

	HLFR-07 Enabling/Disabling Service Reception
	The End User SHALL be able to enable/disable the reception of specific broadcast services.

	HLFR-08 Simultaneous Reception of Services
	It SHOULD be possible for a terminal that is receiving one Mobile Broadcast Service to also receive simultaneously other Mobile Broadcast Services..

	HLFR-09 Declaration of End User Preferences
	It SHOULD be possible for the user to temporarily or permanently declare service preferences to the Mobile Broadcast Service Provider.

	HLFR-10 Use of other OMA Enablers
	The mobile broadcast solution SHALL use other OMA enablers to accomplish its purpose whenever appropriate enablers exist.

	HLFR-11 Expectations to Underlying BDS
	There is an expectation that the underlying Broadcast Distribution System (BDS) will provide the following functionality, and that this set of functionality will not be provided by the mobile broadcast solution.

1. The BDS is capable of transmitting IP flows to all parts of the associated wireless network.
2. The BDS is capable of coordinating the transmission requirements of those IP flows (e.g., quality of service, lower layer encryption).


	HLFR-12 – Support for Point-to-Point Communication
	The mobile broadcast solution SHALL be capable of supporting point-to-point communication between a Mobile Broadcast Service Application in the network and a Mobile Broadcast Service Client on the mobile terminal.


Table 1: High-Level Functional Requirements

7.1.1 Security

	SEC-01 Signalling Confidentiality in Network
	The mobile broadcast solution SHALL be capable of providing signalling confidentiality between its components and the underlying BDS.

	SEC-02 Signalling Integrity in Network
	The mobile broadcast solution SHALL be capable of protecting the integrity of the signalling between its components and the underlying BDS.

	SEC-03 Content and Service Confidentiality in Network
	The mobile broadcast solution SHALL be capable of protecting content and service confidentiality between its components and the underlying BDS.

	SEC-04 Content and Service Integrity in Network
	The mobile broadcast solution SHALL be capable of protecting the integrity of the content and services between its components and the underlying BDS.

	SEC-05 Signalling Confidentiality End-to-End
	The mobile broadcast solution SHALL be capable of protecting the confidentiality of the signalling between its components in the network and in the terminal.

	SEC-06 Signalling Integrity End-to-End
	The mobile broadcast solution SHALL be capable of protecting the integrity of the signalling between its components in the network and in the terminal.

	SEC-06a Content and Service Confidentiality End-to-End
	The mobile broadcast solution SHALL be capable of protecting content and service confidentiality between its components in the network and in the terminal.

	SEC-06b Content and Service Integrity End-to-End
	The mobile broadcast solution SHALL be capable of protecting the integrity of the content and services between its components in the network and in the terminal.

	SEC-07 Component Authentication in Network
	The mobile broadcast solution SHALL be capable of authenticating its components to the underlying BDS.

	SEC-08 BDS Authentication in Network
	The mobile broadcast solution SHALL be capable of authenticating the underlying BDS to its components.

	SEC-09 Mutual Component Authentication
	The mobile broadcast solution SHALL be capable of authenticating its components to other components.

	SEC-10 Service Provider Authentication and Authorization
	It SHALL be possible to authenticate and authorize service providers to the BDS.

	SEC-11 Protection of Data and Signalling between Service Provider and BDS
	It SHALL be possible to protect the confidentiality and integrity of data and signalling between the service provider and BDS.


Table 2: High-Level Functional Requirements – Security Items

7.1.2 Charging

	CRG-01 Charging Information 
	It SHALL be possible for the Mobile Broadcast Service Providers in the home and visited network to exchange data for charging related to content and services consumed by End-Users.

	CRG-02 Collection of Charging Data
	It SHALL be possible to collect charging information for the delivery of mobile broadcast services to enable billing of mobile broadcast services. 

	CRG-03
	It SHALL be possible for the Mobile Broadcast Service Providers and Content Providers to exchange data for charging related to content and services consumed by End-Users.


Table 3: High-Level Functional Requirements – Charging Items

7.1.3 Usability

	<Ref: Use Case Title, HLFR>
	


Table 4: High-Level Functional Requirements – Usability Items

7.1.4 Interoperability

	IOP-01 Network-Terminal Interoperability
	The mobile broadcast solution SHALL ensure interoperability between the network-agnostic parts of Networks and Terminals from different vendors.

	IOP-02 Enabler Interoperability
	The mobile broadcast enablers SHALL be interoperable with other OMA enablers.


Table 5: High-Level Functional Requirements – Interoperability Items

7.1.5 Privacy

	PRIV-01 Identity Information 
	It SHALL be possible for an End User to receive free-to-air as well as paid services and content without disclosing identity information to the broadcast service provider or the content provider.

	PRIV-02 Consumption Information
	It SHALL be possible to prevent disclosing to the service provider or to the content provider information about the free-to-air as well as paid services and content effectively consumed by the End User.


Table 6: High-Level Functional Requirements – Privacy Items

7.2 Overall System Requirements

	OSR-01 Leverage
	The mobile broadcast enablers SHALL leverage existing technologies and specifications as far as possible to satisfy the requirements, especially protocols, data representations and encoding formats and broadcast distribution systems defined by other standards bodies.

	OSR-02 Broadcast and multicast distribution of broadcast services
	It SHALL be possible to distribute mobile broadcast services over broadcast mode and/or multicast mode of a broadcast distribution system.



	OSR-03 Modularity, Scalability and Extensibility
	The Mobile Broadcast solution SHALL be modular, scalable and extensible.

	OSR-04 Parental Control
	The Mobile Broadcast solution SHALL support parental control.

	OSR-05 Re-use of Subscription Information
	It SHALL be possible to use subscription information for management of distribution of mobile broadcast service to users, e.g. in multicast mode.

	OSR-06 Emergency Broadcast Content
	It SHALL be possible to treat particular broadcast content as “Emergency” in nature, such that preferential treatment can be given to the processing and transmission of that content.

	OSR-07 Broadcast Content Priority
	It SHALL be possible to assign different priorities to particular broadcast content.


Table 7: Overall System Requirements

7.2.1 Broadcast Channel Issues

	BC-01 Abstraction
	Broadcast Services SHALL use IP based protocols as the technology- and bearer-independent abstraction layer for the Broadcast Channel.

	BC-02 Network Technology Agnosticism
	It SHALL be possible to use any network technology that provides IP-based mobile broadcast capabilities (such as MBMS, BCMCS, DVB-H, ISDB-T, DMB-T) as the underlying network technology. [3GPP MBMS] [3GPP2 BCMCS] [DBV-H] [ISDB-T] [DMB-T]

	BC-03 Terminal Availability
	Broadcast Services or Enablers or Distribution Systems SHALL NOT assume the Broadcast Terminal to be always switched on, or located within coverage.

	BC-04 Broadcast Content Priority
	It SHALL be possible to indicate the priority of particular broadcast content to the underlying broadcast distribution system.


Table 8: Overall System Requirements - Broadcast Channel Issues

7.2.2 Interaction Channel Issues

This section defines high-level requirements to the Interaction Channel.

	IC-01 Possibility to Utilize
	A Broadcast Service MAY utilize an Interaction Channel.

	IC-02 Abstraction through IP
	The Interaction Channel SHOULD use IP-based protocols.

	IC-03 Abstraction through Messaging
	The Interaction Channel MAY use messaging mechanisms such as SMS or MMS.

	IC-04 Necessity to Interact
	If a broadcast service is being transmitted – even if the Interaction Channel is not available for a Terminal, be it temporarily or permanently – it SHOULD be possible for the Terminal to receive Broadcast Services, with possibly limited functionality.


Table 9: Overall System Requirements – Interaction Channel Issues

7.2.3 Service Discovery and Service Guide

	SD-01 Use of Broadcast Channel
	It SHALL be possible to deliver the Service Guide over the Broadcast Channel.

	SD-02 Use of Interaction Channel
	Service Discovery SHALL provide a mechanism to deliver some or all of the Service Guide over the Interaction Channel.

Note: whether or not the Interaction Channel is used is up to the operator, and very likely depends on the mechanisms used for Service Discovery; a broadcast-only terminal may experience some degradation of Service Discovery 

	SD-03 Structure
	Service Discovery SHALL specify a structured representation of Service Guide, which is extensible and facilitates merging of Service Guide Components that originate from different sources.

	SD-04 Update
	It SHALL be possible to update the Service Guide.

	SD-05 Service Preview
	The Service Guide SHALL provide mechanisms to find a service preview where available.

	SD-06 Identification
	Service Discovery SHALL support a service identification scheme.

	SD-07 Initial Discovery
	It SHALL be possible for the Terminal to find the initial entry-point for Service Guide acquisition.

	SD-08 Validity of Service Guide Component
	The Service Guide SHALL enable the terminal to know the validity of a particular Service Guide Component.

	SD-09 Timing 
	The Service Guide SHALL enable indication of activation time and expiration of each broadcast service.

	SD-10 Location
	The Service Guide SHALL specify means to provide location information for a particular broadcast service which enables location based filtering of broadcast services.

	SD-11 User Profile and Preference
	The Service Guide SHALL specify means to provide an extensible list of attributes, such as information about target End User groups, or genre attributes for a particular broadcast service, which enables End User profile filtering and End User preference filtering of broadcast services.

	SD-12 Terminal Capabilities
	The Service Guide SHALL specify means to provide target terminal capabilities requirements for a particular broadcast service which enables terminal capability filtering of broadcast services. 

	SD-13 Roaming
	Service Discovery SHALL enable a roaming terminal to discover and access services from the visited network.

	SD-14 Application Binding
	The Service Guide SHALL enable binding of broadcast services with applications or specifying the types of the service (for example, MIME type in Service Guide).

	SD-15 Advertisement
	The Service Guide MAY include subscription-related information.

	SD-16 Efficient Representation
	The Service Guide SHALL support efficient representation for transmission.

	SD-17 Service Guide Covering Multiple Service Areas
	It SHALL be possible to provide to an End User service guide information for mobile broadcast services distributed in different broadcast service areas.

	SD-18 Modification of Service Guide by BDS
	It SHALL be possible for the BDS to add or modify information in the Service Guide to enable the terminal to receive the service.

	SD-19 Emergency Broadcast Content
	It SHALL be possible to indicate the “Emergency” nature of particular broadcast content in the Service Guide.

	SD-20 Emergency Broadcast Notification
	It SHOULD be possible for the terminal device to notify the user of available broadcast content that is “Emergency” in nature.


Table 10: Overall System Requirements – Service Discover and Service Guide

7.2.4 Stream Distribution

	STREAM-01 Use of Broadcast Channel
	It SHALL be possible to use the Broadcast Channel for distribution of continuous or intermittend streaming services.

	STREAM-02 Use of Interaction Channel
	It SHALL be possible to use the Interaction Channel in conjunction with Stream Distribution.

	STREAM-03 Synchronization
	Stream Distribution SHALL enable synchronization of media streams consisting of multiple components, where each component can have a different content type, encoding or media format.

	STREAM-04 Adaptive Reception
	Stream Distribution SHALL enable adaptive reception and rendering of media streams, according to the terminal capabilities and the current reception conditons.

	STREAM-05 Codecs
	Stream Distribution SHALL provide a mechanism to address the situation where different codecs are used.

	STREAM-06 Protection
	It SHALL be possible to use Content and/or Service Protection in conjunction with streaming Broadcast Services.

	STREAM-07 Agnostic to Stream Type and Encoding
	The Stream Distribution mechanism SHALL be agnostic with respect to the stream type or stream encoding.

	STREAM-08 Reception Reporting
	It SHOULD be possible to report from the device to the broadcast service provider whether a streaming service has been received by the terminal.

	STREAM-09 Error Resilience
	Stream Distribution SHALL provide means to adapt the error resilience to the characteristics of both the Broadcast Service and of the Broadcast Channel.


Table 11: Overall System Requirements – Stream Distribution

7.2.5 File Distribution

File Distribution defines an enabler for the distribution of files or sets of files over broadcast which is at the same time

· bearer-independent

· application-independent

· makes no assumption about the content of the files that are distributed

	FILE-01 Use of Broadcast Channel
	It SHALL be possible to use the Broadcast Channel for distribution of files.

	FILE-02 Use of Interaction Channel
	It SHALL be possible to use the Interaction Channel in conjunction with File Distribution.

	FILE-03 Repetition
	File Distribution SHALL enable distribution of a set of files in a repetitive manner, where the set of files can change over time.

	FILE-04 Single Transmission
	File Distribution SHALL enable a single distribution of a set of files, meaning that the files are scheduled to be distributed only once.

	FILE-05 File Type
	File Distribution SHALL enable specifying the types of the files, for example, MIME type.

	FILE-06 Validity of File
	File Distribution SHALL enable means to indicate activation and expiration time of each file.

	FILE-07 Location
	File Distribution SHALL enable means to provide location information for a particular file which enables location based filtering of files.

	FILE-08 User Profile and Preference
	File Distribution SHALL enable means to provide target user information or attributes (eg. genre) for a particular file which enables user profile and user preference filtering of files.

	FILE-09 Protection
	It SHALL be possible to use Content and/or Service Protection in conjunction with File Distribution.

	FILE-10 Error Resilience
	File Distribution SHALL provide means to adapt the error resilience to the characteristics of both the Broadcast Service and of the Broadcast Channel.

	FILE-11 Codecs
	File Distribution SHALL provide mechanism to address the situation where different codecs are used. 

	FILE-12 Agnostic to File Type and Encoding
	File Distribution mechanism SHALL be agnostic with respect to the file type or file encoding.

	FILE-13 Reception Reporting
	It SHOULD be possible to report from the device to the broadcast service provider whether a file delivery service has been received by the terminal.


Table 12: Overall System Requirements – File Distribution

7.2.6 Provisioning

	PROV-01 Free-to-Air Services
	It SHALL be possible to provide Free-to-Air Broadcast Services that don’t require the End-User to subscribe to a Broadcast Service or to have any other interaction with the Mobile Broadcast Service Provider or Content Provider.

	PROV-02 Broadcast Subscription
	The Mobile Broadcast Service Provider SHALL be able to offer a subscription to a Broadcast Service or a bundle of Broadcast Services (= “Service Bundle”).

	PROV-03 Time-based Broadcast Subscription
	The Mobile Broadcast Service Provider SHALL be able to offer subscriptions based on time period.

	PROV-04 Consumption-based Subscription
	The Mobile Broadcast Service Provider MAY be able to offer subscriptions based on effectively consumed content.

	PROV-05 Purchase Transaction Initiation 
	The End-User SHALL be able to initiate the acquisition of Broadcast Subscriptions from the Terminal.

	PROV-06 Purchase Transaction Security
	It SHALL be possible to secure the purchase transaction (authentication, confidentiality, integrity).

	PROV-07 Individualized Rights
	The Mobile Broadcast Service Provider SHALL be able to specify and provide the rights to services, content and context particular to each individual End-User.

	PROV-08 Rights Object Association 
	It SHALL be possible to associate the Rights Object with the broadcast service or content to which it applies. [DRM REL]

	PROV-09 Rights Object Delivery Reliability
	The Rights Object delivery SHOULD be reliable.

	PROV-10 Roaming 
	It SHALL be possible to permit visiting End-Users to access free services or subscribe to content or services.

	PROV-11 Account Inquiry
	It SHOULD be possible to offer to the End-User means to inquire account status information (eg. all currently active subscriptions) from the Mobile Broadcast Service Provider and/or Content Provider.

	PROV-12 Content-based Subscription
	The Mobile Broadcast Service Provider or Content Provider SHALL be able to offer subscriptions based on content.

	PROV-13 Content-based notification settings
	The Mobile Broadcast Service Provider SHALL be able to offer notification requests settings based on broadcasted content.

	PROV-14 Subscribing and Unsubscribing Service
	The End User SHALL be able to subscribe and to unsubscribe to a service or a service bundle.

	PROV- 15 Content Subscription
	The Content Provider SHALL be able to offer purchase a subscription to content.

	PROV- 16 Content Provider Individualized Rights
	The Content Provider SHALL be able to specify and provide the rights to content and context particular to each individual End-User.


Table 13: Overall System Requirements – Provisioning

7.2.7 Service and Content Protection

	SPCP-x
	If service and content protection functions are provided by the underlying BDS, it SHALL be possible to re-use these functions.

	SPCP-1 OMA DRM
	The service and content protection functions for mobile broadcast services SHALL build on OMA DRM 2.0, where appropriate. [DRM v2.0]

	SPCP-2 Openness
	All functions needed for service and content protection, including e.g. the key management, the delivery, and encryption and decryption operations of keys and content, and interfaces, SHALL be fully specified so that no proprietary extension to any part of the system are required. 

	SPCP-3 Interoperability Points
	The service and content protection functions SHALL be designed with specific interoperability points to enable horizontal competition between vendors.

	SPCP-4 No mandatory 3rd-party HW in Terminals 
	The service and content protection functions SHALL NOT mandate usage of additional third party or external hardware in terminals.

	SPCP-5 Broadcast Mode
	The service and content protection functions SHALL support (one-way) broadcast channels, or have a broadcast mode of operation.

	SPCP-6 Discrete Object Protection
	The service and content protection functions SHALL provide protection for discrete objects of any type.

	SPCP-7 Stream Protection
	The service and content protection functions SHALL provide means for protecting real-time streaming.

	SPCP-8 Terminal-initiated Rights Acquisition
	The service and content protection functions SHALL support terminal-initiated access requests. [DRM REL]

	SPCP-9 Content-based Rights Acquisition
	The service and content protection functions SHALL provide the means for retrieving related rights objects for chosen protected content items.

	SPCP-10 Network-initiated Rights Distribution
	The service and content protection functions SHALL support network-initiated distribution of access keys and rights objects.

	SPCP-11 Distribution
	The service and content protection functions SHALL support distribution of access keys and rights objects over interaction and/or broadcast.

	SPCP-12 Time Restricted Protection
	The service and content protection functions SHALL provide means for protecting time-restricted services or content (e.g. subscription and pay-per-view).

	SPCP-13 Bundling
	The service and content protection functions SHALL allow bundling of access keys and rights objects such that a single access key or rights object can be linked to an entire selection of services or content.

	SPCP-14 Agnostic wrt. Object Type
	It SHALL be possible to deliver any type of DRM protected discrete objects and streams over mobile broadcast services. 

	SPCP-15 Target User Group Granularity
	The service and content protection functions SHALL support different groups of recipients for different pieces of broadcast services and content, and SHALL provide granularity down to an individual user. 

	SPCP-16 Access Protection, Integrity, Confidentiality
	The service protection functions SHALL support means to protect the service against unauthorized access, and ensure integrity and confidentiality. 

	SPCP-17 Revoking and Blacklisting
	The service and content protection functions SHALL be able to revoke and blacklist client devices.

	SPCP-18 Mobility
	If the underlying BDS supports mobility, the service and content protection functions SHALL NOT restrict user mobility within the coverage area of the network.

	SPCP-19 Roaming
	The service and content protection functions SHALL support user roaming, i.e. upon roaming to another network, the user shall be able to access services or content local to the serving network.

	SPCP-20 Agnostic wrt. Media Type
	The service and content protection functions SHALL be agnostic with respect to the media type they protect.

	SPCP-21 –Local Domains
	The service and content protection functions for mobile broadcast services SHALL support the concept of domains (as described in OMA DRM v2.0).

	SPCP-22 Revoking of Terminal Credentials
	The service and content protection functions SHALL be able to revoke the credentials of client devices. 

	SPCP-23 Authentication, Integrity, Confidentiality
	The service and content protection functions SHALL be able to authenticate and ensure the integrity and confidentiality of communication between enablers and client devices.

	SPCP-24 DRM-controlled Recording
	The service and content protection functions for mobile broadcast services SHALL allow client devices to record selected portions of broadcast content when digital rights management (DRM) allows for such operation.

	SPCP-25 DRM-controlled Editing
	The service and content protection functions for mobile broadcast services SHALL allow client devices to edit recorded portions of broadcast content when digital rights management (DRM) allows for such operation and the type of editing operations is commensurate with the rights specified in the DRM for the broadcast.

	SPCP-26 Secure Delivery of Services and Keys


	The service protection function SHALL support means to protect the service against unauthorized access, and ensure integrity and confidentiality of the service and associated keys and/or rights objects. 

	SPCP-27 Secure Delivery of Content and Rights Objects
	The content protection function SHALL support means to protect the content against unauthorized access, and ensure integrity and confidentiality of the content and associated keys and/or rights objects.

	SPCP-28 Re-keying
	It SHALL be possible to support re-keying for the content and service protection function during an ongoing service.


Table 14: Overall System Requirements – Service and Content Protection

7.2.8 Notifications

	NOTIF-1  Notification Transmision
	The Mobile Broadcast Service Provider SHALL be able to send notifications to the End User based on the End User preferences and the availability of an appropriate channel over which the notification may be sent.

	NOTIF-2

Notification Information
	It SHALL be possible for the notification sent to the End User to include the relevant service guide information, or a reference to that information, related to the broadcast service for which the notification is sent.

	NOTIF-3 Subscribed/Scheduled Notifications
	The Mobile Broadcast Service Provider SHALL be able to send notifications to the End User based on subscribed services or scheduled services before broadcast services start, based on the availability of an appropriate channel over which the notifications may be sent.


Table 15: Overall System Requirements - Notification
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