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1 Reason for Change

This change request proposes an initial architecture for the service and content protection functions. It takes a top-down approach decomposing and detailing the current overall BCAST architecture.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

The proposed architecture needs to be included also in the BCAST AD in a later stage.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The change as outline in the next section is presented for BCAST group discussion and agreement.

6 Detailed Change Proposal

5.1.1
Functional Architecture Diagram

The following diagram is the result of turning the key hierarchy for service protection by 90 degrees and mapping it onto the BCAST architecture. The diagram identifies the resulting function blocks and interfaces between them.
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Figure X – Service Protection Function Architecture

The following table explains the interfaces and maps them to BCAST reference points:

	Interface
	Reference Point
	Definition

	SP1
	BCAST-2, BCAST-3
	The broadcast service (based on file and/or stream distribution) can be

· fed into the BDS for unprotected distribution to the terminal

· fed into the BDS for protected distribution to the terminal, using native service protection of the BDS
· fed into the broadcast service distribution system for OMA-protected distribution to the terminal
SP1 is not in scope of the OMA-BCAST enabler. It is shown and explained in order to demonstrate how unprotected services can be implemented in parallel with protected services.

	SP2
	BCAST-5
	 This interface implements layer 4 (“service flow layer”) of the 4-layer model.

The OMA-protected service is distributed to the terminal via the BDS.

	SP3
	BCAST-5
	This interface implements layer 3 (“traffic key stream”) of the 4-layer model.

Traffic key messages are distributed to the terminal via the BDS.

In order to guarantee a short service access time, the key messages will typically be repeated in the order of several times per second, even if the key cycle (“crypto period”) may be typically in the order of a few seconds.
It is essential to keep the overhead low for these messages. Therefore, the structure and encoding of these messages needs to be carefully optimised. For distribution, a simple UDP encapsulation is preferable to using file distribution.
It may be useful to define program-specific access rights within the traffic key message. Such access rights would apply to all subscribers, as opposed to those delivered within the rights expression that is part of the rights objects, which apply only to the addressee(s) of the rights object. The advantage of such program-specific access rights is that they can change from program to program, whereas the access rights delivered e.g. with a subscription rights object would apply to the whole subscription period.

	SP4
	BCAST-5
	This interface implements layer 2 (“rights management”) of the 4-layer model for delivery of rights objects over the broadcast channel.
The rights objects will contain rights corresponding to subscriptions for services or service bundles, or corresponding to pay-per-view events.

Because of the un-reliable nature of the broadcast channel, the rights objects will have to be repeated multiple times. For efficiency, it may be useful to define time windows during which terminals are expected to be ready to receive their rights objects.

Also for efficiency, it will be necessary to define an optimized encoding for rights objects that are delivered over the broadcast channel.

Furthermore, it may be useful to develop a group addressing scheme that allows a single rights object to be sent to a group of subscribers. Such a scheme may rely on tamper-proofness (e.g. a bitmap in the rights object tells which subscribers are effectively authorized to use the rights objects), or use other efficient schemes for managing subscriber groups (adding/removing subscribers to a service must not involve sending messages to existing subscribers of that service).
This interface also implements layer 1 (“device registration”) of the 4-layer model for registration of devices over the broadcast channel.

The idea is to register “unconnected devices” (devices that don’t have an interaction channel) using the broadcast channel for establishing the key material that is required for subsequent DRM transactions. Such a device can be set into “registration model” while registration occurs. An authentication key that is conveyed to the device out-of-band permits the device to authenticate the registration data. The registration message may have to be repeated a couple of times during the registration period.
Also the registration of devices that together form a DRM local domain is covered by this interface.

	SP5
	BCAST-6
	This interface implements layers 2 and 1 of the 4-layer model for delivery of rights objects and device registration over the interaction channel.

The required transactions and messages are already defined within OMA DRM 2.0 (ROAP). It is possible for the network to push rights objects to the terminal spontaneously (1-pass ROAP), or to send a trigger to the terminal. The terminal can request a rights object (2-pass ROAP), either spontaneously or based on a trigger. Registration is implemented using the 4-pass ROAP, and local domains of terminals can be set up.
The collection of usage data for impulse pay-per-view will be an addition to SP5.

	SP6
	BCAST-6
	This interface complements SP4 for device registration over the broadcast channel. While any kind of protocols and message formats for these out-of-band communications are out-of-scope for OMA-BCAST, it will be necessary to define registration scenarios and their corresponding information flows (which attributes are to be conveyed from where to where, and what is their semantics).
For unconnected devices, also the collection of usage data for impulse pay-per-view will have to be implemented over SP6.


The following diagram is the result of turning the key hierarchy for content protection (i.e. existing key hierarchy of OMA DRM 2.0) by 90 degrees and mapping it onto the BCAST architecture. The diagram identifies the resulting function blocks and interfaces between them.
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Figure Y – Content Protection Function Architecture

The Figure Y above depicts the architecture of the BCAST Content Protection function.

Interfaces are defined as follows:

	Interface
	Reference Point
	Definition

	CP1
	BCAST-1
	CP1 is not in scope of OMA-BCAST. It shows merely for the sake of completeness how the unprotected content is fed from the original source into the OMA DRM domain.

	CP2
	BCAST-3
	The DRM-protected content is distributed through the BDS.

	CP3
	BCAST-4
	
CP3 comprises the transactions between OMA rights issuer and DRM agent in the terminal. It includes device registration, domain join/leave, and rights object delivery.

	CP4
	BCAST-3
	Also for content protection, like for service protection, it will be necessary to define a registration procedure and rights object delivery over the broadcast channel.
It is understood that the same optimizations (e.g. efficient encoding of rights objects) apply like for service protection.

	CP5
	BCAST-3
	CP5 complements CP3 in case of unconnected devices, where operations that require interaction have to be implemented over the broadcast channel. These operations are device registration, domain join/leave, and usage data collection for impulse pay-per-view.
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