Doc# OMA-BCAST-2005-0105-Key-Management-Layer-for-stream-protection_hyatt_discussions.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-BCAST-2005-0105-Key-Management-Layer-for-stream-protection_hyatt_discussions.doc
Change Request



Change Request

	Title:
	Key Management Layer for service protection
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	BAC-BCAST

	Doc to Change:
	OMA-TS-BCAST-SvcCntProtection (latest version)

	Submission Date:
	March 2nd 2005

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Sanjeev Verma, Nokia, sanjeev.verma@nokia.com

	Replaces:
	 n/a


1 Reason for Change

This document contains detailed proposals for the broadcast extensions to OMA DRM 2.0, and builds on the work that has been done in the joint BAC-DLDRM & BAC-BCAST meeting in Seoul.

2 Impact on Backward Compatibility

The intention is to define the broadcast extensions to OMA DRM 2.0 in a way that builds on the key concepts and mechanisms that have been carefully crafted.

Especially, it shall be possible to implement DRM agents in the terminal that can be used for broadcast and non-broadcast content and services at the same time.

3 Impact on Other Specifications

There is an impact on the BCAST service guide specification, e.g. related to discovery of the “key stream”, and related to identification of services. Other BCAST specifications may also be impacted.

The broadcast extensions build on the OMA DRM 2.0 enabler specifications. There is no impact on the OMA DRM 2.0 specifications as such. The idea is that the broadcast extensions can be integrated into OMA DRM as part of one of the upcoming releases.

However, it is desirable that CMLA will already embrace the broadcast extensions before their integration into OMA DRM, and define compliance and robustness rules for broadcast.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

<provide a description of the intended actions to be taken by the group>

6 Detailed Change Proposal

Include the change proposals in the latest version of OMA-TS-BCAST_SvcCntProtection
(structuring of the individual extensions into the document structure would be left to the editor).

1.3 Key Management Layer


In case of subscription, the service key material (SEAK) associated with the service is delivered to the authorized terminal in an RO that is bound to a terminal, a unique group, a broadcast group or to a domain. Such an RO is called a Service RO. In general, a Service RO will contain key material associated with more than one service (with a service bundle).

In case of pay-per-view, the program key material (PEAK) associated with a pay-per-view event is delivered to the authorized terminal directly within a RO that is bound to a terminal, a unique group, a broadcast group or to a domain. Such an RO is called a “program RO”.
The ID of ROs that contain SEAKs or a PEAK needs to be structured, to allow for the management of purchase transactions in the device, or more specifically, to create an association between the service guide (where the purchase item is expected to be announced) and the successful completion of the purchase transaction (when the RO related to the purchase has finally been received in the device). This is valid for both connected and especially for unconnected operation, where the RO may be received by the device much later than the purchase transaction is initiated.





Defining a structured ID will allow the device also check to later on whether ROs for all subscribed services are available (and have been renewed). The rekeying_period_number is an increasing number by which the roID related to the same purchase item can be made unique.

The ID of an ICRO (RO for delivery over the interaction channel) linked with subscription (Service RO) or pay-per-view (Program RO), and bound to a device or to a domain, SHALL be constructed respectively as follows:

deviceRoID ::= “E” + deviceID + “/” + socID + "#I" + purchaseItemID + "@" + ascii(rekeying_period_number)

domainRoID ::= “O” + domainID + “/” + socID + "#I" + purchaseItemID + "@" + ascii(rekeying_period_number)

The ID of a BCRO (RO for delivery over the broadcast channel) linked with subscription (Service RO) or pay-per-view (Program RO) SHALL be constructed as:

TBD


A Service RO SHALL contain at least one (<service_period_CID/BCI >, <service_key_material>) pair. The <service_period_CID/BCI > shall be constructed as specified in the paragraph defining the key stream message.

After unwrapping the service key material contained in the RO, which reduces the size of the key material by 64 bits, the service encryption key (SEK) and the service authentication key (SAK) are obtained by splitting the unwrapped key material into two parts as follows:

SEK = first part (128 bits, since AES-128 is used to wrap the traffic or program key material)

SAK = second part (128 bits, since AES-XCBC-MAC-96 is used to calculate the service_MAC)



1. 
2. 


A Program RO SHALL contain exactly one (<program_CID/BCI>, <program_key_material>) pair. The <program_CID/BCI > SHALL be constructed as specified in the paragraph defining the key stream message.

After unwrapping the program key material contained in the RO, which reduces the size of the key material by 64 bits, the program encryption key (PEK) and the program authentication key (PAK) are obtained by splitting the unwrapped key material into two parts as follows:

PEK = first part (128 bits, since AES-128 is used to wrap the traffic key material)

PAK = second part (128 bits, since AES-XCBC-MAC-96 is used to calculate the program_MAC)



3. 
4. 
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