Doc# OMA-BCAST-2005-0138R03-Service-Provisioning-Specification.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-BCAST-2005-0138R03-Service-Provisioning-Specification.doc
Change Request



Change Request

	Title:
	Service Provisioning Specification
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	BAC-BCAST

	Doc to Change:
	OMA-TS-BCAST-Services (latest version)

	Submission Date:
	June 3, 2005

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Francesco Balestrieri , Nokia Inc., francesco.balestrieri@nokia.com

	Replaces:
	n/a


1 Reason for Change

This document describes the messages involved in the various Service Provisioning (i.e. Subscription) procedures for OMA BCAST services.

2 Impact on Backward Compatibility

N/A

3 Impact on Other Specifications

N/A

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

<provide a description of the intended actions to be taken by the group>

6 Detailed Change Proposal

3.2 Definitions

	Service Item
	A generic name for service or service bundle, that is advertised in the Electronic Service Guide and can be ordered by the user. 

	Rights Object
	A collection of permissions, keys and other attributes which are linked to items of content or services.

	Rights Issuer
	An entity that registers devices and provides ights Objects that allows devices to retrieve protected services.


3.3 Abbreviations

	BSD/A
	BCAST service distribution/adaptation

	BSM
	BCAST Subscription Management

	BSP-C
	Broadcast service provisioning Client Function

	BSP-M
	Broadcast service provisioning Management Function

	CID
	Content ID

	IMEI
	International Mobile Equipment Identity

	RI
	Rights Issuer

	RO
	Rights Object


5.2 Interaction

This section describes the messages used in service provisioning between a connected device and the BSM. The proposed messages should be synchronized with the BCAST-AD once the AD work progresses further.
5.2.4 Protocol

All the messages defined below are XML documents. The XML Schemas are to be defined. The exact format of the parameters described below will be defined in XML schema and that will be submitted as a separate CR.
The Service Provider SHALL support HTTP POST to be used for service order requests over the Interactivity channel.

The Service Provider MAY support HTTPS POST to be used for service order requests over the Interactivity channel.

The Device SHALL support both HTTP POST and HTTPS POST for service order requests over the Interactivity channel.

The device needs to know the URL for HTTP or HTTPS sessions. It is expected that this is supported by information contained in the Service Guide.

5.2.5 HTTP Binding

Request messages are sent as HTTP content of type “application/xml”. A specific OMA-BCAST content-type should be defined. Responses are always sent as part of the “200 OK” response to the original request. The content type is “application/xml” if the response has only one payload, or “multipart/mixed” in case of multiple payload (e.g. if the response includes one or more ROAP triggers)**. In the latter case, the content type of a single payload of the multipart content will be “application/xml” for the messages defined here, and “application/vnd.oma.drm.roap-trigger+xml” for the ROAP triggers**.

5.2.6 Signatures

All request messages SHALL be signed with the Private Device Key, using the RSASSA-PSS algorithm  [PKCS#1]. The input to the signature operation must be the XML payload of the request without the “signature” element, canonicalized according to the Exclusive XML Canonicalization algorithm [XML_XCAN].

5.2.7 Common definitions
This section contains definitions that are common to all messages.

	InterfaceVersion
	A positive integer number, indicating the version of this interface supported by the terminal. The interface version number described by this specification is 1.

	UserID
	The user identity known to the BSM, in string format.

	UserLanguage
	The user’s preferred language, expressed as a two-letters code as defined in [RFC-3066]. Response messages will be expressed in this language if possible. If unspecified, a system default is assumed.

	DeviceID
	A unique device identification known to the BSM, in string format (e.g. the International Mobile Equipment Identity, IMEI).

	RiDeviceID
	The device identification known to the Right Issuer, e.g. a hash of the device’s public key as specified in [OMA-DRMv2].

	bsdaID
	Globally coordinated ID of the BSD/A (integer).

	bsdaInfoUrl
	The URL through which the BSM can retrieve service information from BSD/A. Received by the device via the service guide.

	bsdaKeyUrl
	The URL from which an RI can receive keys from the BSD/A. Received by the device via the service guide.

	RiID
	Globally coordinated ID of the Rights Issuer (integer).

	RiUrl
	The Rights Issuer URL, from which BSM can retrieve the ROAP triggers** that will be delivered to the device.

	Signature
	The base64-encoded message signature, created as described in section 5.2.3. 


In the following paragraphs, “M” stands for “Mandatory” and “O” for “Optional”.

5.2.8 Error Codes

The following table lists all the possible status codes for error case, and their applicability to each transaction. “X” means that the error code may be returned in the response to a particular request.

Table 1: Occurrence of Error Codes in Response Messages

	Code
	Error Situation
	Pricing
	Service Order
	Renewal
	Unsubscribe
	Token

	0
	Authentication Failed

This code indicates that the BSM was unable to authenticate the user or the device, which may be due to the fact that the user or the device is not registered with the BSM.

In this case, the user may contact the BSM, and establish a contract, or get the credentials in place that are used for authentication.
	X
	X
	X
	X
	X

	1
	Service Item Unknown

This code indicates that the requested service item is unknown. This can happen e.g. if the device has a cached service guide with old information.

In this case, the user may re-acquire the service guide.
	X
	X
	
	
	

	2
	Device Not Authorized

This code indicates that the device is not authorized to get ROs from the RI, e.g. because the device certificate was revoked.

In this case, the user may contact the BSM operator.
	
	X
	X
	
	X

	3
	Device Not Registered

This code indicates that the device is not registered with the RI that is used for the transaction.

When this code is sent, the response message includes a registration trigger that allows the device to register.

In this case, the device may automatically perform the registration, and, if the registration is successful, re-initiate the original transaction.
	
	X
	X
	
	X

	4
	Server Error

This code indicates that there was a server error, such as a problem connecting to a remote back-end system.

In such a case, the transaction may succeed if it is re-initiated later.
	X
	X
	X
	X
	X

	5
	Device Error

This code indicates that there has been a device malfunction, such as a mal-formed XML request.

In such a case, the transaction may or may not (e.g. if there is an interoperability problem) succeed if it is re-initiated later.
	X
	X
	X
	X
	X

	6
	Charging Error

This code indicates that the charging step failed (e.g. agreed credit limit reached, account blocked) and therefore the requested RO cannot be provided.

The user may in such a case contact the BSM operator.
	
	X
	
	
	X

	7
	No Subscription

This code indicates that there has never been a subscription for this service item, or that the subscription for this item has terminated.

The user may in such a case issue a service request for a new subscription.
	
	
	X
	X
	

	8
	Operation not Permitted

This code indicates that the operation that the device attempted to perform is not permitted under the contract between BSM and user.

The user may in this case contact BSM operator and change the contract.
	X
	X
	X
	X
	X

	9
	Unsupported version

This code indicates that the version number specified in the request message is not supported by the network. 

In this case, the user may contact the BSM operator.
	X
	X
	X
	X
	X


5.2.9 Interactive service and program guide retrieval

5.2.9.1 Service Guide Request

	Field name
	M/O

	Interface Version
	M

	UserID
	M

	UserLanguage
	O

	DeviceID
	M

	bsdaID
	M

	bsdaInfoUrl
	M

	ServiceItemList
	M

	Signature
	M


	ServiceItemList
	A list of identifiers of the service items of which the user wants to know the price. For each service item, the service item ID as advertised in the ESG is specified.


5.2.9.2 Service Guide Response

	Field name
	M/O (success)
	M/O (failure)

	GlobalStatusCode
	M
	M

	bsdaID
	M
	M

	ServiceGuideFragmentList
	M
	O

	ItemWiseStatusCodes
	-
	O


	GlobalStatusCode
	The overall outcome of the request, according to the return codes defined in Table 2.

	ServiceGuideFragmentList
	A list of service guide fragments containing pricing information for the requested service items. The fragment format is specified in Add reference to service guide specification.

	ItemWiseStatusCodes
	A list of item-specific error codes (see Table 2).


5.2.10 Interactive service ordering

5.2.10.1 Service Request

	Field name
	M/O

	Interface Version
	M

	UserID
	M

	UserLanguage
	O

	DeviceID
	M

	BroadcastBearer
	O

	ServiceProtectionProtocol
	O

	BroadcastMode
	O

	bsdaID
	M

	bsdaInfoUrl
	M

	bsdaKeyUrl
	M

	RiID
	M

	RiURL
	M

	ServiceItemList
	M

	Signature
	M


	BroadcastBearer
	Lists each broadcast bearer supported by the device. Defined values are “DVBH”, “MBMS”, “BCMCS”. The device is allowed to include more identifiers, however depending on the bearers supported by the network they may be ignored.  

	ServiceProtectionProtocol
	Lists each service protection protocol supported by the device, including the mandatory ones.Defined values: “IPsec”, “SRTP”. The device is allowed to include more identifiers, however depending on the protocols supported by the network they may be ignored.

	BroadcastMode
	Indicates whether or not the device supports the optional broadcast mode of operation for rights acquisition, in addition to the interactive mode of operation. Permitted values: “yes”, “no”.

	ServiceItemList
	A list of identifiers of items the user wants to order, including an order option and the price known to the user. Item IDs and order options are advertised in the service guide and are inserted in this message in the same format.


5.2.10.2 Service Response

	Field name
	M/O (success)
	M/O (failure)

	GlobalStatusCode
	M
	M

	bsdaID
	M
	M

	ItemWiseStatusCodes
	-
	O


	GlobalStatusCode
	The overall outcome of the request, according to the return codes defined in Table 2.

	ItemWiseStatusCodes
	A list of item-specific error codes, according to the return codes defined in Table 2.


If the service order failed because the device was unregistered, the service response includes a ROAP Registration Trigger** as an additional payload. The device is expected to use the trigger to initiate a registration and repeat the service order once it is registered.

If the service order succeeded, the service response includes a ROAP RO Acquisition Trigger**as an additional payload. The device is expected to use the trigger to initiate one or more RO acquisitions.

5.2.10.3 Service Completion

	Field name
	M/O (success)
	M/O (failure)

	RoIDList
	M
	M


	ROIdList
	A list containing one or more ROs received by the device.


5.2.10.4 Subscription RO Renewal Request

	Field name
	M/O

	Interface Version
	M

	UserID
	M

	UserLanguage
	O

	DeviceID
	M

	bsdaID
	M

	bsdaKeyUrl
	M

	RiID
	M

	RiURL
	M

	ServiceItemList
	M

	Signature
	M


	ServiceItemList
	A list of identifiers (service item ID and order option) of subscriptions the user wants to renew. Item IDs and order options are advertised in the service guide and are inserted in this message in the same format.


5.2.10.5 Subscription Renewal Response

	Field name
	M/O (success)
	M/O (failure)

	GlobalStatusCode
	M
	M

	bsdaID
	M
	M

	SubscritionEndTimeList
	M
	O

	ItemWiseStatusCodes
	-
	O


	GlobalStatusCode
	The overall outcome of the request, according to the return codes defined in Table 2.

	SubscriptionEndTimeList
	The next subscription end time and date for each subscription that was successfully renewed. 

	ItemWiseStatusCodes
	A list of item-specific error codes, according to the return codes defined in Table 2.


If the renewal failed because the device was unregistered, the response includes a ROAP Registration Trigger** as an additional payload. The device is expected to use the trigger to initiate a registration and repeat the renewal once it is registered.

If the renewal succeeded, the response includes a ROAP RO Acquisition Trigger** as an additional payload. The device is expected to use the trigger to initiate one or more RO acquisitions.

5.2.10.6 Subscription RO Renewal Completion

	Field name
	M/O (success)
	M/O (failure)

	Interface Version
	M

	RoIDList
	M
	M

	ROIdList
	A list containing one or more ROs received by the device. The format of the RO ID is defined in [OMA-DRMv2] 


5.2.10.7 Unsubscribe Request

	Field name
	M/O

	Interface Version
	M

	UserID
	M

	UserLanguage
	O

	DeviceID
	M

	bsdaID
	M

	ServiceItemList
	M

	Signature
	M


	ServiceItemList
	A list of identifiers (service item ID and order option) of subscriptions the user wants to unsubscribe from. Item IDs and order options are advertised in the service guide and are inserted in this message in the same format.


5.2.10.8 Unsubscribe Response

	Field name
	M/O (success)
	M/O (failure)

	GlobalStatusCode
	M
	M

	bsdaID
	M
	M

	UnsubscribeInfoMessageList
	M
	O

	ItemWiseStatusCodes
	-
	O


	GlobalStatusCode
	The overall outcome of the request, according to the return codes defined in Table 2.

	UnsubscribeInfoMessageList
	For each subscription that was successfully removed, a message (in free text form) indicating when the cancellation of the subscription will become effective. 

	ItemWiseStatusCodes
	A list of item-specific status codes, according to the return codes defined in Table 2.


Note that if the user has already renewed the subscription, the removal of the subscription will become effective only after an additional subscription period.

5.2.10.9 Token Purchase Request

	Field name
	M/O

	Interface Version
	M

	UserID
	M

	UserLanguage
	O

	DeviceID
	M

	bsdaID
	M

	RiID
	M

	RiURL
	M

	ChargingType
	O

	RequestedTokenAmount
	M

	Signature
	M


	ChargingType
	The type of charging (pre-paid or post-paid) the user wishes to use. The BSM will verify that the requested charging type is available for this user. Accepted values: “prepaid”, “postpaid”.

	RequestedTokenAmount
	The amount of new tokens requested by the device (integer). In case of pre-paid, the amount of tokens requested is subtracted from the user’s credit. In case of post-paid, it is verified that the amount of tokens requested doesn’t exceed the user’s credit limit. 


5.2.10.10 Token Purchase Response

	Field name
	M/O (success)
	M/O (failure)

	StatusCode
	M
	M

	bsdaID
	M
	M


	StatusCode
	The outcome of the request, according to the return codes defined in Table 2.


If the token purchase failed because the device was unregistered, the response includes a ROAP Registration Trigger** as an additional payload. The device is expected to use the trigger to initiate a registration and repeat the token purchase once it is successfully registered.

If the token purchase succeeded, the response includes a ROAP Trigger** as an additional payload. The device is expected to use the trigger to initiate one or more token acquisitions. The type of the trigger is yet to be decided.
**These (ROAP messages) are OMA DRMv2.0 specific. Other DRM mechanisms will map their own proprietary messages to the corresponding fields.
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