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1 Reason for Change

This document describes the various Service Provisioning (i.e. Subscription Procedures) flows for OMA BCAST services.

2 Impact on Backward Compatibility

N/A

3 Impact on Other Specifications

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

<provide a description of the intended actions to be taken by the group>

6 Detailed Change Proposal

5.4.6.7 Subscription RO Renewal 
The ROs for subscriptions will have to be periodically renewed. The lifetime of a Subscription RO may e.g. be in the order of 1 day to 1 month. The lifetime shall not exceed the normal subscription period, but can be shorter. A shorter lifetime means higher security at the expense of more processing and bandwidth usage.

Renewing a subscription RO can be understood as “re-keying of the service key”. The purpose is to provide to the device the “next service key” for all services that a device or user is already subscribed to, and may already have paid for. Authentication by the BSM makes the RO renewal request very similar in nature to the normal order request, and the data flows are largely identical.

The device may initiate RO renewal any time during the lifetime of the “current” RO. The lifetime of the RO is signalled in form of a “datetime” restriction to the “access” permission of the RO. In order to avoid all devices to renew their ROs at the same time, the following random delay mechanism SHALL be used to spread renewal over the whole renewal period.

T1 ::= the point in time when all of the SEAKs in the current RO first became active

T2 ::= the point in time when all of the SEAKs in the current RO expire

DT ::= a device SHALL request the next RO a random point in time within DT before the current RO’s expiry (implementation-dependent, and big enough to ensure that the device gets the next RO timely). It is expected that DT is signalled in the service guide.

T1 and T2 define the time interval in the “datetime” restriction in the “access” permission in the RO. The device SHALL request the next RO at a random point in time T, where T1 <= T <= T2-DT.

In case of open-ended subscriptions, the BSM (or another entity) may generate charging information for the end-user from time to time. This charging information generation operation is completely separated from the RO renewal, and may continue until cancellation of the subscription, whether or not the device renews the related RO.
Note that this discussion is only applicable to devices that support interaction channel. For a broadcast-only device, out of band mechanism (such as phone call) will be needed to renew subscription to a given service.
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Figure 37: Interactions for Subscription RO Renewal 
	1
	Subscription RO Renewal Request

The device (BSP-C functionality) sends the renewal request to the same BSM from where it originally ordered the subscription. This allows the BSM to check that the renewal request indeed corresponds to a valid subscription.

In order to signal to the BSM which RO to return, the renewal request contains the expiry time and RO ID of the current RO. If no expiry time is given, then the BSM will assume that the current RO has been lost, and treat the request as a replacement request for the current RO.

	2
	Authenticate 
Before doing any further processing, the BSM may optionally authenticate the device and/or user, using some or all of the credentials that are part of the order request, or even some credentials that can be supplied by the cellular network, such as MSISDN.

This operation is network-internal, and is not further specified.

	3**
	Get ROAP Trigger

The BSP-M (in BSM) requests a ROAP trigger (Only valid for OMA DRMv2.0) from the RI (in BSM). The request may also include (part of) the rights expression that will be included in the RO. The BSM will use the same RI as for the original order request.

This operation is network-internal, and is not further specified

	4
	Authenticate
Before doing any further processing, the RI may optionally authenticate the device. 

This operation is network-internal, and is not further specified.

	5
	Get SEAKs & PEAKs (optional step)

In case there is no “bulk download” of associations between service items and the corresponding keys (service encryption & authentication keys, program encryption & authentication keys) from the BSD/A to the RI, the RI requests the necessary service encryption & authentication keys by sending the item identification to the BSD/A.

Importantly, the BSM will specify whether the “current” or “next” keys are desired.

This operation is network-internal, and is not further specified.

	6
	OK (SEAKs & PEAKs)

The SEAKs or PEAKs corresponding to the item as specified in the request are returned by the BSD/A to the RI.

There may be some information regarding usage rules specified, which influence the generation of the rights expression by the RI.

This operation is network-internal, and is not further specified.

	7
	Generate RO

The RI generates the RO containing the desired keys.

In case the BSM specified some particular usage rights to be included, these are included in the rights expression of the RO, under consideration of the usage rules that may have been specified by the BSD/A.

This operation is network-internal, and is not further specified.

	8**
	OK (ROAP trigger)

In case of success, the RI (in BSM) sends an OK message back to the BSP-M functionality (in BSM), containing also the ROAP trigger (Only valid for OMA DRM 2.0)  that the device may use to request the RO generated in the previous step.

This operation is network-internal, and is not further specified.

	9**
	Subscription RO Renewal Response OK (trigger for RO acquisition)

As part of the positive response to the renewal request, the trigger for RO acquisition is sent to the device. The ROAP trigger (only valid for OMA DRM 2.0)  includes the URL of the RI that the device can use to retrieve the RO.

This message is further specified in this chapter.

	10**-12
	
Using the information contained in the ROAP trigger (only valid for OMA DRM 2.0), the device initiates the 2-pass ROAP as specified in OMA DRM 2.0.  The requested RO is delivered to the device using the aforementioned mechanism



	13
	Subscription RO Renewal Completion 
This is an optional step. This message is similar to “Service Completion Message” (see Section 5.4.6.6.1). The device indicates the receipt of RO to the BSP-M functionality in BSM through this message.

	14
	Generate charging information

How charging is done (e.g. operator billing, credit card, direct bank debit, generation of charging record to be included in a periodical invoice) is completely up to the implementation and to the contract between the end-user and BSM.

This operation is network-internal, and is not further specified.


** This discussions is with reference to OMA DRMv2.0 as a content protection mechanism. Other DRM mechanisms will deploy their own proprietary solutions to deliver ROs to devices.
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