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1 Reason for Contribution

For a broadcast scheme to be adopted by content owners it must have strong properties of robustness, so it can survive attacks and thus prevent piracy. One of the most important security features is security renewability - the ability of the scheme to evolve, so it can counter attacks that are discovered throughout its lifecycle.

Whereas renewability of this sort is provided by proprietary modules for years, some challenges are met when attempting to standardize renewability in an open standard. This input paper attempts to pinpoint these issues and to propose approaches to solving these challenges.
2 Summary of Contribution

The paper consists of two main chapters. Chapter 2 describes conceptual challenges. These are problems resulting from the need to make renewability a part of a standard, which naturally cannot evolve as fast as renewability requires. Chapter 3 addresses other technical challenges that anyone who defines a renewability mechanism for broadcast security must consider. 
3 Detailed Proposal

The input paper is attached in the file: Challenges of Standardizing Renewable Broadcast Security.pdf
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.
5 Recommendation

It is recommended that OMA-BAC-BCAST, OMA-BAC-DLDRM, and OMA-SEC, consider the issues presented in this paper, along with their possible solutions, and introduce security renewability functionality to the broadcast specifications.

It is believed by the contributor that the inclusion of security renewability is essential for making the standard suitable for use with prime content.












NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 2)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20050101-I]

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 2 (of 2)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20050101-I]

