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1 Reason for Change

BCAST has two key management profiles, one based on OMA DRM v2, the other on GBA. Several adaptations are possible using GBA. All these cases must be signalled in the ESG and SDP.
This CR proposes a simple signalling mechanism.

The initial part focuses on the Service Guide while the second part focuses on the Service & Content Protection specification.

2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Members are asked to approve the CR.
6 Detailed Change Proposal
[Note: this section affects OMA-TS-TS-BCAST_ServiceGuide- (latest version)]
5.2.2.8 Purchase Data

The Purchase Data fragment serves the following purposes:

· To express from which purchase channel a certain service bundle can be purchased

· To express all information about a service bundle that is specific for the purchase channel (which can include the price information)

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	PurchaseData
	E
	O
	0..N
	PurchaseData fragment

Contains the following attributes:


id

version

validFrom

validTo
Contains the following sub-elements:


ExtensionURL


PurchaseItemID


PurchaseChannelID


PriceInfo


Key Management System

MediaInformation

PromotionInfo
	

	id
	A
	M
	1
	ID of the PurchaseData fragment
	unsignedInt (32 bits)

	version
	A
	M
	1
	Version of this fragment. The newer version overrides the older one as soon as it has been received.
	unsignedInt (32 bits)

	validFrom
	A
	O
	0..1
	The first moment when this fragment is valid. If not given, the validity is assumed to have started at some time in the past
	Integer (32 bits)
expressed as NTP time

	validTo
	A
	O
	0..1
	The last moment when this fragment is valid. If not given, the validity is assumed to end in undefined time in the future.
	Integer (32 bits)
expressed as NTP time

	ExtensionURL
	E1
	O
	0..N
	URL containing additional information related to this fragment in a e web page. The terminal can fetch further information by accessing this URL.
	AnyURI

	PurchaseItemID
	E1
	M
	1
	The PurchaseItem to which this PurchaseData applies to.
	unsignedInt (32 bits)

	PurchaseChannelD
	E1
	M
	1..N
	The PurchaseChannel through which the idenfied PurchaseItem can be obtained.
	unsignedInt (32 bits)

	PriceInfo
	E1
	M
	1..N
	If the price is not given, it will be negotiated with the user as part of the purchase transaction. In this case, the PurchaseData fragment merely reflects that a certain purchase item can be purchased from the PurchaseChannel.

Contains the following sub-elements:


SubscriptionUnit


UnitText


Price
	

	KeyManagementSystem
	E1
	M
	0..N
	Identifies the type of Key Management System(s)(KMS) that can be used to contact the Rights Issuer. Note that the Rights Issuer can support more than one KMS.

Values:

· 0x01
Indicates OMA DRM PKI (Public Key Infrastructure)

· 0x02
Indicates GBA SKI (Symmetric Key Infrastructure)
	1 byte

	KeyManagementSystemInfo
	E2
	O
	0..N
	If used, indicates the exact nature of the Key Management System used

Values:

· 0x01
Indicates GBA_U as minimum requirement

· 0x02
Indicates GBA_ME as minimum requirement (i.e. both GBA_ME and GBA_U can be used)
	1 byte

	SubscriptionUnit
	E2
	M
	1
	Description of time unit of subscription

Attributes:

type

value 

       unit 
	

	Type
	A
	M
	1
	Subscription type
	Integer

	Value
	A
	M
	1
	Number of units
	Integer

	Unit
	A
	M
	1
	Time unit
	Integer

	UnitText
	E2
	M
	1..N
	Time unit in which the duration is expressed to the user, possibly in multiple languages. The language is expressed using built-in XML attribute xml:lang with this element.
	

	Price
	E2
	M
	0..N
	The price of the purchase item for the defined duration

Attributes:

currency 

value
	

	Currency
	A
	M
	1
	Currency of price
	ISO 4217 international currency codes

	Value
	A
	M
	1
	Value in the designed currency
	Integer

	MediaInformation
	E1
	O
	0..N
	Optional reference to an icon, pictogramme, animation or audio. PreviewData or reference to PreviewData is used here.
Attributes:

usage
id
	

	usage
	A
	M
	1
	Possible values: background, icon (e.g.)
	Integer 
(8 bits)

	id 
	A
	M
	1
	ID of the PreviewData fragment
	unsignedInt (32 bits)

	PromotionInfo
	E1
	O
	0..N
	Information of the promotion activities/coupons related to the PurchaseItem
Contains the following sub-elements:
PromotionID
Title

LifeSpan

TargetUserProfile
Description
URL
	

	PromotionID
	E2
	M
	1
	Identifier of one certain PromotionInfo, unique for BSM. PromotionID may be used in the purchase process to identify the specific promotion
	Integer

	Title
	E2
	M
	1
	Title of the PromotionInfo
	String

	Lifespan
	E2
	O
	0..1
	Lifespan of this PromotionInfo.

Contains the following attributes:
ValidFrom

ValidTo
	

	ValidFrom


	A
	O
	0..1
	Start of validity; if not given, the start of validity is assumed in the past
	Integer
(32 bits)
expressed as NTP time

	ValidTo
	A
	O
	0..1
	End of validity; if not given, the end of validity is assumed in the distant future, and the end time can be specified later by updating the object
	Integer
(32 bits)
expressed as NTP time

	TargetUserProfile
	E2
	O
	0..1
	Profile of the users who the service or content is targeting at. For example, age, gender, occupation, etc. Details of the sub-elements TBD.


	

	Description
	E2
	M
	0..1
	Description or explanation about the PromotionInfo.
	String

	URL
	E2
	M
	0..1
	URL containing the detailed promotional information (e.g. information about coupon sponsors, server location for purchases by using coupons)
	AnyURI

	<proprietary elements>
	E1 or lower
	O
	0..N
	Any number of proprietary or application-specific elements that are not defined in this specification.
	


Legend: Type: E=Element A=Attribute, E1=sub-element, E2=sub-element’s sub-element
Presence = (O)ptionality/(M)andatority 

[Note: this section affects OMA- TS-BCAST_SvcCntProtection- (latest version)]
[Note: section numbering is left to the Editor]
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[Note: text below is a new section]
X.Y.Z
Protection Signalling in SDP
SDP information is used to specify streaming sessions according to [RFC2327].

Additional information is required to identify parameters relative to key management, versions, key stream types etc. These are defined below and SHALL be used to describe encrypted streams and key streams. 
The following SDP entry format SHALL be used for the field names and field values defined in the tables below:

a=<field name>=<field value>
where:

a= identifies media description lines,

<field name> (ignoring <>) is the one of the field names defined below and
<field value> (ignoring <>) is the "value" of the <field name> as defined below.

The table below defines the <field values> that can be used to signal protection information.

Table XX: Protection Signalling in SDP
	Field name
	Type
	Purpose

	kmstype
	String
	Identifies the Key Management system (KMS) used

	kmsversion
	Decimal x.y
	Identifies the KMS version x.y

	kmsprovider
	String
	Identifies the kmsprovider i.e. the name of the provider using the key stream

	keystreamtype
	String
	Indicates the type of keystream e.g. STKM or LTKM

	streamid
	Decimal (integer)
	Unique non-zero integer identifying a particular stream. Numbers are limited to a particular SDP session i.e. no global numbering is required.

Used to indicate which stream is protected by which.

	encryptedstreamid
	String
	Used for keystreams to indicate which streams are protected. If a keystream protects more than one stream, multiple streamids can be inserted, separated by a space.


The tables below shows the corresponding <field values> for the <field names>:

Table XX: kmstype string values

	kmstype String Value
	Semantics

	oma-bcast-drm-pki
	OMA DRM PKI KMS using ROAP and Broadcast Extensions. These are  defined in [DRMDRM-v2.0] and [XBS DRM extensions-v1.0] for v1.0

	oma-bcast-gba-mbms
	OMA SKI KMS using GBA MBMS adaptations. These are defined in [BDS Adaptation MBMS-v1.0] for v1.0

	oma-bcast-gba-bcmcs
	OMA SKI KMS using GBA BCMCS adaptations. These are defined in [BDS Adaptation BCMCS-v1.0] for v1.0


Table XX: kmsversion values

	kmsversion Value
	Semantics

	1.0
	Current version in this specification is 1.0


Table XX: kmsprovider string values

	kmsprovider String Value
	Semantics

	<provider name>

e.g. Pay4TV

e.g. DiscountBcast

e.g. MajorMediaGroup
	<provider name> is the name of the provider selling access to the SDP stream using the specified key stream.


Table XX: kmsstreamtype values

	kmsstreamtype Value
	Semantics

	stkm
	Short Term Key Messages corresponding to Layer 3 in the BCAST 4-layer model, used to transport TEKs

	ltkm
	Long Term Key Messages corresponding to Layer 2 in the BCAST 4-layer model, used to transport SEKs/PEKs


Table XX: streamid values

	streamid Value
	Semantics

	1, 2, 3, etc.
	Each stream declared in the SDP will be uniquely numbered. Only non-zero positive integers are acceptable. While it is recommended that streams are numbered in increasing order, this is NOT mandatory. Duplicate streamids SHALL be ignored, i.e. only the first one SHALL be used.


Table XX: encryptedstreamid values

	encryptedstreamid Value
	Semantics

	<x>

<x> <space> <y>

<x> <space> <y><space><z>
	<x>, <y>, <z> are positive non-zero integers corresponding to streamids.

If more than one streamid is used, spaces are used as separators (<space>).

The order is unimportant, repeated streamids are ignored.


Encryption signalling for streams
While the above parameters give details on what streams are encrypted using the encryptedstreamid parameter for declared keystreams, the actual data streams (audio, video, etc.) streams SHALL also be indicated as being encrypted by using the following notation:
enc-<mime-type>
where <mime-type> identifies the type of stream e.g. h.264,mpeg-4, etc.
X.Y.Z SDP Entry Examples
This section provides several examples illustrating how the parameters defined above are signalled in an SDP file.

Example 1:


This example shows a video and audio stream protected by both Long Term and Short Term Key Message streams using DRM PKI.

m=video 49169 RTP/AVP 96


// video stream & protocol
i=video
c=IN IP6 FF15:0:0:0:0:0:81:1BC

// stream address

a=rtpmap:96 enc-<mime-type>


// encrypted codec
a=fmtp:96 <rtp_param>



// rtp parameters
a=streamid:1




// stream identifier
m=audio 49170 RTP/AVP 97


// audio stream & protocol
i=audio
c=IN IP6 FF15:0:0:0:0:0:81:1BC

// stream address
a=rtpmap:97 enc-<mime-type>


// encrypted codec
a=fmtp:97 <rtp_param>



// rtp parameters
a=streamid:2




// stream identifier
m=application 49171 UDP


// keystream port no.

i=short term key messages

c=IN IP6 FF15:0:0:0:0:0:81:1BC

// stream address
a=streamid:3

a=kmstype:oma-bcast-drm-pki


// key management system
a=kmsversion:1.0




// key management system version

a=keystreamtype:stkm



// keystream type
a=encryptedstreamid:1 2


// encrypted streamids
m=keystream 49172



// keystream port
i=long term key messages

c=IN FF15:0:0:0:0:0:81:1BC


// stream address

a=streamid:4
a=kmstype:oma-bcast-drm-pki


// key management system

a=kmsversion:1.0




// key management system version

a=keystreamtype:ltkm



// keystreamtype

a=encryptedstreamid:3



// encrypted streamids
Example 2:

This example shows a video and audio stream protected by Short Term Key Message streams using GBA MBMS.

m=video 49169 RTP/AVP 96


// video stream & protocol

i=video
c=IN IP4 224.2.1.1



// stream address

a=rtpmap:96 enc-<mime-type>


// encrypted codec

a=fmtp:96 <rtp_param>



// rtp parameters
a=streamid:1




// stream identifier

m=audio 49170 RTP/AVP 97


// audio stream & protocol

i=audio
c=IN IP4 224.2.1.1



// stream address

a=rtpmap:97 enc-<mime-type>


// encrypted codec

a=fmtp:97 <rtp_param>



// rtp parameters
a=streamid:2




// stream identifier

m=application 49171 UDP


// keystream port no.

i=short term key messages

c=IN IP4 224.2.1.1



// stream address
a=streamid:3

a=kmstype:oma-bcast-gba-mbms

// key management system
a=kmsversion:1.0




// key management system version

a=keystreamtype:stkm



// keystream type

a=encryptedstreamid:1 2


// encrypted streamids
Example 3:

This example shows two audio streams, each protected by a different key stream

m=audio 49170 RTP/AVP 96


// audio stream & protocol

i=audio_english
c=IN IP4 224.2.1.1



// stream address

a=rtpmap:96 enc-<mime-type>


// encrypted codec

a=fmtp:96 <rtp_param>



// rtp parameters
a=streamid:1




// stream identifier

m=audio 49170 RTP/AVP 97


// audio stream & protocol

i=audio_spanish
c=IN IP4 224.2.1.1



// stream address

a=rtpmap:97 enc-<mime-type>


// encrypted codec

a=fmtp:97 <rtp_param>



// rtp parameters
a=streamid:2




// stream identifier

m=application 49171 UDP


// keystream port no.

i=short term key messages

c=IN IP4 224.2.1.1



// stream address
a=streamid:3

a=kmstype:oma-bcast-gba-mbms

// key management system
a=kmsversion:1.0




// key management system version

a=keystreamtype:stkm



// keystream type

a=encryptedstreamid:1



// encrypted streamid
m=application 49171 UDP


// keystream port no.

i=short term key messages

c=IN IP4 224.2.1.1



// stream address
a=streamid:4

a=kmstype:oma-bcast-gba-mbms-1.0

// key management system
a=keystreamtype:stkm



// keystream type

a=encryptedstreamid:2



// encrypted streamid
Example 4:
This example shows how two separate providers can use different key streams to give access to the same video stream (audio stream left out for brevity)

m=video 49169 RTP/AVP 96


// video stream & protocol

i=video
c=IN IP4 224.2.1.1



// stream address

a=rtpmap:96 enc-<mime-type>


// encrypted codec

a=fmtp:96 <rtp_param>



// rtp parameters
a=streamid:1




// stream identifier

m=application 49171 UDP


// keystream port no.

i=short term key messages

c=IN IP4 224.2.1.1



// stream address
a=streamid:2

a=kmstype:oma-bcast-gba-mbms

// key management system (KMS)

a=kmsversion:1.0




// KMS version

a=kmsprovider:supertv



// KMS provider

a=keystreamtype:stkm



// keystream type

a=encryptedstreamid:1



// encrypted streamids

m=application 49190 UDP


// keystream port no.

i=short term key messages

c=IN IP4 224.2.1.1



// stream address
a=streamid:3

a=kmstype:oma-bcast-gba-mbms

// KMS

a=kmsversion:1.0




// KMS version

a=kmsprovider:bargaintv


// KMS provider

a=keystreamtype:stkm



// keystream type

a=encryptedstreamid:1



// encrypted streamids
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