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1 Reason for Change

Appendix A.12 of OMA-TS-DRM-XBS-V1_0-20050910-D contains 3 schemes for group member identification and key management.  These schemes are not sufficiently general enough and hence we propose to add a generalized key distribution and rekeying scheme based on one-way function trees proposed by Sherman and McGrew.  This specification is publicly available and has strong security properties desirable for BCAST secure group key management.
2 Impact on Backward Compatibility

No known impact on backward compatibility.
3 Impact on Other Specifications

OMA-BCAST-0461 is an input contribution that elaborates on the motivation behind this CR.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The mechanisms specified in this CR are requested to be includes in the DRM-XBS specification.
6 Detailed Change Proposal

Change 1:  Introduce A.12.4 and include a brief description of the one-way function trees based key management mechanism in the DRM-XBS specification.  <TBD: Based on guidance from the group or the chair, an appropriate level of detail will be includes in a revised version of this CR>
Key establishment in large dynamic groups using one-way function trees
Sherman, A.T.; McGrew, D.A.;
Software Engineering, IEEE Transactions on
Volume 29,  Issue 5,  May 2003 Page(s):444 - 458 
Digital Object Identifier 10.1109/TSE.2003.1199073
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