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1 Reason for Change

The question of recording has finally surfaced and clearly there may be the case for allowing only recording in encrypted form, even for service protection. We have already proposed an appropriate flag in the Traffic Key Messages (encrypted_storage_flag in CR 434).
This CR proposes text to explain how this MAY be done using the optional PDCF described in XBS extensions.

2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Members are asked to approve the CR.
6 Detailed Change Proposal
5.1 Normative References
	[XBS DRM extensions-v1.0]
	"OMA DRM v2.0 Extensions for Broadcast Support", Open Mobile Alliance™, OMA-TS-DRM-XBS-V1_0,

http://www.openmobilealliance.org/


[Note: numbering is left to the editor, this applies to service protection using both profiles]
X.Y.Z Recording with Service Protection

Service protection, whether it is provided using the DRM PKI profile or the GBA USIM/RUIM profile, is an access-control mechanism only, i.e. once the SEK or PEK has been delivered to the user, access to a given broadcast stream is typically unrestricted.
However, certain broadcast content may have premium value and recording may be allowed only in encrypted form. Both cases are explained below. 
X.Y.Z.1 Recording in the clear

This SHALL be signalled in the Traffic Key Messages by setting the encrypted_storage_flag to 0. 

In this case, recording of content is possible in the clear, using appropriate file formats (provided by the BDS specifications, from other standards bodies or using proprietary formats). For BCAST, the existing DCF or PDCF file formats MAY be used for recording in the clear [DRMDRM-v2.0].

X.Y.Z.2 Recording in encrypted format only
This SHALL be signalled by setting the encrypted_storage_flag in the Traffic Key Messages to 1.

For broadcast streams encrypted at the content level, recording in encrypted format MAY be achieved by recording the encrypted AUs in the PDCF file format together with the TEK stream as explained in [XBS DRM extensions-v1.0].

Note that recording of encrypted broadcast streams is possible without having the appropriate service protection rights (i.e. SEK or PEK). These can be acquired at a later stage using the information stored in the Traffic Key Stream. This allows automatic recording of programmes based on user profiles, for example, or pricing models based on the time at which rights are acquired for service protection, i.e. the value of recorded content reduces as time goes by.
Recommendations for dealing with changes in rights are given in [XBS DRM extensions-v1.0].
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