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1 Reason for Change

  DLRM group has recently made a few changes to PDCF file format. This CR aligns the BCAST format accordingly, as well as stating that the TKM is inserted directly in the recorded TEK stream. This is done using the sample format description.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Members are asked to approve the CR.
6 Detailed Change Proposal
5.1.2 OMA DRM information boxes

5.2.2.8 Sample description transform

In encryption, the samples are transformed – encrypted – so that the underlying media cannot be accessed by readers without the appropriate information (e.g. keys). The format of the encrypted samples is "owned" and documented by the encryption system.

The purpose of the sample description transformation is twofold: The sample description prevents accidental treatment of encrypted data as if it were un-encrypted and documents the transforms applied. The documentation of the encryption scheme and its parameters is supplied in a uniform way. Note that in the following definitions that "n" in bit(n), unsigned int(n) and int(n) is always a bit count.

The transformation of the sample description is described entirely by the following procedure:

1. The 4CC of the sample description is replaced with a 4CC indicating the encryption: e.g. ‘mp4v’ or 's263' are replaced with ‘encv’ for encrypted video and e.g. ‘mp4a’ is replaced with ‘enca’ for encrypted audio.

2. A ProtectionInfoBox (defined below) is appended to the sample description, leaving all other boxes unmodified.

5.2.2.9 Protection Scheme Information

The ISO ProtectionSchemeInfoBox ‘sinf’ is used to carry DRM key management system specific information, thus it is only a container box. 

It contains the ISO SchemeTypebox (‘schm’) adapted for OMA as defined in 12.2.2.3 below, the ISO SchemeInformationBox 'schi' as defined in 12.2.2.4 below and the ISO OriginalFormatBox 'frma'  as defined here. 

The ISO Protection Info Box contains all the information required both to understand the encryption transform applied and its parameters, and also to find other information such as the kind and location of the key management system. It also documents the original (unencrypted) format of the media. The Protection Info Box is a container Box.

	· aligned(8) class ProtectionInfoBox(fmt) extends Box('sinf') {

· OriginalFormatBox(fmt) original_format;

· SchemeTypeBox scheme_type;

· SchemeInformationBox info;

· }


When used in a protected sample entry, the 'sinf' box' must contain the ISO Original Format Box ‘frma’ which holds the 4CC of the unencrypted sample description:

· aligned(8) class OriginalFormatBox(codingname) extends Box ('frma') {

· unsigned int(32) data_format = codingname;

· // format of decrypted, encoded data

· // could be 'mp4v', 'h263', 'avc1', 'mp4a', etc.

· }

There MAY be several instances of the ISO Protection Scheme Information Box in a PDCF file. There must be exactly one per each protected track.
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Figure 21: Possible ProtectionSchemeInfoBox positions within PDCF








This box is exactly the same as defined in [DRMCF-v2.0] and is not modified in this specification.

The ‘sinf’ box is very similar to the box defined in [DRMCF-v2.0]. In this version, Selective encryption can be activated or deactivated, and key_indicator is used.
5.2.2.10 DRM Scheme Type

The ISO SchemeTypeBox  (‘schm’) includes information on which DRM system is being used to manage keys and decryption of the content. As the media file format MAY support also other key management systems than OMA DRM, the key management system in use is indicated by a 4CC in the SchemeType field. 

Table 36: PDCF Scheme Type for OMA DRM

	Scheme_type
	Value
	Semantics

	OMA DRM
	‘odkm’
	OMA DRM is used for key management in the PDCF.


Table 37: PDCF Scheme Version for OMA DRM

	Scheme_version
	Value
	Semantics

	OMA BCAST 1.0
	0x00000300
	OMA DRM version is 2.0 extended for BCAST
(version 2.0 does not allow the key track)


For PDCF files conforming to this specification, the SchemeType MUST be the 4CC ‘odkm’, and SchemeVersion MUST be 0x00000300. If OMA DRM key management scheme ‘odkm’ is indicated, then the file is a PDCF and MUST contain at least one OMADRMKMSBox. A PDCF MUST support only OMA DRM for the key management system.

5.2.2.11 DRM Scheme Information

The ISO ProtectionSchemeInfoBox is used to carry DRM key management system specific information, thus it is only a container box. For OMA DRM, this box MUST include exactly one OMADRMCommonHeaders box ‘ohdr’ (see [DRMCF-v2.0]), as the first sub-box and exactly one OMADRMAUFormatBox, as the second sub-box.
In this version, the OMADRMAUFormatBox MUST be present.
aligned(8) class ProtectionSchemeInfoBox extends Box('schi') {

Box scheme_specific_data[];

}

aligned(8) class OMADRMCommonHeaders extends FullBox('ohdr', version, 0) {


unsigned int(8)
EncryptionMethod;
// Encryption method


unsigned int(8)
EncryptionPadding;
// Padding type


unsigned int(64)
PlaintextLength;
// Plaintext content length in bytes


unsigned int(16)
ContentIDLength;
// Length of ContentID field in bytes


unsigned int(16)
RightsIssuerURLLength;
// Rights Issuer URL field length in bytes


unsigned int(16)
TextualHeadersLength;
// Length of the TextualHeaders array in bytes


char


ContentID[];

// Content ID string


char


RightsIssuerURL[];
// Rights Issuer URL string


string


TextualHeaders[];
// Additional headers as Name:Value pairs


Box


ExtendedHeaders[];
// Extended headers boxes

}

aligned(8) class OMADRMAUFormatBox extends FullBox('odaf', 0, 0) {


bit(1) SelectiveEncryption;


bit(7) reserved;


unsigned int(8) KeyIndicatorLength;


unsigned int(8) IVLength;

}

Parameters are as defined below:

Table 38: OMA Sample Format Box fields

	Field name
	Type
	Purpose

	SelectiveEncryption
	Bit(1)
	Indicate whether selective encryption is used or not

	Reserved
	Bit(7)
	Reserved, SHOULD be set to 0.

	KeyIndicatorLength
	Unsigned int(8)
	Size of the key indicator in bytes

	IVLength
	unsigned int(8)
	Size of the IV in bytes


If the selective encryption bit is set to 0 then all content to which the ISO ProtectionSchemeInformationBox applies is encrypted and no "encrypted" field is present in OMADRMAUHeader.

If the selective encryption bit is set to 1 then the OMADRMAUHeader preceding Access Units indicates whether or not a particular AU is encrypted.

5.2.2.12 OMADRMAUHeader

This header, which MUST precede the codec-specific sample data in each Access Unit, provides the OMA DRM information whose length is specified in the OMA Sample Format box defined above (Table 38). The OMA DRM AU Header is defined as follows:

aligned(8) class OMADRMAUHeader {


if (SelectiveEncryption == 1) {// from the OMASampleFormatBox


bit(1)
EncryptedAU;

// Encryption indicator



bit(7)
reserved;


// Must be zero


}


else EncryptedAU = 1;


if (EncryptedAU==1) {



unsigned int(8 * KeyIndicatorLength) KeyIndicator;



unsigned int(8 * IVLength) IV;


}


}

Table 39: OMA DRM AU Header fields

	Field name
	Type
	Purpose

	EncryptedAU
	bit(1)
	Encryption Indicator for the access unit. 

	KeyIndicator
	unsigned int(8)
	Key indicator field preceding the access unit payload.

	IV
	unsigned int(8)
	IV preceding the access unit payload.


Table 40: Encryption Indicator values

	Encrypted
	Value
	Semantics

	None
	0
	Access unit is not encrypted.

	Encrypted
	1
	Access unit is encrypted.





A playing Device uses the header information for decryption purposes and is able to extract the actual sample(s).

Figure 22 shows how the OMADRMAUHeader is placed before each AU.

Figure 22: OMADRMAUHeader and Access Unit


5.2 Traffic Encryption Key stream storage format

The new OMA key track defined in [12.2.1.2] is described by the sample description information defined in [12.2.1.3].  In order to provide maximum flexibility, this information merely declares the key track version and size only.  This section defines the actual OMA key sample format stored in the Media Data box containing OMA key track samples.

As needs evolve, new sample formats can be defined as this specification evolves, identifying new formats with new key track sample version numbers.  This approach ensures future PDCF specifications will remain fully backward compatible.

aligned(8) class OMAKeySample  {

unsigned int(8) KeyIndicatorLength


// key indicator length
unsigned int(8*KeyIndicatorLength) keyIndicator
// key indicator
unsigned int(8) TKMLength;



// traffic key message length

unsigned int(8*TKMLength) TKM;


// traffic key message as defined in [BCAST1.0]


}

Even though key indicator length and key indicator value are present in the TKM, for optimization purposes, these are placed at the beginning of each OMAKeySample.
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