[image: image1.jpg]"sOMaQa

Open Mobile Alliance



 OMA-BCAST-2005-0512R01-Protection-after-Reception-Signalling-in-TKM-was-434.doc
Change Request

OMA-BCAST-2005-0512R01-Protection-after-Reception-Signalling-in-TKM-was-434.doc

Change Request

	Title:
	Protection after Reception Signalling in TKM
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	BCAST-DRM

	Doc to Change:
	OMA-TS-BCAST_SvcCntProtection- (latest version)

	Submission Date:
	7 October 2005

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Fabien Venries, Viaccess, fabien.venries@viaccess.com
David Castleford, Orange, david.castleford@francetelecom.com
John Bernsen, Philips, john.ac.bernsen@philips.com
Bob Schukai, Time Warner, Bob.Schukai@turner.com

	Replaces:
	revision of OMA-BCAST-2005-0434R01-Encrypted-storage-signalling-in-TKM 


1 Reason for Change

This is the new revision of OMA-BCAST-2005-0434R01-Encrypted-storage-signalling-in-TKM. Changes are indicated with respect to that document.
Some programs need to be protected in the device after the removal of service protection. There is today no way for the device to know whether a program can be handled in the clear or needs to be protected against any access to the in-the-clear content.
This CR proposes a simple mechanism, using a 2-bit field in the TKM.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Members are asked to approve the CR.

6 Detailed Change Proposal

	Key_Stream_Message_Description
	Length
	Type

	key_stream_message() {
	
	

	
selectors_and_flags {
	
	

	

protocol_version
	4
	uimsbf

	

reserved_for_future_use
	2
	bslbf

	

protection_after_reception
	2
	uimsbf

	

traffic_protection_protocol
	3
	uimsbf

	

traffic_authentication_flag
	1
	uimsbf

	

next_traffic_key_flag
	1
	uimsbf

	

timestamp_flag
	1
	uimsbf

	

programme_flag
	1
	uimsbf

	

service_flag
	1
	uimsbf

	
}
	
	

	
	
	

	
if (traffic_protection_protocol == TKM_ALGO_IPSEC) {
	
	

	

security_parameter_index
	32
	uimsbf

	
}
	
	

	
if (traffic_protection_protocol == TKM_ALGO_SRTP) {
	
	

	        master_key_index_length
	8
	uimsbf

	

master_key_index
	8*length
	uimsbf

	

number_of_media_flows
	8
	uimsbf

	

for (i = 0; i < number_of_media_flows; i++) {
	
	

	


synchronization_source
	32
	uimsbf

	


rollover_counter
	32
	uimsbf

	

}
	
	

	
}
	
	

	
encrypted_traffic_key_material_length
	8
	uimsbf

	
encrypted_traffic_key_material
	8*length
	bslbf

	
if (next_traffic_key_flag == TKM_FLAG_TRUE) {
	
	

	

next_encrypted_traffic_key_material
	8*length
	bslbf

	
}
	
	

	
reserved_for_future_use
	5
	bslbf

	
traffic_key_lifetime
	3
	uimsbf

	
if (timestamp_flag == TKM_FLAG_TRUE) {
	
	

	


Timestamp
	40
	mjdutc

	
}
	
	

	
if (programme_flag == TKM_FLAG_TRUE) {
	
	

	

programme_selectors_and_flags {
	
	

	


reserved_for_future_use
	6
	bslbf

	


access_criteria_flag
	1
	uimsbf

	


permissions_flag
	1
	uimsbf

	

}
	
	

	

if (access_criteria_flag == TKM_FLAG_TRUE) {
	
	

	


reserved_for_future_use
	4
	bslbf

	


reserved_for_future_use
	4
	uimsbf

	


number_of_access_criteria_descriptors
	8
	uimsbf

	


access_criteria_descriptor_loop() {
	
	

	



access_criteria_descriptor()
	
	

	


}
	
	

	

}
	
	

	
	
	

	

if (service_flag == TKM_FLAG_TRUE) {
	
	

	


encrypted_PEK
	128
	bslbf

	

}
	
	

	

programme_CID_extension
	32
	uimsbf

	

programme_MAC
	96
	bslbf

	
}
	
	

	
if (service_flag == KSM_FLAG_TRUE) {
	
	

	

service_CID_extension
	32
	uimsbf

	

service_MAC
	96
	bslbf

	
}
	
	

	}
	
	


protection_after_reception – 
2-bit field defining the required protection after the removal of the service protection. See Figure/ table X for the definition

	Field: protection_after_reception
	Description

	0x00
	Content protection

Device has to protect all content against access in the clear.

Only the explicitly allowed types of consumption as defined in Rights Objects that the device has for this service or programme are permitted, 
An example permission is 'Access' for the immediate rendering of the service or programme.

	0x01
	Implicit rendering permission; ROs may provide additional rights
Device has to protect all content against access in the clear, but: 
-
direct rendering is implicitly allowed; no Rights Object is required in the device for this, or an RO with only the service or programme key but without any permissions is sufficient,
    - the device needs to have an RO with the appropriate permissions (and possibly constraints) for any other type of consumption.

	0x02
	Render and recording play back only

Device has to protect all content against access in the clear, but implicitly, two types of consumption are allowed: 

· direct rendering, and 

· play back of protected recordings of this service or programme, which are made by the device itself
.
Apart from the above two types, no consumption is allowed, not even any consumption granted with Rights Object(s). 
The above two types of consumption may also be made available over appropriately protected digital links.

	0x03
	Service Protection

This specification does not impose any protection measures for the content after the removal of service protection.
Note that for e.g. legal or other reasons, the device still might have to protect the content in some way.











� In principle, any device that has the service or programme key should be allowed to play back these recordings. However, present OMA DRM specifications require that an OMA DRM V2 agent has the appropriate Rights Objects for being allowed to play back (P)DCF files. The constraint “which are made by the device itself” can be relaxed once play back of (P)DCF files when having  just a service or programme key has been standardised.
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