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1 Reason for Change

This change request adds content rating to Key Stream messages by using a binary format that is a direct mapping from the ESG content rating descriptor.  All content rating formats that are supported by the ESG are supported by this new syntax in the Key Stream message.  The ESG content rating descriptor is used for informational/display purposes when the user is browsing available content, while the content rating in the Key Stream messages is used by a terminal in making a determination if particular content should be rendered or not.

Typically, a user sets a minimum allowable content rating level locally in a terminal to a value that can be changed with a pincode.  Then, the terminal would compare the parental rating for each program with the local value, and content is rendered only if its rating is equal to or below the minimum level set by the user.  This is to block inappropriate content for your children.

Thus a program rating is still part of the criteria used to determine if the content should be rendered.  Relying on the ESG for content rating is not sufficient because it would mean one of the following:

1) Up-to-date ESG is acquired before any content can be rendered, or
2) the terminal is allowed to skip parental rating check until the time that ESG has been updated.

Issue with option #1: ESG is supposed to provide information and navigation to the user, not content access criteria (except for the SDP file).  We do not think that up-to-date ESG is a requirement to be able to acquire a service.

Option #2 does not guarantee that inappropriate content will be blocked in time.

2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

This contribution is intended to be included in an appropriate section of the Service and Content Protection Technical Specification.
6 Detailed Change Proposal

5.1.2.2.4.1 Traffic Key Message (TKM)

Each TKM SHALL be encapsulated in exactly 1 UDP packet.

In order to keep access times low for devices that start accessing a service, a KSM SHALL be transmitted periodically.
The TKM SHALL be transported in-band, in the same Elementary Stream, together with the media streams that are protected with the traffic keys contained in the TKM.

	Key_Stream_Message_Description
	Length
	Type

	key_stream_message() {
	
	

	
selectors_and_flags {
	
	

	

protocol_version
	4
	uimsbf

	

reserved_for_future_use
	4
	bslbf

	

traffic_protection_protocol
	3
	uimsbf

	

traffic_authentication_flag
	1
	uimsbf

	

next_traffic_key_flag
	1
	uimsbf

	

timestamp_flag
	1
	uimsbf

	

programme_flag
	1
	uimsbf

	

service_flag
	1
	uimsbf

	
}
	
	

	
if (traffic_protection_protocol == TKM_ALGO_IPSEC) {
	
	

	

security_parameter_index
	32
	uimsbf

	
}
	
	

	
if (traffic_protection_protocol == TKM_ALGO_SRTP) {
	
	

	        master_key_index_length
	8
	uimsbf

	

master_key_index
	8*length
	uimsbf

	

number_of_media_flows
	8
	uimsbf

	

for (i = 0; i < number_of_media_flows; i++) {
	
	

	


synchronization_source
	32
	uimsbf

	


rollover_counter
	32
	uimsbf

	

}
	
	

	
}
	
	

	
if (traffic_protection_protocol == TKM_ALGO_AUENCRYP) {
	
	

	

key_indicator_length
	8
	uimsbf

	

key_indicator
	<8*key_indicator_length>
	bit string

	

if (next_traffic_key_flag == TKM_FLAG_TRUE) {
	
	

	


key_indicator
	<8*key_indicator_length>
	bit string

	

}
	
	

	

TBD if necessary
	
	

	
}
	
	

	
encrypted_traffic_key_material_length
	8
	uimsbf

	
encrypted_traffic_key_material
	8*length
	bslbf

	
if (next_traffic_key_flag == TKM_FLAG_TRUE) {
	
	

	

next_encrypted_traffic_key_material
	8*length
	bslbf

	
}
	
	

	
reserved_for_future_use
	5
	bslbf

	
traffic_key_lifetime
	3
	uimsbf

	
if (timestamp_flag == TKM_FLAG_TRUE) {
	
	

	


Timestamp
	40
	mjdutc

	
}
	
	

	
if (programme_flag == TKM_FLAG_TRUE) {
	
	

	

programme_selectors_and_flags {
	
	

	


reserved_for_future_use
	6
	bslbf

	


access_criteria_flag
	1
	uimsbf

	


permissions_flag
	1
	uimsbf

	

}
	
	

	

if (access_criteria_flag == TKM_FLAG_TRUE) {
	
	

	


reserved_for_future_use
	8
	bslbf

	


number_of_access_criteria_descriptors
	8
	uimsbf

	


access_criteria_descriptor_loop() {
	
	

	



access_criteria_descriptor()
	
	

	


}
	
	

	

}
	
	

	

if (permissions_flag == KSM_FLAG_TRUE) {
	
	

	


permissions_category
	8
	uimsbf

	

}
	
	

	

if (service_flag == TKM_FLAG_TRUE) {
	
	

	


encrypted_PEK
	128
	bslbf

	

}
	
	

	

programme_CID_extension
	32
	uimsbf

	

programme_MAC
	96
	bslbf

	
}
	
	

	
if (service_flag == KSM_FLAG_TRUE) {
	
	

	

service_CID_extension
	32
	uimsbf

	

service_MAC
	96
	bslbf

	
}
	
	

	}
	
	


Descriptors for access_criteria_descriptor_loop

	Tag
	8
	uimsbf

	Length
	8
	uimsbf

	Value
	<8xlength>
	bit string


The access criteria descriptor loop is an extension mechanism to allow the addition of new access criteria in the future versions of this specification. The device SHALL ignore access criteria descriptors that it doesn’t support.

A single access criteria descriptor can carry one or more access criteria.
The following access criteria descriptors have been defined:

parental_rating – is the parental rating of the programme.  The descriptor tag for this descriptor is 1.  The value for this descriptor is encoded as follows:

Table 5: parental_rating Access Criteria Descriptor

	parental_rating descriptor
	Length
	Type

	rating_type
	7
	uimsbf

	country_code_flag
	1
	uimsbf

	rating_value
	8
	uimsbf

	if (country_code_flag == KSM_FLAG_TRUE) {
	
	

	number_of_country_codes
	8
	uimsbf

	for (i = 0; i < number_of_country_codes; i++) {
	
	

	country_code
	16
	uimsbf

	  }
	
	

	}
	
	


The optional list of country_code specifies that the rating is for a specific list of one or more countries, which is analogous to the MPEG-7 definition of the ParentalGuidanceType.  Each country code is a 2-character value that must be compliant with ISO-3166.

The rating_type with values 0 through 8 specifies one of the content rating systems that are defined by MPEG-7 and rating value is an integer with the meaning that is dependent on the rating_type.  The rating values for rating type 0 through 8 are exactly as they had been defined by MPEG-7.  Rating type 9 is for the parental rating for the German system.
	rating_type
	Name
	Description
	rating_value

	0
	N/A
	ETSI EN 300 468 for the parental_rating_descriptor in DVB systems
	Minimum allowable age.

	1
	JapaneseAdmCommMotionPictureCodeEthicsParentalRatingCS
	Japanese Motion Picture Parental Rating
	1=PG12

2=R-15

3=R-18

4=None

	2
	ICRAParentalRatingCS
	Internet Content Rating Association Parental Rating
	1=Level4

2=Level3

3=Level2

	3
	MPAAParentalRatingCS
	MPAA Parental Rating
	1=G

2=PG

3=PG-13

4=R

5=NC-17

6=NR

	4
	ICRAParentalRatingNudityCS
	Internet Content Rating Association Parental Rating for Nudity
	1=Level 4

2=Level 3

3=Level 2

4=Level 1

5=Level 0

6=None

	5
	RIAAParentalRatingCS
	RIAA Parental Rating
	1=Parental advisory

2=None

	6
	ICRAParentalRatingSexCS
	Internet Content Rating Association Parental Rating for Sex
	1=Level 4

2=Level 3

3=Level 2

4=Level 1

5=Level 0

6=None

	7
	MPAAParentalRatingTVCS
	MPAA Parental Rating for TV
	1=TVY

2=TVY7

3=TVG

4=TVPG

5=TV14

6=TVMA

7=None

	8
	ICRAParentalRatingViolence
	
	1=Level 4

2=Level 3

3=Level 2

4=Level 1

5=Level 0

6=None

	9
	GermanyFSK
	German Freiwillige Selbstkontrolle der Filmwirtschaft Rating System
	1=0  (Freigegeben ohne Altersbeschränkung)

2=6  (Freigegeben ab 6 Jahren)

3=12 (Freigegeben ab 12 Jahren)

4=16 (Freigegeben ab 16 Jahren)

5=18 (Keine Jugendfreigabe)
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