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1 Reason for Change

This CR is in conjunction with the OMA-BCAST-2005-0617-GKM-BCRO-Delivery, and is along the lines of node numbering and key message filtering rules described in A.7.  The text in the CR belongs in that section along with the introduction of the text in the BCRO-delivery-CR.
2 Impact on Backward Compatibility

This mechanism is best specified in the current version of the BCAST specifications, viz., BCAST 1.0 specifications to avoid any future backward compatibility issues.
3 Impact on Other Specifications

Affects the Service and Content Protection specification: OMA-TS-BCAST_SvcCntProtection-V1_0-
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that the mechanisms specified in this CR are included either as one of the options for group keying or as the recommended option for group keying to facilitate efficient and secure delivery of BCROs.
6 Detailed Change Proposal

Change 1:  Add the following text in A.7 or perhaps insert this in its own Section in Appendix A between A.7 and A.8.
A.1 Efficient and secure BCRO delivery
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When a parent node has the ID x, the left child has the ID x0 and the right child has the ID x1.  The leaf node IDs are assigned to the devices, thus device IDs are the longest IDs.  Thus in the figure, the intermediate node with ID 10 has the children d5 with ID 100 and d6 with the ID 101.

The group key is delivered to the members encrypted with a single intermediate key or device key that each member knows.  Note that multiple members may be addressed with a single intermediate key and therein lies the efficiency of the scheme.

A member identifies the group key relevant to it according the following filtering scheme: If the group key is sent encrypted with an intermediate key that matches in its entirety with a member’s ID from left to right, then the member must decrypt that encrypted key to retrieve the group key.  Following this rule, the member d3 (id: 010) decrypts any key message decrypted with either K-0 or K-01 or K-010.












NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 2)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20050824-I]

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 2 (of 2)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20050824-I]

_1193699661.doc

[image: image1]

d1: 000







d2: 001







d4:



011







d3: 010







d8:



111







d7:



110







d6:



101







d5:



100







0







1







00







01







10







11




















