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1 Reason for Change

OMA BCAST has defined back-end interfaces between logical entities of the BCAST architecture. However the behaviour of each interface has yet to be defined and without definition of the behaviour of the interfaces all functionalities of the BCAST functions (i.e. BSA, BSM, and BSD/A etc.) cannot fully support each other. 
In this contribution the protocol stacks and messages format for BCAST interface SP-4-1 are proposed. 
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Accept the proposed changes and update the BCAST TS accordingly.
6 Detailed Change Proposal

5.2 Interfacing to Other OMA BCAST Functions

5.2.6 Protection Signalling in SDP
Interface SP-4-1

Interface SP-4-1 is to deliver TEK from SP-M in the BSM to the SP-E in the BSD/A for the service protection.
Protocol Stacks
5.2.6.1.1 SP-4-1
The following protocol stack SHALL be used for TEK delivery between the BSD/A and the BSM connected via interface SP-4-1. HTTP over TCP SHALL be used for TEK delivery via the interface. 
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Figure XX – Protocol Stack for SP-4-1
IPSec or HTTPS or both can be used to secure the interface between the BSD/A the BSM.

5.2.6.2 Message over SP-4-1
TEK is sent from the BSM to the BSD/A over the interface SP-4-1 
Keys
Tags are defined in the following table to identify a type of each message. There are two cases for delivery of TEK. The first case consists of the Key Request Message and the Response to Key Request Message. The second case consists of the Key Delivery Message and the Response to Key Delivery Message.
	Tag
	Message Type
	Key

	1
	Key Request Message
	Traffic Encryption Key

	2
	Response to Key Request Message
	Traffic Encryption Key

	3
	Key Delivery Message
	Traffic Encryption Key

	4
	Confirmation to Key Delivery Message
	Traffic Encryption Key


Key Request Message

This message is sent from the BSD/A to the BSM for the acquisition of TEK to encrypt services.
	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	Version
	E
	O
	1
	Version supported by this message
	Integer

	Message ID
	E
	M
	1
	This message ID
	String

	Service ID
	E
	M
	1
	Identifier of the service to be encrypted
	String

	Destination 
	E
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	String

	Source
	E
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	String

	Time
	E
	O
	1
	The time when this message is sent
	String


Response to Key Request Message

After the reception of the Key Request Message, the BSM sends this message to the BSD/A for the delivery of TEK. 
	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	Version
	E
	O
	1
	Version supported by this message
	Integer

	Message ID
	E
	M
	1
	Key Request Message ID
	String

	Service ID
	E
	M
	1
	Identifier of the service to be encrypted
	String

	Destination
	E
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	String

	Source
	E
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	String

	Status
	E
	M
	1
	Indication of the successful reception of Key Request Message. 0 means successful reception and 1 means unsuccessful reception.
	Integer

	Data
	E
	O
	1
	TEK
	Binary

	Time
	E
	O
	1
	The time when this message is sent
	String


The following message format can be used instead for efficiency. Message ID can be used to identify the current message session and other information.

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	Message ID
	E
	M
	1
	Key Request Message ID
	String

	Status
	E
	M
	1
	Indication of the successful reception of Key Request Message. 0 means successful reception and 1 means unsuccessful reception.
	Integer


Key Delivery Message

This message is sent from the BSM to the BSD/A for the delivery of TEK without a request from the BSD/A. If the BSD/A receives this message, then the BSD/A replies to the BSM with Confirmation to Key Delivery Message.
	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	Version
	E
	O
	1
	Version supported by this message
	Integer

	Message ID
	E
	M
	1
	This message ID
	String

	Service ID
	E
	M
	1
	Identifier of the service to be encrypted
	String

	Destination
	E
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	String

	Source
	E
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	String

	Data
	E
	M
	1
	TEK
	Bianry

	Time
	E
	O
	1
	The time when this message is sent
	String


Confirmation to Key Delivery Message
This message is sent from the BSD/A to the BSM for the acknowledgement of the Key Delivery Message.
	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	Version
	E
	O
	1
	Version supported by this message
	Integer

	Message ID
	E
	M
	1
	Key Delivery Message ID
	String

	Service ID
	E
	M
	1
	Identifier of the service to be encrypted
	String

	Destination
	E
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	String

	Source
	E
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	String

	Status
	E
	M
	1
	Indication of the successful reception of Key Delivery Message. 0 means successful reception and 1 means unsuccessful reception
	Integer

	Time
	E
	O
	1
	The time when this message is sent
	String


The following message format can be used instead for efficiency. Message ID can be used to identify the current message session and other information.

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	Message ID
	E
	M
	1
	Key Delivery Message ID
	String

	Status
	E
	M
	1
	Indication of the successful reception of Key Request Message. 0 means successful reception and 1 means unsuccessful reception.
	Integer


Other Messages
TBD.


































































































































































NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 6)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20050101-I]

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 6 (of 6)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20050101-I]

_1193121624.vsd
SP-E in BSD/A


IPSec


TCP


HTTP/HTTPS


SP-M in BSM


IPSec


TCP


HTTP/HTTPS



