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1 Reason for Change

Key management for BCAST is done using either the smart card profile, or the DRM based profile. In the DRM profile, the terminology is not always fully clear. Keys can either be distributed in special Rights Objects for broadcast delivery, which are newly defined in the BCAST work, or DRM 2.0 Rights Objects, as defined in the OMA DRM 2.0 enabler, for delivery over the interaction channel. The latter DRM 2.0 Rights Objects are in the DRM enabler denoted as “RO”. In some few instances, OMA-TS-BCAST_SvcCntProtection and OMA-TS-DRM-XBS have been using the abbreviation “ICRO”, which is however not defined or even listed in the list of abbreviations, and seems wrong. This CR proposes to use the proper abbreviation “RO” for DRM 2.0 ROs.
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that BCAST agrees the changes shown below for inclusion into the affected TS.
6 Detailed Change Proposal

1. Proposed changes to OMA-TS-BCAST_SvcCntProtection-V1_0-20051123-D
3.3 Abbreviations

	OMA
	Open Mobile Alliance

	AES
	Advanced Encryption Standard

	BAK
	BCRO Authentication Key

	BCRO
	Broadcast Rights Object

	ESP
	Encapsulating Security Payload

	HMAC
	Hashed Message Authentication Code

	IPsec
	IP Security

	MAC
	Message Authentication Code

	PAK
	Programme Authentication Key 

	PAS
	Programme Authentication Seed

	PEAK
	Programme Encryption / Authentication Key

	PRF
	Pseudo Random Function

	RIAK
	Right Issuer Authentication Key

	RO
	DRM 2.0 Rights Object

	SAK
	Service Authentication Key 

	SAS
	Service Authentication Seed

	SEAK
	Service Encryption / Authentication Key

	SHA-1
	Secure Hash Algorithm

	TAK
	Traffic Authentication Key

	TAS
	Traffic Authentication Seed


[…]

5.1.2.2.4.1 Traffic Key Message (TKM)
[…]

permissions_category – indicates the permissions category for the programme:

0x00  -  no permissions category, service RO applies as such,
0x01...0x3F - permissions_category is included in the post-acquisition permissions lookup, and
0x40...0xFF - reserved for future standardization.

If permissions_category is in the range 0x01...0x3F,

· in case of RO, the device SHALL use as service_CID for post-acquisition permissions lookup the text string 

service_CID = bsdaID + "#S" + serviceBaseCID + "@" + hex(service_CID_extension) + "_" + hex(permissions_category)

and then apply the permissions specified in the service RO for this asset. 

· in case of BCRO, the device SHALL look up the permissions specified in the service BCRO for the asset that has a matching permissions_category field.

[…]
5.1.2.2.4.3 Authentication for TKMs

A key stream message can contain two MAC fields. The programme MAC field and the service MAC field. If only one MAC field would be used, the authentication key could only be renewed when both SEK and PEK change at the same time. Having two MAC fields and two authentication keys makes it possible to authenticate the message and check for its integrity while only having one key set. The service authentication key (SAK) and the programme authentication key (PAK) will be derived from the service authentication seed and the programme authentication seed respectively which are transmitted together with the encryption keys in the rights objects (How this is carried in the BCRO and regular RO is explained in other sections). A service RO will contain service encryption and authentication keys (SEAK) and a programme RO will contain programme encryption and authentication keys (PEAK). 

[…]

2. Proposed changes to OMA-TS-DRM-XBS-V1_0-20051121-D
3.3 Abbreviations

	OMA
	Open Mobile Alliance

	AES
	Advanced Encryption Standard

	BAK
	BCRO Authentication Key

	BCD
	Binary Coded Decimal

	BCRO
	Broadcast Rights Object

	DRD
	Device Registration Data

	DRM
	Digital Rights Management

	ESP
	Encapsulating Security Payload

	HMAC
	Hashed Message Authentication Code

	IPsec
	IP Security

	LDK
	Local Domain Key

	LLDF
	Long-form Local Domain Filter (a.k.a. longform_domain_id)

	MAC
	Message Authentication Code

	MJD
	Modified Julian Date

	NDD
	Notification of Detailed Data

	OCSP
	Online Certificate Status Protocol

	PAK
	Programme Authentication Key 

	PAS
	Programme Authentication Seed

	PDR
	Push Device Registration

	PEAK
	Programme Encryption / Authentication Key

	PKC
	Public Key Certificate

	PKC-ID
	PKC Identifier: the hash of the Public Key Certificate

	PKI
	Public Key Infrastructure

	PRF
	Pseudo Random Function

	RI
	Rights Issuer

	RIAK
	Right Issuer Authentication Key

	RO
	DRM 2.0 Rights Object

	ROT
	Root Of Trust

	RSA
	Rivest-Shamir-Adelman public key algorithm

	SAK
	Service Authentication Key 

	SAS
	Service Authentication Seed

	SEAK
	Service Encryption / Authentication Key

	SGK
	Subscriber Group Key

	SHA-1
	Secure Hash Algorithm

	SLDF
	Short-form Local Domain Filter (a.k.a. shortform_domain_id)

	TAK
	Traffic Authentication Key

	TAS
	Traffic Authentication Seed

	TDK
	Token Delivery Key

	TEK
	Traffic Encryption Key

	UDF
	Unique Device Filter

	UDK
	Unique Device Key

	UDN
	Unique Device Number

	UDP
	User Datagram Protocol

	UGK
	Unique Group Key


[…]
A.9.2 Authentication for KSMs
A key stream message can contain two MAC fields. The programme MAC field and the service MAC field. If only one MAC field would be used, the authentication key could only be renewed when both SEK and PEK change at the same time. Having two MAC fields and two authentication keys makes it possible to authenticate the message and check for its integrity while only having one key set. The service authentication key (SAK) and the programme authentication key (PAK) will be derived from the service authentication seed and the programme authentication seed respectively which are transmitted together with the encryption keys in the rights objects (How this is carried in the BCRO and regular RO in explained in subsequent sections). A service RO will contain service encryption and authentication keys (SEAK) and a programme RO will contain programme encryption and authentication keys (PEAK). 

To obtain the PAS or TAS from the BCRO the SEAK/PEAK is decrypted with the DEK:
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The authentication key is generated from the authentication seed:
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where :

CONSTANT_SAK 
= 0x020202020202020202020202020202 (120 bit)

CONSTANT_PAK 
= 0x010101010101010101010101010101 (120 bit)

Refer to Error! Reference source not found. for details on f-auth.

The SAK or PAK is used in the MAC generation / verification of the KSM. The algorithm used to calculate the MAC field is HMAC-SHA1-96 according to [FIPS 198] and [RFC2104], using authentication keys of 160 bit in both cases. 

A.9.2.1  Transport of SEAK and PEAK in OMA DRM 2.0 Rights Objects

The encryption keys and authentication keys (SEAK and PEAK) are transported in an RO by concatenating the encryption key and the authentication seed and then protecting the resulting field with AES_wrap [AES_WRAP].
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