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1 Reason for Change

Current BCAST Service and Content Protection specification does not provide an adaptation mechanism for the Traffic Key Delivery Layer for 3GPP MBMS security architecture. This CR provides a mechanism to re-use the MIKEY [RFC 3830] protocol for terminals that implement 3GPP MBMS security with additional OMA BCAST extensions.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

If the CR is agreed an Internet Draft for IETF Multicast Security (MSEC) working group is required to standardize the MIKEY OMA extension defined in this CR in IETF.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Authors kindly ask BCAST Group to agree the CR to be added to the latest Service and Content Protection Specification.
6 Detailed Change Proposal

2.1 Normative References
	[RFC3830]
	“MIKEY: Multimedia Internet KEYing “,J. Arkko, et al,  August 2004,  URL:http://www.ietf.org/rfc/rfc3830.txt

	
	


5.1.2.2.4 Short Term Key Delivery Layer
This subsection deals with the “Short Term Key Delivery Layer” in the 4-layer model for service and content protection.
OMA BCAST Service and Content specification defines two possible key delivery mechanisms:
-OMA BCAST defined key delivery format i.e. TKM (Traffic Key Message) as specified in section 5.1.2.2.4.1 
-IETF defined MIKEY [RFC3830] with OMA BCAST extensions as specified in section 5.1.2.2.4.2 
[Editor’s Note: The section number 5.1.2.2.4.2 is already in use in the specification. A possible re-numbering is required to include this section into the spec. For the purpose of this CR this section number is used]
OMA BCAST implementations that support MIKEY protocol e.g. 3GPP MBMS terminals, MUST also support the MIKEY based Short Term Key Delivery mechanism defined in this specification. 
5.1.2.2.4.2 OMA MIKEY extensions

MIKEY defined by IETF [RFC3830] is used by 3GPP MBMS specifications to deliver Traffic Encryption Keys to the terminals. In cases where the BCAST terminal is compliant to 3GPP MBMS security specifications [3GPP TS 33.246] then the terminal MUST also support the additional OMA extensions defined in this section. 
In cases where MIKEY is used to deliver the encrypted Traffic Encryption Keys (TEKs) to the terminal, a MIKEY extension is required to encapsulate some of the OMA BCAST specific information to the BCAST terminal. The encoding of this information MUST be same as defined in the TKM messages (Please see section 5.1.2.2.4.1).This will ensure that both MIKEY and TKM encapsulation of TEKs can provide similar OMA BCAST functionality without the need to use a single TKM encapsulation mechanism. 
In addition support for MIKEY encapsulation allows the use of existing 3GPP smartcard implementations without the need for any changes. MIKEY extensions defined in this section MUST only be parsed by the BCAST Terminal. MIKEY implementations in existing 3GPP MBMS smartcards will ignore the OMA Extensions as these extensions are not currently supported by 3GPP MBMS [3GPP TS 33.246]. No processing is required by the smartcards regarding the OMA extensions of MIKEY.
Please note that in case of 3GPP MBMS all TEK/SEK processing is done in the smartcard. Therefore encrypted TEKs are encapsulated in the main body of the MIKEY and not in the OMA BCAST extensions. The relevant mappings of MBMS key names and OMA BCAST key  names are given later in this section. 
[Editor’s Note: The actual fields to be supported by the MIKEY extension is for further study. It can contain all the fields in the TKM apart from the encrypted keys or a sub-set of the fields can be included depending on the mandatory to support fields in the TKM.]
OMA MIKEY Extension Header:

This extension header uses the Generic Extension Header feature defined in Section 6.15 of the current MIKEY [RFC3830] specification.  The following fields of the Generic Extension Header as defined in MIKEY MUST contain the following:

Next Payload (8 bits): This field MUST be populated as defined in MIKEY. No change is required.
Type (8 bits): This field defines a new type for MIKEY in addition to the existing types for MIKEY. The new type is named  “Broadcast Traffic Key Stream Information” and is assigned the value of 5. 

[Editor’s Note: The actual value can be different than 5 as there are currently several extension header proposals in IETF and by the time an IETF draft is submitted the number allocated here (5) may already be taken by other proposals]
Length (16-bits): This field MUST be populated as defined in MIKEY. No change is required.

Data (Variable Length): This field will contain the fields that are defined in the TKM messages. The field is named as Traffic Key Management Data, i.e. TKM Data

[Editor’s Note: If the CR is agreed example diagrams can be included in this section to describe how MIKEY extension field is populated with the TKM data]
Delivery of TEKs using MIKEY. 
Terminal implementations that support 3GPP MBMS specifications [3GPP TS 33.246] MUST also support all 3GPP defined MIKEY extensions header without any change for OMA BCAST. All encrypted TEK encapsulations MUST be performed according to 3GPP MBMS MIKEY. For clarification the following logical key mapping exists between 3GPP MBMS and OMA BCAST defined keys. The implementations MUST consider this mapping when MIKEY encapsulation is done.
	Key Layer
	OMA BCAST
	3GPP MBMS

	Layer 2
	SEK/PEK
	MSK (MBMS Service Key)

	Layer 3
	TEK
	MTK (MBMS Traffic Key)


As it can be seen from the table above both the program encryption key (PEK) and service encryption keys (SEKs) map to the same MBMS key. The differentiation of these keys at the short term key delivery layer is done using the key lifetime and the renewal period. MBMS implementations can set the lifetime of an MSK to the life time of a particular pay-per-view event in order to achieve the same result as having a separate PEK. Please note that if both the PEK and the SEK is used for a channel then two separate MSKs are required with different lifetimes.
Each MIKEY encapsulated key stream MUST only be secured using a single key (MSK). In some cases multiple key streams can deliver the same traffic encryption keys encrypted by different MSKs. The terminal MUST use the Electronic Service Guide (ESG) to locate the relevant key stream for the encrypted traffic stream it needs to decrypt. 
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