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1 Reason for Change

MBMS security [3GPP TS33.246] gives a perfect service protection solution for BCAST services on transport layer. But MBMS security couldn’t provide content protection for BCAST services. 

We propose an alternative service and content protection solution for BCAST based on MBMS security. The main idea is to add some functions on MBMS security to make it able to provide content protection for BCAST. Of course, it is not necessary to modify or change currently MBMS security standard [3GPP TS33.246 v630].
This contribution is to discuss a possible architecture for this alternative solution.
2 Impact on Backward Compatibility

n/a

3 Impact on Other Specifications

n/a

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Discuss and agree.

6 Detailed Change Proposal
5.1.1.5 An Alternative Service and Content Protection Solution based on MBMS security for BCAST 

MBMS security [3GPP TS33.246] gives a perfect service protection solution for BCAST services on transport layer. But MBMS security couldn’t provide content protection for BCAST services. 

This contribution is to propose an alternative service and content protection solution for BCAST based on MBMS security. The main idea is to add some functions on MBMS security to make it able to provide content protection for BCAST. Of course, it is not necessary to modify or change currently MBMS security standard [3GPP TS33.246 v630].
No matter what usage rules (i.e., Direct Rendering Only permission, Pay-Per-View, saved for future use) users choose, there are two possible operations on data (i.e., BCAST content) after users consume BCAST services using MBMS. One possible operation is to discard data just after consuming BCAST services. And the other one is to save/store data (in DCF or PDCF file format) for future use. For the former operation (i.e., discarding data right after consuming BCAST services), only service protection is needed. For the latter one, content protection after transport protection in transport layer is needed (i.e., implementing content protection just after service protection). However, currently MBMS security could not provide content protection. In order to make currently MBMS security able to provide content protection, some functions have to be added. All these functions are to keep data (BCAST content) encrypted before recorded/saved.

The main idea includes following operations:

1) Before starting BCAST service, user SHOULD negotiate his/her usage rules (i.e., Direct Rendering Only permission, Pay-Per-View, saved for future use) with usage rules function (URF) in server side through interactive channel. Result of this negotiation is that a usage rules object (URO) will be formed for this user.

2) Before consuming BCAST service, a usage rules monitor (URM) in UE will check if data of this BCAST service need to be recorded. If yes, data will be encrypted according to rules in URO before recorded in content protection function (CPF), otherwise data will be discarded. 

3) During consuming BCAST service, a usage rules monitor (URM) in UE will check if this user disobeys his ordered usage rules in URO negotiated before and check if this user chooses new usage rules during BCAST services. Once URM finds this user disobeys his ordered usage rules or chooses new usage rules (i.e., during a soccer game, initially a user chooses “Direct Rendering Only permission”. Suddenly this user wants to record/save it.), URM will notify this user if he/she decides to continue to choose these new usage rules:

a) If this user gives up his new choices, he/she continues this BCAST service. URM guarantees BCAST data must be discarded after this BCAST service.

b) If this user decides to continue his/her new choices, URM SHOULD save information about new choices (choosing new usage rules). After some time, URM will send such information about all new choices during such time to BCAST server side for charging. So users should pay for their choosing new usage rules. For example, during a soccer game, initially a user chooses “Direct Rendering Only permission”. Suddenly this user wants to record/save it as he/she likes this game. URM saves this new usage rules “saved for future use”. URM also generates CEK (Content Encryption Key) and sends CEK to CPF (Content Protection Function). Then this game can be encrypted and recorded/saved in CPF. After some time, URM will send this usage rules “saved for future use” to BCAST server side for charging. This user SHOULD pay his/her new usage rules (record the game).

5.1.1.5.5 Architecture 
In this document, usage rules mean users how to consuming BCAST services, such as, Direct Rendering Only permission, Pay-Per-View, saved for future use, etc.

Based on currently MBMS security architecture, following functions should be added:

1) Usage Rules Monitor (URM) in UE

2) Content Protection Function (CPF) in UE

3) Usage Rules Function (URF) in Network Equipments supporting BCAST services
After added those above functions on MBMS security architecture, schematic overview of service and content protection for BCAST is below.


[image: image1.emf]Session & Transmission Function

UE 

BSF

Ks

Traffic 

encryption

Traffic 

decryption

MTK 

Encrypted Data  

(protected with MTK)

Ua

Data 

Data 

Derivation 

MTK 

Ub

Zn

HSS

Zh

URO   Encrypted

BM-SC

Content 

provider

URO Generation 

and Encryption

Usage Rules Function

CEK

Data Encryption 

and Recorded

Content Protection Function

Data 

URO Decryption and 

CEK Generation

Usage Rules Monitor

Data

Discarded

If Data need 

to record

If Data need 

not to record

(protected with MUK)

MUK 

MUK 

Network Equipments supporting 

BCAST Services


Figure XX – Schematic Overview based on MBMS security
In Figure XX, features of UE (User Equipment), BSF (Bootstrapping Server Function), HSS (Home Subscriber System) and BM-SC (Broadcast-Multicast Service Centre) can be referred to MBMS security [3GPP TS33.246 v640]. Main features of Usage Rules Monitor (URM), Content Protection Function (CPF) and Usage Rules Function (URF) are described as below:

Main features of Usage Rules Monitor (URM):

· Decrypt URO (Usage Rules Object) with MUK (MBMS User Key) (reused MUK in MBMS security)

· Check if user disobeys usage rules ordered before during consuming BCAST service

· During BCAST services, if users disobey usage rules negotiated before or choose new usage rules, and if users decide to continue their new choices

· Save information about their new choices

· Send such information to BCAST server side for charging

· Check if BCAST data need to record. If yes, data will be encrypted with CEK and recorded in CPF according to rules in URO. Otherwise, data must be discarded after consuming. That checking if data need to record can be achieved:
· In service guide, OR

· In traffic key message on Short Term Key Delivery Layer by using the protection_after_reception parameter, as explained in Section 5.1.2.2.4.1, in DOC “OMA-TS-BCAST_SvcCntProtection-V1_0-20051020-D”
· Generate CEK (Content Encryption Key) based on key materials in URO

Main features of Content Protection Function (CPF):

· Encrypt BCAST data with CEK

· Record BCAST data in DCF (DRM Content Format) or PDCF (Packetized DRM Content Format) file format

Main features of Usage Rules Function (URF):

· Generate URO

· Encrypt URO with MUK

· Send URO from server side to UE

Usage Rules Object (URO) mainly includes:

· Usage rules, for example, Direct Rendering Only permission, Pay-Per-View, saved/recorded for future use

· Rules for content protection (i.e., BCAST data recorded), for example, if user’s usage of BCAST is “Direct Rendering Only permission”, BCAST data need not to record. If user’s usage is “saved for future use”, BCAST data need to record

· Key materials used to generate/derive content encryption keys (i.e., data encryption keys). Key materials including the IMPI of the user to BCAST service, the identity of content provider, etc.

· Important information (such as key materials, information of usage rules) stored on either the smartcard (i.e., SIM, UICC) if the UICC is capable of key management or the ME if the smartcard (i.e., SIM, UICC) is not capable of key management

5.1.1.5.6 BCAST using Service Protection
For some usage rules, such as “Direct Rendering Only permission”, only service protection is needed. And transport encryption is implemented by MBMS security. URM (Usage Rules Monitor) checks if user consumes service legally and guarantees that BCAST data must be discarded after this BCAST service.

In scenarios that need only service protection should include following operations (may not do in sequence as below):

1) User submits his/her usage request for BCAST service (such as “Direct Rendering Only permission”) to Content Provider (CP), CP will for this user’s usage rules and forward them to URF (Usage Rules Function). 

2) User and BM-SC (Broadcast-Multicast Service Centre) authenticate each other.

3) After successful mutual authentication between User and BM-SC, URF will generate URO and encrypt URO with MUK, then send it to UE.

4) Based on MBMS security, UE will get encrypted BCAST data with service protection (i.e., transport encryption) from content provider. 

5) After URO is decrypted with MUK by URM (Usage Rules Monitor) and BCAST data is decrypted with MTK, user can consuming this BCAST service according to his/her ordered usage rules (supervised by URM). URM also will guarantee that data must be discarded after consuming this service.

6) During BCAST services, if this user chooses new usage rules, URM SHOULD save information about new choices (choosing new usage rules). After some time, URM will send such information about all new choices during such time to BCAST server side for charging. So users should pay for their choosing new usage rules. For example, during a soccer game, initially a user chooses “Direct Rendering Only permission”. Suddenly this user wants to record/save it as he/she likes this game. URM saves this new usage rules “saved for future use”. URM also generates CEK (Content Encryption Key) and sends CEK to CPF (Content Protection Function). Then this game can be encrypted and recorded/saved in CPF. After some time, URM will send this usage rules “saved for future use” to BCAST server side for charging. This user SHOULD pay his/her new usage rules (record the game).
5.1.1.5.7 BCAST using Content Protection
For some other usage rules, such as “saved for future use”, content protection is a must. However, MBMS security only provides service protection for BCAST. In order to implement content protection, CPF (Content Protection Function) is needed in UE. URM (Usage Rules Monitor) checks if user consumes service legally. URM also guarantees that BCAST data should be encrypted with CEK before recorded by CPF.

In scenarios that need content protection should include following operations (may not do in sequence as below):

1) User submits his/her usage request for BCAST service (such as “Direct Rendering Only permission”) to Content Provider (CP), CP will for this user’s usage rules and forward them to URF (Usage Rules Function). 

2) User and BM-SC (Broadcast-Multicast Service Centre) authenticate each other.

3) After successful mutual authentication between User and BM-SC, URF will generate URO and encrypt URO with MUK, then send it to UE.

4) Based on MBMS security, UE will get encrypted BCAST data with service protection (i.e., transport encryption) from content provider. 

5) After URO is decrypted with MUK by URM (Usage Rules Monitor) and BCAST data is decrypted with MTK, user can consuming this BCAST service according to his/her ordered usage rules (supervised by URM). 

6) During consuming BCAST service, data is encrypted with CEK and recorded by CPF.

7) During BCAST services, if this user chooses new usage rules, URM SHOULD save information about new choices (choosing new usage rules). After some time, URM will send such information about all new choices during such time to BCAST server side for charging. So users should pay for their choosing new usage rules.
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