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1 Reason for Change

During the BCAST/DLDRM telco on November 30th, there were some discussion on ICRO and BCRO. During the discussion, it was explained that the use of these terms would be justified as they (among other things):

· Are used in DRM profile of Service and Content Protection.

· Are special instantiations of a general OMA DRM v2.0 Rights Object.

· Add clarification by indicating the used encoding and delivery method.

This CR proposes to add explicit definitions for the two terms.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that BCAST agrees the changes shown below for inclusion into the affected TS.

6 Detailed Change Proposal

3.2 Definitions

<< Add definitions in new rows of the following table as needed.  DELETE THIS COMMENT >>

	Content Encryption
	The cipher algorithm is applied on data before packetization for transport or encapsulations in a file occurs.

	Transport Encryption
	The cipher algorithm is applied on data that have been packetized for transport on a network. This can also be referred as Service Encryption but for the sake of clarity, only Transport Encryption term is used.

	Content Protection
	This involves the protection of content (files or streams) during the complete lifetime of the content i.e. it is NOT an access control mechanism only as it involves post-acquisition rules. Content protection is enabled for encrypted content through the use of appropriate rules or rights, e.g. using OMA DRM v2.0 for files and OMA DRM Broadcast extensions for streamed content. Content remains protected in the Terminal.

Usage rules are enforced at "consumption time" (typically, based on DRM). In addition to subscription and pay-per-view, typically associate with Service Protection, Content Protection enables also more fine-grained usage rules, such as for displaying, saving in unencrypted form, printing, processing, re-distributing, etc. [DRMDRM-v2.0].

	Service Protection
	This involves protection of content (files or streams) during its delivery i.e. it is an access control mechanism only. Content is freely available (thus unencrypted) once securely delivered.

For the benefit of allowing Content Protection to be provided for the same service, Service Protection may be limited to immediate consumption / rendering only, allowing recording of encrypted content for future acquisition of post-acquisition rights (see Content Protection).

	Interactive Channel Rights Object
	This is a Rights Object used by DRM profile of the Service and Content Protection. ICRO is delivered over Interacticity Channel. Encoding of the ICRO is specified in [DRMDRM-v2.0].

	Broadcast Channel Rights Object
	This is a Rights Object used by DRM profile of the Service and Content Protection. BCRO is delivered over Broadcast Channel. Encoding of the BCRO is specified in [XBS DRM extensions-v1.0].

	Rights Object
	This term is used in this document as a more generic term whenever an ICRO or a BCRO is meant.
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