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1 Reason for Change

Service protection using the smartcard currently sends TEKs from the smartcard to the terminal in the clear.

A solution is proposed for the smartcard profile using MBMS based on the Secure Authenticated Channel in DVB-CBMS. This can also be used for content protection using the smartcard.

The mechanism is Network Optional, Terminal Mandatory and Smartcard Optional. The optional implementation in the smartcard guarantees that a pure MBMS USIM can be used. This proposal requires changes to the USIM client.

The SAC relies on an SAC client ID and associated private / public key pair. The SAC client ID is sent to the server. The server sends the SAC Client public key to the smartcard (via existing protocols). This is used by the smartcard to establish a shared secret between the smartcard and the SAC Client in the terminal.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Members are asked to approve the CR.
6 Detailed Change Proposal
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Note: the following sections are NEW
[Note: section numbering is left to the Editor]
9.9.9 Terminal Smartcard Secure Authenticated Channel for Smartcard Profile using MBMS
The mechanisms described in this section are OPTIONAL for the network to use and MANDATORY for the terminal to support. As this mechanism has an impact on the smartcard, it is OPTIONAL for the smartcard to support.
This section describes a mechanism to establish a secure authenticated channel (SAC) between the terminal and the smartcard. The terminal entity up to which the secure channel is established is referred to as the SAC Client.
The solution relies on a unique SAC Client ID and an associated private / public key pair.

Once the SAC has been established between the smartcard and the SAC client, unencrypted keys such as TEKs can be sent securely by the smartcard to the SAC Client.

9.9.9.1 SAC Client Identifier
The format defined below SHALL be used as a unique SAC client identifier for the Smartcard Profile:
	SAC_Client_ID
	Length
	Type

	SAC Client Identifier
	8
	byte


Coding and Semantics of Attributes
SAC Client Identifier – SAC Client Identifier sent to the Server.
9.9.9.2 SAC Public Key
The smartcard obtains the SAC Client Public Key via the server. It is used to secure the initial exchange between the smartcard and the SAC Client used to establish the SAC session key.

The format defined below SHALL be used for the unique SAC Private Key.

	SAC_Public_Key
	Length
	Type

	SAC Public Key
	1536
	bits


Coding and Semantics of Attributes
SAC Public Key – Public key of the SAC Client.

9.9.9.3 Signalling Protocols used for MBMS smartcard profile
This section explains how the SAC_Client_ID presented above MAY be sent or requested for the smartcard profile during the MBMS User Service registration. The Figure below summarises the possible messages exchanged. Italics are used to indicate the optional parameters / messages related to the SAC_Client_ID and SAC Public Key.
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Figure N – MBMS User Service Registration with (optional) SAC_Client_ID and (optional) SAC_Public_Key 

The following sections describe the messages in more detail.

9.9.9.3.1 Terminal sending SAC_Client_ID at start of MBMS User Service Registration

The SAC_Client_ID identifier SHALL be sent automatically by the Terminal in the initial HTTP Post Request during the start of the MBMS User Service Registration as defined in Section 6.3.2.1A of [3GPP TS33.246].

The BCAST_Client_ID SHALL be sent using the following notation:

User-Agent:SAC_Client_ID=SAC_Client_ID
Where:

SAC_Client_ID= is text and allows the Server to identify the relevant SAC_Client_ID parameter

 SAC_Client_ID is the actual client ID Base64 encoded.

The SAC_Client_ID includes a signature and a certificate. These SHOULD be verified by the NAF Server to authenticate the SAC Client and verify the integrity of the identifier.

If the Terminal does not send the SAC_Client_ID in the HTTP Post Request, then the NAF Server (Rights Issuer) MAY ask for it as described below in 5.1.7.2.2
9.9.9.3.2 NAF Server (Rights Issuer) Sending SAC Client Public Key to Smartcard
Upon reception of the SAC_Client_ID, the NAF Server (Rights Issuer) MAY either continue with the normal process or MAY send the SAC Client Public Key to the smartcard so it can establish the secure channel. This is signaled using the following messages.
 MIKEY MESSAGE? TBD
SAC_Public_Key=SAC_Public_Key
Where "SAC_Public_Key=" is text and is used by the Terminal to identify the SAC_Public_Key parameter and

SAC_Public_Key is the public key (base64 encoded).
9.9.9.3.3 NAF Server (Rights Issuer) Refusing SAC_Client_ID
If the SAC_Client_ID provided by the terminal to the NAF Server (Rights Issuer) is deemed unacceptable, then the HTTP 403 Forbidden message is sent , i.e. as defined in Section 6.3.2.1A of [3GPP TS33.246]
HTTP/1.1 403 Forbidden

SAC_Client_ID refused
9.9.9.3.4 NAF Server (Rights Issuer) Refusing Access due to lack of SAC_Client_ID

If the SAC_Client_ID is NOT provided by the terminal to the NAF Server (Rights Issuer) and the Secure Channel is deemed essential to access the service, then the HTTP 403 Forbidden message is sent , i.e. as defined in Section 6.3.2.1A of [3GPP TS33.246]
HTTP/1.1 403 Forbidden

SAC mandatory
9.9.9.4 SAC Session Key establishment between Smartcard and SAC Client
The SAC session key established between the smartcard and the SAC Client in the terminal SHALL follow [ISO 11770-3] (half-certified Diffied-Hellman)

After the NAF server has received the SAC_Client_ID, it SHALL send the matching SAC_Public_Key to the smartcard.

The smartcard MAY perform the following cryptographic operation: given the SAC_Public_Key:  GXmod P and a random number Y, a 1536 bit challenge is calculated: GYmod P.
This challenge GYmod P MAY be sent to the terminal.

The smartcard MAY derive the 128 bit session key from the challenge by applying the following operation: [GXmod P]Y, followed by a SHA-1 [SHA-1] operation.
In the terminal, the same session_key SHALL be calculated with the following operation: [GYmod P]X, where X is the SAC_Private_Key, followed by a SHA-1 [SHA-1] operation,

The session_key MAY be used by the smartcard to encrypt the TEKs using the AES-128-ECB [FIPS197] algorithm.
9.9.9.5 Security Requirements on SAC_Client_ID and SAC Private Key
If the SAC_Client_ID is used by the NAF server (Rights Issuer) to secure the Terminal-Smartcard channel, then clearly the information provided by the terminal must be trusted.

The following requirements SHALL be respected for the SAC_Client_ID and SAC Private Key:

· A unique SAC_Client_ID and SAC Private Key SHALL be present on the terminal

· The SAC_Client_ID and SAC Private Key SHALL be stored securely

· The SAC_Client_ID and SAC Private Key SHALL be given the same security considerations as the highest-level key material
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