Doc# OMA-BCAST-2005-0753R02-Proposed-Service-Content-Protection-Profiles.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-BCAST-2005-0753R02-Proposed-Service-Content-Protection-Profiles.doc
Change Request



Change Request

	Title:
	Proposed text for Service and Content protection profiles.
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	BAC-BCAST / BAC-DLDRM

	Doc to Change:
	OMA-TS-BCAST_SvcCntProtection (latest version)



	Submission Date:
	29 Jan 2006

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	David Castleford, Orange, david.castleford@francetelecom.com
Kennie Kwong, Cingular Wireless, kennie.kwong@cingular.com
Hashem Madadi, 3, hmadadi@attglobal.net
Gheorghe Babut, Rogers Wireless, Gheorghe.Babut@rci.rogers.com
Daniel KLAJMIC, BOUYGUES TELECOM, dklajmic@bouyguestelecom.fr
Arthur Cyrankiewicz, T-Mobile, Arthur.Cyrankiewicz@t-mobile.de
Santiago Martinez, Telefonica Moviles, smg@tid.es
Mark Lipford, Sprint-Nextel, Mark.A.Lipford@sprint.com
Charles Lo, Qualcomm, clo@qualcomm.com
Laurent Piron, Nagravision, Laurent.piron@nagra.com
Hervé Brugal, Gemplus, herve.brugal@gemplus.com
Arjen van der Vegt, IrdetoAccess, AVegt@irdeto.com
Jerome Marcon, Alcatel, Jerome.Marcon@alcatel.fr
Pierre Fargues, Axalto, fargues@axalto.com
Michael Boote, Lucent, mboote@lucent.com
Fabien Venries, Viaccess, fabien.venries@viaccess.com
Avraham Poupko, NDS, APoupko@nds.com
Julio Morales, Microelectronica Española, jmorales@exceldata.es
Meir Fuchs, Bamboo MediaCasting, meir@bamboomc.com
Sylvestre Denis, Oberthur Card Systems, S.DENIS@oberthurcs.com


	Replaces:
	OMA-BCAST-2005-0753R01-Proposed-Service-Content-Protection-Profiles
(See tracked changes.)


1 Reason for Change

This revision separates service protection and content protection.

This CR proposes text  in service and content protection document to clarify which OMA BCAST service and content protection profile is mandatory for what kind of OMA BCAST compliant broadcast system/terminal.  The present contribution reflects the majority view of mobile operators considering potential deployment of BCAST system equipped with an interactive channel, and is proposed as an alternative to BCAST-2005-0675R02 (source: Nokia, SonyEricsson).
Key points:

· Separation of system/terminal capability support from decisions for its use.

· Where (U)SIM/(R-)UIM are present in the terminal, support of the BCAST Smartcard profile is mandatory, and BCAST DRM profile support is optional.  Rationale here is to allow service providers flexibility in working with potential DRM IPR licensing models having separate charges for a) terminal DRM capability, and b) its deemed usage, i.e. support of the DRM profile. 
· Removal of DRMv2 capability of terminal as DLDRM DRMv2 capability is independent of BCAST DRM profile capability. However, if the terminal had BCAST DRM profile capability it has de facto DRMv2 capability.
Note that if an OMA BCAST terminal has a (U)SIM/(R-)UIM and also DRMv2.0 capability, it shall support the OMA BCAST Smartcard profile; the OMA BCAST DRM profile may also be supported
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

This CR is presented to BAC-BCAST and BAC-DLDRM for agreement.

6 Detailed Change Proposal

Change to OMA-TS-BCAST_SvcCntProtection-V1_0 to clarify criteria when DRMv2.0 / USIM/(R-) UIM –based profile is to be supported.

5.1 Service and Content Protection Functional Architecture
<text>

5.1.1 Functional Architecture Diagram
5.1.1.1
Overview of the solution

An architectural overview of service protection and content protection appears in the OMA BAC BCAST architecture document (AD).

This specification describes a service and content protection system for OMA BCAST services. It enables the restriction of access to services to authorised users.

OMA BCAST has requirements to provide both protection for broadcast content and services. However, the protection of broadcast content and services are required for different purposes:

· Content providers require securing the content not only at the present time of broadcasting, but also in the future. Some content providers might want to determine post-acquisition usage rules or so called digital rights. These can be obtained on an individual basis by the end user. Other content providers have content to offer, for which they do not require technical restrictions but limit it to fair use cases and rely on copyright acts. 

· Service providers on the other hand require a secure access mechanism. They are only concerned with managing access to the content at the time of broadcasting. This is independent of the offered content and independent of the presence of digital rights for certain types of content. Only an access/no-access mechanism is required to distinguish between subscribed and not-subscribed users.  

Therefore, service protection and content protection will be handled by two different security mechanisms.  The complete protection system consists of:

· Service protection:  The possible key management systems are as defined in this document. There are two possibilities:
· An OMA DRM 2.0 based solution for managing the rights.  In its most common form, OMA DRM manages the rights to use files stored in a device; this solution extends that to the case of receiving streaming content over OMA BCAST. It also provides a means of performing rights management over an OMA BCAST channel.  Additional post-delivery protection is provided by enforcing the usage rights specified in the associated RO, both for downloaded content files and streaming content.  Appropriate broadcast extensions are used to achieve this over broadcast channel, building on existing mechanisms in OMA DRM 2.0.  These extensions enable devices without interactive channel to acquire Rights Objects. BCAST devices that have access to an interactive channel typically acquire Rights Objects over the Interaction Channel, using OMA DRM 2.0 mechanisms, though they may also support acquiring Rights Objects over broadcast channel. This is referred to as the "DRM Profile" (defined in Definitions section).
· A USIM/(R‑)UIM/Smartcard based solution for managing the rights.  This is referred to as the "Smartcartd Profile" (defined in Definition section).
In addition to the layer of right management, the encryption solution can operate on one of the following:

· The Internet Protocol (IP) layer based on the IPsec security standard, in which case it is transparent to IP based receiver applications like video players.

· The transport layer, based on the SRTP security standard. 

· The content level, i.e. by encrypting Access Units before packetization occurs.

For service protection, both IPsec and SRTP allow the solution to be completely independent of the content format, protecting content at the transport level.  Service protection may include message authentication / integrity protection and replay attack.  Unlike service protection that is provided at transport level, content protection is provided at the content level, allowing the solution to be completely independent of the transport level mechanism.   
An appropriate file format may allow direct recording, either encrypted or unencrypted.

· Content protection: 
· For file download delivered over the broadcast channel, the content protection is as per OMA DRM 2.0 specifications.  In this case normal usage rules are as defined in the OMA DRM 2.0 Rights Object. 
· For real-time broadcast streaming using RTP, content protection is applied using the relevant broadcast extensions and appropriate encryption. Post delivery usage rules associated with the service and / or specific program content are delivered in Rights Objects.  These rules can apply to content recorded in an appropriate file format, as defined in this specification for broadcast streams, which may be recorded either encrypted or unencrypted. 
An OMA BCAST terminal MAY implement Service Protection and MAY implement Content Protection.

For BCAST Terminals with Service Protection:

At least one Profile SHALL be implemented. Both Profiles MAY be implemented.
· A BCAST terminal with a cellular radio interface and a (U)SIM/(R-)UIM SHALL implement the Smartcard profile. The DRM profile is OPTIONAL. Hence terminals MAY implement both profiles. 

· A BCAST terminal with a cellular radio interface and no (U)SIM/(R-)UIM SHALL implement the DRM profile (the Smartcard profile is not applicable). 

· A BCAST terminal that does not have a cellular radio interface SHALL implement the DRM profile (the Smartcard profile is not applicable). 

For BCAST Terminals with Content Protection:

At least one Profile SHALL be implemented. Both Profiles MAY be implemented.
· A BCAST terminal with a cellular radio interface and a (U)SIM/(R-)UIM MAY implement the Smartcard profile or MAY implement the DRM profile. The Terminal SHALL implement at least one profile. Hence terminals MAY implement both profiles. 

· A BCAST terminal with a cellular radio interface and no (U)SIM/(R-)UIM SHALL implement the DRM profile (the Smartcard profile is not applicable). 

· A BCAST terminal that does not have a cellular radio interface SHALL implement the DRM profile (the Smartcard profile is not applicable).



· 
· 
Note that ‘Terminal Implementation’ of a content protection profile means is capable of it, but does not necessarily mandate its use.  Decision to use (or not to use) an implemented content protection profile is made at the time of service deployment.  

Table XX and XY summarise the possible scenarios:

	

	

	


· 



	DRM Profile
	Smartcard Profile

	
	
	

	Terminal without cellular radio interface or (U)SIM/(R-)UIM
	MANDATORY
	N/A

	Terminal with cellular radio interface and (U)SIM/(R-)UIM 

	OPTIONAL
	MANDATORY


Table XX – OMA BCAST Terminal Profile Support for Service Protection
	
	DRM Profile
	Smartcard Profile

	Terminal without cellular radio interface or (U)SIM/(R-)UIM
	MANDATORY
	N/A

	Terminal with cellular radio interface and (U)SIM/(R-)UIM
	OPTIONAL
	OPTIONAL


Table XY – OMA BCAST Terminal Profile Support for Content Protection
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