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1 Reason for Change

The OMA BCAST Smart Card profile is based on the 3GPP MBMS key hierarchy that includes a long-term service key called the MSK.  OMA BCAST service protection on the other hand defines both a Service Key and a Program Key, where subscribers are provisioned with Service Keys and non-subscribers that purchase individual program events are provisioned with Program Keys.

In order to provide equivalent functionality through the Smart Card profile, there is a need to map an individual MSK to either a Service Key or a Program Key.  This change request proposes such a mapping.









2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

3GPP USIM interface would have to be modified to allow Traffic Keys to be passed to a USIM in the STKM format.  
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Authors kindly ask BCAST Group to agree the CR to be added to the latest Service and Content Protection Specification.
6 Detailed Change Proposal

5.1.2.1.4.2 Adaptation of Short Term Key Delivery Layer for 3GPP MBMS
Terminal implementations that support 3GPP MBMS specifications [3GPP TS 33.246] MUST utilize the MBMS key hierarchy and the MIKEY protocol in order to deliver an MBMS Service Key to a USIM.  The implementations MUST map the MBMS Service Key delivered to a USIM to either a Service Key or a Program Key that is defined in this specification.  The determination of how to map the MBMS Service Key MUST be made based on the following table:
	3GPP MBMS Key Type
	STKM Identifier that Matches MSK ID
	OMA BCAST Key Type

	MSK
	service_CID_extension
	Service Key

	MSK
	programme_CID_extension
	Program Key


Whenever an MSK ID matches the service_CID_extension parameter in an STKM, the corresponding MSK is considered to be an OMA BCAST Service Key.  And in the case that an MSK ID matches the programme_CID_extension, the corresponding MSK is considered to be an OMA BCAST Program Key.
In order to be consistent with 3GPP MBMS, the first 2 bytes of the service_CID_extension MUST identify a specific service and MUST NOT change between current and next Service Keys.
The terminal MUST use the Electronic Service Guide (ESG) to locate the relevant key stream for the encrypted traffic stream it needs to decrypt.
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