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1 Overview

The OMA SEC group welcomes the recent liaisons received by OMA from 3GPP (from TSG SA3#41,S-050814), contact Vesa Lehtovirta, regarding future use cases, requirements or services where new network initiated GBA functionality could be useful.
2 Proposal

The OMA SEC specifically notes the following from the liaison:

· SA3 is trying to understand the requirements in order to assess if there is a need to develop new GBA functionality that would allow to secure a trigger message to initiate GBA from the network.

· The following push based services developed by OMA were mentioned as examples of services that could have benefited from new network initiated GBA functionality: 

1) 
device management, 

2) 
provisioning, 

3) 
secure user plane location (SUPL) and 

4) 
notifications and push messages 

       and the new the GBA based BCAST service protection profile that is being developed by OMA BAC-BCAST.

OMA SEC has internally discussed the need for secure network initiation of services and has identified threats that cannot be mitigated with currently available security solutions and other cases where an efficient secure push mechanism would give an essential increase in efficiency and security, e.g. secure push would avoid some DoS scenarios. Below we describe some existing and planned enablers, their security solutions and how a GBA PUSH feature could improve security, efficiency and convenience for the user.

SUPL

In release 1 of the Secure User Plane Location (SUPL) network initiated location is an issue. The initiation message is sent over SMS from the network to a client (terminal). The message carries parameters that have to be checked for integrity (user consent and address of server to which the client should connect). In the SUPL architecture description [OMA-AD-SUPL-V1_0-20050930-C] we note the first statement in the security section:

IMPORTANT NOTE: SUPL 1.0 does not provide any mandatory Denial of Service (DoS) protection mechanism. Implementers of SUPL 1.0 MUST consider the Denial of Service requirements of a location service before realizing it with SUPL 1.0.
The rationale behind this note is that there is no reliable mechanisms available to mitigate DoS attacks based on sending faked SMS requesting the terminal to connect to the network (H-SLP). Rather elaborative security measures have been defined with e.g. on requirements for secure provisioning of H-SLP address. Means to secure the initiation message would lead to DoS protection, efficiency gains and enable more flexible network implementations.

OMA SEC considers GBA PUSH as a good candidate for secure push mechanism to be used in the future SUPL releases.

WAP PUSH 

Current OMA push services are based on WAP PUSH. The main problem we see is in connection with unacknowledged push relying on SMS. Such PUSH messages are often used for network initiated of services or for provisioning. These messages are secured using a shared secret, the NETWORKID or USERPIN. The NETWORK ID could be things like IMSI (for GSM) or ESN (for CDMA). What the shared secret actually is depends on the network provider and the particular device. The USERPIN is a PIN, which is communicated out of band. NETWORK ID and USERPIN can also be used simultaneously. A GBA based shared secret would increase security as well as convenience.

OMA SEC considers GBA PUSH as a good enhancement for future releases of WAP PUSH- this includes also the upcoming enabler for SIP PUSH.

Device management and client provisioning

Secure device management requires mutual authentication of the DM client and the DM server as described in [OMA-TS-DM-Security-V1_2-20050729-C]. The authentication can be performed both on application and/or transport level. DM sessions can be network as well as client initiated. In both cases, security based on GBA could eliminate the need for provisioning of credentials and allow convenient and secure mutual authentication. It could also be used for establishing a secure connection between the client and the DM server to integrity and confidentiality protect sensitive DM data.

From the DM Security TS we note:

Bootstrapping is a sensitive process that may involve communication between two parties without any previous relationship or knowledge about each other. In this context, security is very important. The receiver of a bootstrap message needs to know that the information originates from the correct source and that it has not been tampered with en-route. It is important that DM clients accept bootstrapping commands only from authorized DM or CP servers.

Bootstrapping with transport neutral security mandates the support of a shared secret in a way similar to one used to secure WAP PUSH. A GBA based shared secret would also here increase security as well as convenience.

Client provisioning also relies on the same type of security mechanisms as described for bootstrapping. 

OMA SEC considers GBA PUSH based key management as a good enhancement for future device management and client provisioning releases
Common Security Functions

OMA SEC is currently a developing a first version of common security functions enabler. The requirements document [OMA-RD-SEC_CF-V1_0-20050923-D] for these security functions include secure network initiation of services. Currently, the secure network initiation of services [OMA-AD-SEC_CF-V1_0-20050705-D] is anticipated to be modelled after the SUPL solution, inheriting the same type of DoS vulnerabilities and the same type of inefficiency issues.   

If a GBA PUSH mechanism was available, OMA SEC would adopt and recommend its use as a common security function.

OMA BCAST

Currently OMA BCAST is working to reuse 3GPP MBMS for service protection. In MBMS it is assumed that the client initiates a GBA session to establish a key with the MB-SC. This key is later used by the MB-SC to push messages to the client. If the MB-SC for any reason loses the established key, there is no secure way to establish a new key. A GBA PUSH mechanism would solve this problem.

In OMA BCAST DRM based service protection key management, registration and delivery of long term keys can be initiated from both network and device, using ROAP mechanisms. The smart card based service protection profile uses MBMS GBA mechanisms for registration and long term key delivery. It would be advantageous to also for this profile have network initiated registration and delivery of long term keys. A secure GBA PUSH mechanism would enable such a solution.

OMA DLDRM

OMA Download Over The Air v2 includes the ability for a Download Server to automatically trigger the download and installation of a Media Object. When a download client receives a trigger for download, it MUST check if the originator of the trigger message is in its white list that is stored in the terminal. The client MUST only accept the trigger if the originator of the trigger is in the white list. A secure GBA PUSH mechanism would give an efficient and secure solution to this security problem without having to rely on provisioning of white lists.

Summary

The examples above show that many different services and enablers rely on the existence of secure means to push messages to clients without relying on a pre-existing security association between the client and the initiating network service. The problems experienced are the threat of denial of service attacks, replay attacks, and loss of message integrity and confidentiality.

OMA SEC is also of the opinion that there would be substantial efficiency gains if an application trigger could be secured directly, without the terminal having to connect to a network entity to verify the request or to establish a security association. 

The basic OMA SEC requirements can be summarized as follows:

1 A network entity MUST be able to securely trigger the generation of a security association between itself and a mobile client.

2 The network entity MUST be able to send a secured message (also with deferred delivery) to a mobile client, which enables the mobile client to generate the shared security association. 

3 The mobile client SHOULD preferably not have to contact any network entity to be able to generate the security association and check the message.

3 Requested Action(s)

OMA SEC would appreciate if 3GPP TSG SA3 considers the possibilities to standardize a mechanism fulfilling the requirements stated above. 

4 Conclusion

OMA SEC thanks 3GPP SA3 for letting OMA SEC express requirements on a mechanism for secure PUSH/ secure network initiation of services. OMA SEC looks forward to a continued cooperation around this issue.
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