Doc# OMA-BCAST-2006-0049R03-ROC-Sync-BCMCS[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-BCAST-2006-0049R03-ROC-Sync-BCMCS
Change Request



Change Request

	Title:
	ROC synchronization in BCMCS
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	OMA-BCAST

	Doc to Change:
	OMA-TS-BCAST_SvcCntProtection-V1_0-20060303-D

	Submission Date:
	06 Mar 2006

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	L. Dondeti, J. Wang, C. Lo, QUALCOMM, {ldondeti,jwang,clo}@qualcomm.com

	Replaces:
	n/a


Reason for Change

This CR provides text for the SRTP roll-over counter (ROC) synchronization mechanism for 3GPP2 BCMCS.
In the current version of the 3GPP2 BCMCS specification [X.S0022-A], the ROC is included in every SRTP packet.  Specifically, the Master Key Identifier (MKI) included in every SRTP packet contains the BAK ID, SK_RAND and the 32-bit ROC.
Thus, we propose that the OMA BCAST Service and Content Protection Specification shall allow the possibility of including the ROC in SRTP packets for reliable ROC synchronization.

Note further that sending ROC value in SRTP packets is also the solution being adopted by 3GPP MBMS and also being proposed to the IETF.  In that solution, the ROC is included with the authentication tag and the SRTP integrity protection calculation is modified to use the received ROC rather than the locally maintained ROC value.
A proposal to change the BCMCS specification along these lines is being made to 3GPP2.
The R01, R02 versions contain the revised text.
Impact on Backward Compatibility

None.
Impact on Other Specifications

The text in this CR is/will be influenced by related standardization work in 3GPP2 and the IETF.
Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

Recommendation

In the current version, only introductory text is provided.  In the next revision of the spec, to be submitted after the 3GPP2 meeting, in late February, before the BCAST interim meeting in Seoul.  We request that text be adopted into the Service and content protection specification.
This, R01 and R02, versions contain the proposed text.
Detailed Change Proposal

13.1.1. Content Layer

OMA BCAST satisfies the 3GPP2 BCMCS [3GPP2 X.S0022-A] content layer (SRTP) requirements. OMA BCAST SHALL support variable length MKI field that can be signalled through Short term key message. BCMCS currently uses MKI field length of 40 bits. BCMCS can use SRTP authentication and this requirement is also satisfied since SRTP authentication SHALL be optional in OMA BCAST architecture (Section ‎6.4.2). 

13.1.2  Short Term Key Delivery Layer
3GPP2 BCMCS security [3GPP2 S.S0083-A][3GPP2 X.S0022-A] virtually does not need short-term key delivery layer since short-term key is derived in the terminal (not delivered) and also required parameters for SRTP are carried in the MKI field. 3GPP2 BCMCS carries most of the information in-band as a part of extended MKI field in SRTP. Short-term key information is derived by (R-)UIM in the terminal using the long-term key and a random value (SK_RAND) carried in the MKI value. Also, ROC (roll-over-counter) value is carried in the authentication tag 3GPP2 X.S0022-A].  
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