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1 Reason for Change

Section 5.1.6 “Interactive Service Ordering” depicts the required messages for interactive service ordering. Some of Messages contains unnecessary elements. In this CR, clarification on each messages are proposed.
· 5.1.6.1 Service Request
· IE “Interface “ is changed to “SP-7” and some clarifications on description
· Element of User Language is deleted. If a user does not know a language, which are used under the current Broadcast system, then how a user or terminal can send a  request message to BSM?.

· Element of Broadcast Bearer is removed since it does not have any role in this message. After a terminal receives a Service Guide, it can know where it receives a certain service with the information’s on Access Fragment. Therefore, this IE is not necessary.
· Clarification on element “ Service Protection Protocol “. This IE is not necessary for a service, which is delivered over Broadcast channel because Network already decides which protocol is used and provide this information in Service Guide. However, this element can be used for a service to be provided over Interaction Channel.
· It is unclear to have BSDAID and BsdaInfoUrl at the same message. If the data type of BsdaID is changed to AnyURI, we can archive the same purpose with one element.
· It in unclear to have BSDAKeyURL in this message. According to the current BCAST Architecure, BSM will generate all message for content Protection and Service Protection. Therefore, this Element is not necessary.

· It is unclear to have RIID and RIUrl at the same message. RiURL is enough for this message.

· Element “Service Item” is changed to “Purchase Item”..

· Regarding elements Order Option, the role of Order Option is unclear. Therefore, the note is added.
· Regarding Element Price, It is difficult to find the use case of this information element. What happen if the price known to a user is different to the price defined by BSM. There is no clear description for this case through the specification. Therefore, it is proposed to delete this  element and corresponding element “Currency”.

· Regarding Authentication element, reference section 5.13 contains the limited information. Therefore not for clarification is added.
· 5.1.6.2 Service Response

· Message for successful operation

· BsdaID is removed since there is no necessity in the response message and terminal can know where this message from.

· New Element “Purchase Item” is proposed. This IE has RighthsvalidityEndtime and PurchaseID 

· Note for the clarification of Rights Validity EndTime is added because RO, itself, can provide this information.
· Element “Service Item” is changed to “Purchase Item”.

· Regarding Authentication element, reference section 5.13 contains the limited information. Therefore not for clarification is added.

· For message for unsuccessful operation

· BsdaID is removed since there is no necessity in the response message and terminal can know where this message from.

· Service Item ID is changed to Purchase Item ID.

· Note for Authentication is added.

.

· 5.1.6.3 Service Completion

· One sentence for the description of operation done by this message is added.

· IE “Interface “ is changed to “SP-7” and some clarifications on description

· Element “RoID” is changed to “LTK Message ID.

· Note for Authentication is added.

.

· 5.1.6.4 Subscription Long-Term Key Renewal Request

· IE “Interface “ is changed to “SP-7” and some clarifications on description

· Element of User Language is removed. 

· BsdaID , BSDAKeyURL , RiIDand RiRUL are removed because BSM already has the service provisioning information of a purchase item that a user wants to renew. Therefore, these 4 information elements are redundant.

· Service Item ID is changed to Purchase Item ID

· Clarification on the description of “RequestID”
· Note for Authentication is added.

· 5.1.6.5 Subscription Renewal Response

· Message for successful operation

· BsdaID is removed since there is no necessity in the response message and terminal can know where this message from.

· New Element “Purchase Item” is proposed. This IE has RighthsvalidityEndtime and PurchaseID 

· Note for the clarification of Long Term Key  Validity EndTime is added.
· Element “Service Item” is changed to “Purchase Item”.

· Regarding Authentication element, reference section 5.13 contains the limited information. Therefore not for clarification is added.

· For message for unsuccessful operation

· BsdaID is removed since there is no necessity in the response message and terminal can know where this message from.

· Service Item ID is changed to Purchase Item ID.

· Note for Authentication is added.

· 5.1.6.6 Subscription Long-Term Key renewal Completion

· IE “Interface “ is changed to “SP-7” and some clarifications on description

· Note for Authentication is added.

.

· 5.1.6.7 Unsubscribe Request

· IE “Interface “ is changed to “SP-7” and some clarifications on description

· Element of User Language is removed. 

· Category of DeviceID is changed to optional because normally, it is expected that device ID is not necessary for unsubscribe request. However, if a user has multiple devices and she or he wants to unsubscribe a certain device then this element can be used. In addition to this, caordinality is changed to 1..N and the note is added.

· BSDAID is removed because this message is sent from a terminal to BSM. 

· Service Item ID is changed to Purchase Item

· Note for Authentication is added.

· 5.1.6.8 Unsubscribe Response

· Message for successful operation

· BsdaID is removed since there is no necessity in the response message and terminal can know where this message from.

· Element “Service Item” is changed to “Purchase Item”.

· Regarding Authentication element, reference section 5.13 contains the limited information. Therefore note for clarification is added.

· For message for unsuccessful operation

· BsdaID is removed since there is no necessity in the response message and terminal can know where this message from.

· Service Item ID is changed to Purchase Item ID.

· Note for Authentication is added.
· Element Trigger is deleted. It is a bit strange that a unregistered device sends unsubscribe request message. Therefore, it is proposed to delete this element.

· 5.1.6.9 Token Purchase Request

· IE “Interface “ is changed to “SP-7” and some clarifications on description

· Element of User Language is deleted. If a user does not know a language, which are used under the current Broadcast system, then how a user or terminal can send a  request message to BSM?.

· Some more text is added to the description of bsdaID and data type of BSDAID is changed to ANyURI.

· It in unclear to have BSDAKeyURL in this message. According to the current BCAST Architecure, BSM will generate all message for content Protection and Service Protection. Therefore, this Element is not necessary.

· It is unclear to have RIID and RIUrl at the same message. RiURL is enough for this message..

· Regarding Authentication element, reference section 5.13 contains the limited information. Therefore not for clarification is added.

· 5.1.6.10 Token Purchase Response

· BsdaID is removed since there is no necessity in the response message and terminal can know where this message from.( this message is transmitted by BSM

· Regarding Authentication element, reference section 5.13 contains the limited information. Therefore not for clarification is added.

· General note for section 5.1.5 is added to reflect this change on AD in the future ( during Consistency review)

Changed in R01

1. Changed Interface Name as PR

2. Price and Currency is not deleted

a. Price: Put the note to clarify and change DataType as Integer (Decimal is not enough to describe it)

b. Currency: DataType is changed to String and put the note regarding currency code
3. Proposed PurchaseItem element in the response message is deleted.
4. ID related to PurchaseItem is clarified.
a. DataType: anyURI

b. ID is identifier of PurchaseItem Fragment
5. Put note as proposed by Qualcomm
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation


If BCAST agree the proposal, the CR will be reflected on the related section of TS-Service.
6 Detailed Change Proposal

5.1.6 Interactive service ordering
[Note] the changes on 5.1.6 will be reflected the relative section of BCAST AD in the future.
5.1.6.1 Service Request

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	PR-7
Version
	E
	M
	1
	Version of PR-7 interface supported by the terminal. ThePR-7 version number described by this specification is 1.
	Integer

	UserID
	E
	M
	1
	The user identity known to the BSM.
	String

	
	
	
	
	
	

	DeviceID
	E
	M
	1
	A unique device identification known to the BSM (e.g. the International Mobile Equipment Identity, IMEI).
	String

	RequestID
	E
	O
	1
	Identifier for the Service request message.
	Integer

	
	
	
	
	
	

	Service
Protection
Protocol
	E
	O
	1
	Lists each service protection protocol supported by the device, including the mandatory ones. Defined values: “ipsec”, “srtp”. The device is allowed to include more identifiers, however depending on the protocols supported by the network they may be ignored.
[Note] This element is only included in the message if a service is to be delivered over Interaction channel.
	String

	Broadcast
Mode
	E
	O
	1
	Indicates whether or not the device supports the optional broadcast mode of operation for rights acquisition, in addition to the interactive mode of operation.
	“yes” or “no”

	BsdaID
	E
	M
	1
	Globally coordinated ID of the BSD/A. 
Note: This ID is used by BSM to retrieve service information from BSD/A.. 


	anyURI

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	RiURL
	E
	O
	1
	The Rights Issuer URL, from which BSM can retrieve the ROAP triggers** that will be delivered to the device.
	AnyURI

	Purchase
Item
	E
	M
	1..N
	A list of items the user wants to order. 
	Complex type

	Item ID
	E1
	M
	1
	The ID of PurchaseItem fragment. Item IDs are advertised in the service guide and are inserted in this message in the same format.
	anyURI

	Order
Option
	E1
	O
	1
	The order option identifier. Possible order options are advertised in the service guide.
[Note] Clarification on Order Option is required.
	String

	Price
	E1
	O
	1
	The price known to the user.
Note: Clarification on the usage of Price element is to be added.
	Integer

	Currency
	A
	O
	1
	The currency in which the price is expressed. If missing, a system default is assumed.  Currency code is specified in [ISO4217]
	String

	Authentication
	E
	O
	1
	The message authentication, created as described in section ‎5.1.3.
[Note] The method for message authentication is to be defined in 5.1.3
	Base64-encoded binary


5.1.6.2 Service Response

If Service Request is accepted by BSM, then the message from BSM contains following data:


	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	Global
Status
Code
	E
	M
	1
	The overall outcome of the request, according to the return codes defined in Table 2.
	Integer

	
	
	
	
	
	

	
	
	
	
	



	

	Rights
Validity
EndTime
	E1
	O
	0..N
	The last time and date of validity of the Long-Term Key Message, after which it has to be renewed
[Note] this element is validated if RO is broadcasted. Otherwise, this element is not necessary.
	DateTime

	ID
	A
	M
	1
	The ID of the PurchaseItem fragment to which the validity end time is related.
	anyURI

	RequestID
	E
	O
	1
	Identifier for the corresponding Service request message.
	Integer

	Authentication
	E
	O
	1
	The message authentication, created as described in section ‎5.1.3.
[Note] The method for message authentication is to be defined in 5.1.3
	Base64-encoded binary

	Trigger
	E
	M
	1
	ROAP RO Acquisition Trigger**. The device is expected to use the trigger to initiate one or more Long-Term Key Message acquisitions.
	MIME part


If Service Request is rejected by BSM, then the message from BSM contains following data:


	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	Global
Status
Code
	E
	M
	1
	The overall outcome of the request, according to the return codes defined in Table 2.
	Integer

	
	
	
	
	
	

	ItemWise
Status
Code
	E
	M
	1..N
	The error code relative to a particular service item.
	Integer

	Purchase
ItemID
	A
	M
	1
	The ID of the PurchaseItem fragment to which this error code is related.
	anyURI

	RequestID
	E
	O
	1
	Identifier for the corresponding Service request message.
	Integer

	Authentication
	E
	O
	1
	The message authentication, created as described in section ‎5.1.3.
[Note] The method for message authentication is to be defined in 5.1.3
	Base64-encoded binary

	Trigger
	E
	O
	1
	If the service order failed because the device was unregistered, the response includes a ROAP Registration Trigger**. The device is expected to use the trigger to initiate a registration and repeat the service order once it is registered.
	MIME part


5.1.6.3 Service Completion
Service Completion Message May be sent by a terminal after it receives Long Term Key Message.

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	S
P-7
Version
	E
	M
	1
	Version of PR-7 interface supported by the terminal. ThePR-7 version number described by this specification is 1.
	Integer

	LTK Message ID
	E
	M
	1..N
	A list containing the IDs of one or more Long-Term Key Messages received by the device.
	String

	Auhtentication
	E
	O
	1
	The message authentication, created as described in section ‎5.1.3.
[Note] The method for message authentication is to be defined in 5.1.3
	Base64-encoded binary


5.1.6.4 Subscription Long-Term Key Renewal Request
5.1.6.5 Subscription Long-term Key Renewal request message is sent if a user wants to renew a certain Purchase Item or group of purchase items.

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	PR-7
Version
	E
	M
	1
	Version of PR-7 interface supported by the terminal. ThePR-7 version number described by this specification is 1
	Integer

	UserID
	E
	M
	1
	The user identity known to the BSM
	String

	
	
	
	
	
	

	DeviceID
	E
	M
	1
	A unique device identification known to the BSM (e.g. the International Mobile Equipment Identity, IMEI).
	String

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	Purchase
ItemID
	E
	M
	1..N
	A list of identifiers of PurchaseItem fragment that the user wants to renew.
	anyURI

	RequestID
	E
	O
	1
	Identifier for the Subscription long term Key renewal request message.
	Integer

	Authentication
	E
	O
	1
	The message authentication, created as described in section ‎5.1.3.
[Note] The method for message authentication is to be defined in 5.1.3
	Base64-encoded binary


5.1.6.6 Subscription Renewal Response

If Subscription Renewal Response is accepted by BSM, then the message from BSM contains following data:


	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	Global
Status
Code
	E
	M
	1
	The overall outcome of the request, according to the return codes defined in Table 2.
	Integer

	
	
	
	
	
	

	
	
	
	
	



	

	Long-Term Key 
Validity
EndTime
	E1
	O
	0..N
	The last time and date of validity of the Long-Term Key Message, after which it has to be renewed again.
[Note] the information on this element can be provided in RO.
	DateTime

	ID
	A
	M
	1
	The ID of the PurchaseItem fragment to which the validity end time is related.
	anyURI

	RequestID
	E
	O
	1
	Identifier for the corresponding Subscription request message.
	Integer

	Authenticaiton
	E
	O
	1
	The message authentication, created as described in section ‎5.1.3.
[Note] The method for message authentication is to be defined in 5.1.3
	Base64-encoded binary

	Trigger
	E
	M
	1
	ROAP RO Acquisition Trigger**. The device is expected to use the trigger to initiate one or more Long-Term Key Message acquisitions.
	MIME part


If Subscription Renewal Response is rejected by BSM, then the message from BSM contains following data:
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	Global
Status
Code
	E
	M
	1
	The overall outcome of the request, according to the return codes defined in Table 2.
	Integer

	
	
	
	
	
	

	ItemWise
Status
Code
	E
	M
	1..N
	The error code relative to a particular service item.
	Integer

	Purchase
ItemID
	A
	M
	1
	The ID of the PurchaseItem fragment to which this error code is related.
	anyURI

	RequestID
	E
	O
	1
	Identifier for the corresponding Subscription request message.
	Integer

	Authenticaiton
	E
	O
	1
	The message authentication, created as described in section ‎5.1.3.
[Note] The method for message authentication is to be defined in 5.1.3
	Base64-encoded binary

	Trigger
	E
	O
	1
	If the service order failed because the device was unregistered, the response includes a ROAP Registration Trigger**. The device is expected to use the trigger to initiate a registration and repeat the service order once it is registered. The trigger is attached to the response as an additional MIME part.
	Complex type


5.1.6.7 Subscription Long-Term Key Renewal Completion

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	PR-7
Version
	E
	M
	1
	Version of PR-7 interface supported by the terminal. ThePR-7 version number described by this specification is 1
	Integer

	LongTermKeyID
	E
	M
	1..N
	A list containing the IDs of one or more Long-Term Key Messages received by the device.
	String

	Auhtentication
	E
	O
	1
	The message authentication, created as described in section ‎5.1.3.
[Note] The method for message authentication is to be defined in 5.1.3
	Base64-encoded binary


5.1.6.8 Unsubscribe Request

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	PR-7
Version
	E
	M
	1
	Version of PR-7 interface supported by the terminal. ThePR-7 version number described by this specification is 1
	Integer

	UserID
	E
	M
	1
	The user identity known to the BSM
	String

	
	
	
	
	
	

	DeviceID
	E
	O
	0..N
	A unique device identification known to the BSM (e.g. the International Mobile Equipment Identity, IMEI).
[Note] if a User has multiple devices, then this element indicates a device or a group of devices that a user want to unsubscribe
	String

	
	
	
	
	
	

	Purchase Item ID
	E
	M
	1..N
	ID of the PurchaseItem Fragment the user wants to unsubscribe from.
	anyURI

	RequestID
	E
	O
	1
	Identifier for the Unsubscribe request message.
	Integer

	Auhtentication
	E
	O
	1
	The message authentication, created as described in section ‎5.1.3.
[Note] The method for message authentication is to be defined in 5.1.3
	Base64-encoded binary


5.1.6.9 Unsubscribe Response

If Unsubscribe Request is accepted by BSM, then the message from BSM contains following data:

:

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	Global
Status
Code
	E
	M
	1
	The overall outcome of the request, according to the return codes defined in Table 2.
	Integer

	
	
	
	
	
	

	Unsubscribe
InfoMessage
	E
	M
	1..N
	For each subscription that was successfully removed, a message (in free text form) indicating when the cancellation of the subscription will become effective.
	String

	Purchase
ItemID
	A
	M
	1
	The ID of the PurchaseItem fragment to which the message is related.
	anyURI

	RequestID
	E
	O
	1
	Identifier for the corresponding Unsubscribe request message.
	Integer

	Authentication
	E
	O
	1
	The message authentication, created as described in section ‎5.1.3.
[Note] The method for message authentication is to be defined in 5.1.3
	Base64-encoded binary


If Unsubscribe Request is rejected by BSM, then the message from BSM contains following data:


	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	Global
Status
Code
	E
	M
	1
	The overall outcome of the request, according to the return codes defined in Table 2.
	Integer

	
	
	
	
	
	

	ItemWise
Status
Code
	E
	M
	1..N
	The error code(s) relative to a particular service item.
	Integer

	Purchase
ItemID
	A
	M
	1
	The ID of the PurchaseItem fragment to which this error code is related.
	anyURI

	RequestID
	E
	O
	1
	Identifier for the corresponding Unsubscribe request message.
	Integer

	Authentication
	E
	O
	1
	The message authentication, created as described in section ‎5.1.3.
[Note] The method for message authentication is to be defined in 5.1.3
	Base64-encoded binary

	
	
	
	
	
	


Note that if the user has already renewed the subscription, the removal of the subscription will become effective only after an additional subscription period.

5.1.6.10 Token Purchase Request

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	PR-7
Version
	E
	M
	1
	Version of PR-7 interface supported by the terminal. ThePR-7 version number described by this specification is 1
	Integer

	UserID
	E
	M
	1
	The user identity known to the BSM
	String

	
	
	
	
	
	

	DeviceID
	E
	M
	1
	A unique device identification known to the BSM (e.g. the International Mobile Equipment Identity, IMEI).
	String

	bsdaID
	E
	M
	1
	Globally coordinated ID of the BSD/A. 
Note: This ID is used by BSM to retrieve service information from BSD/A. 

	anyURI

	
	
	
	
	
	

	
	
	
	
	
	

	RequestID
	E
	O
	1
	Identifier for the Token Purchase request message.
	Integer

	RiURL
	E
	O
	1
	The Rights Issuer URL, from which BSM can retrieve the ROAP triggers** that will be delivered to the device.
	AnyURI

	Charging
Type
	E
	O
	1
	The type of charging (pre-paid or post-paid) the user wishes to use. The BSM will verify that the requested charging type is available for this user.
	Accepted values: “prepaid”, “postpaid”.

	Requested
Token
Amount
	E
	M
	1
	The amount of new tokens requested by the device (integer). In case of pre-paid, the amount of tokens requested is subtracted from the user’s credit. In case of post-paid, it is verified that the amount of tokens requested doesn’t exceed the user’s credit limit.
	Integer

	Authentication
	E
	O
	1
	The message authentication, created as described in section ‎5.1.3.
[Note] The method for message authentication is to be defined in 5.1.3
	Base64-encoded binary


5.1.6.11 Token Purchase Response

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	Status
Code
	E
	M
	1
	The outcome of the request, according to the return codes defined in Table 2.
	Integer

	
	
	
	
	
	

	RequestID
	E
	O
	1
	Identifier for the corresponding Token Purchase request message.
	Integer

	Authentication
	E
	O
	1
	The message authentication, created as described in section ‎5.1.3.
Note] The method for message authentication is to be defined in 5.1.3
	Base64-encoded binary

	Trigger
	E
	O
	1
	If the token purchase succeeded, the response includes a ROAP Trigger** as an additional payload. The device is expected to use the trigger to initiate one or more token acquisitions. The type of the trigger is yet to be decided.
If the token purchase failed because the device was unregistered, the response includes a ROAP Registration Trigger** as an additional payload. The device is expected to use the trigger to initiate a registration and repeat the token purchase once it is successfully registered.

	MIME part


**These (ROAP messages) are OMA DRMv2.0 specific. Other service protection mechanisms will map their own proprietary messages to the corresponding fields.
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