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1 Reason for Change

This CR provides a technical solution for RTP encapsulation of encrypted AUs (content encryption / ISMACRYP) using a generic RTP payload format.
For the sake of keeping the CR short, only relevant sections that are modified are included. The rest is not modified.
R01 section 7.2.2.1 was removed. It included normative text. This has been moved to section 6.4.3 for clarity and has been updated accordingly.
R02 removes a reference to ISMACRYP2, this is incorrect and not needed.
R02 changes ismacryp to being NO/TO.

R02 removes section in authentication paragraph that was unclear and not needed.

R02 hopefully corrected the section  numbering problem.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Please approve the CR.
6 Detailed Change Proposal
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[SECTION 5.1]
5.1Overview of the solution

An architectural overview of service protection and content protection appears in the OMA BAC BCAST architecture document (AD).

This specification describes a service and content protection system for OMA BCAST services. It enables the restriction of access to services to authorised users.

OMA BCAST has requirements to provide both protection for broadcast content and services. However, the protection of broadcast content and services are required for different purposes:

· Content providers require securing the content not only at the present time of broadcasting, but also in the future. Some content providers might want to determine post-acquisition usage rules or so called digital rights. These can be obtained on an individual basis by the end user. Other content providers have content to offer, for which they do not require technical restrictions but limit it to fair use cases and rely on copyright acts. 

· Service providers on the other hand require a secure access mechanism. They are only concerned with managing access to the content at the time of broadcasting. This is independent of the offered content and independent of the presence of digital rights for certain types of content. Only an access/no-access mechanism is required to distinguish between subscribed and not-subscribed users.  

Therefore, service protection and content protection will be handled by two different security mechanisms.  The complete protection system consists of:

· Service protection:  The possible key management systems are as defined in this document. There are two possibilities:
· An OMA DRM 2.0 based solution for managing the rights.  In its most common form, OMA DRM manages the rights to use files stored in a device; this solution extends that to the case of receiving streaming content over OMA BCAST. It also provides a means of performing rights management over an OMA BCAST channel.  Additional post-delivery protection is provided by enforcing the usage rights specified in the associated RO, both for downloaded content files and streaming content.  Appropriate broadcast extensions are used to achieve this over broadcast channel, building on existing mechanisms in OMA DRM 2.0.  These extensions enable devices without interactive channel to acquire Rights Objects. BCAST devices that have access to an interactive channel typically acquire Rights Objects over the Interaction Channel, using OMA DRM 2.0 mechanisms, though they may also support acquiring Rights Objects over broadcast channel.  This is referred to as the "DRM Profile" (defined in Definitions section).
· A USIM/(R‑)UIM/Smartcard based solution for managing the rights.  This is referred to as the "Smartcartd Profile" (defined in Definition section).
In addition to the layer of right management, the encryption solution can operate on one of the following:

· The Internet Protocol (IP) layer based on the IPsec security standard, in which case it is transparent to IP based receiver applications like video players.

· The transport layer, based on the SRTP security standard. 
· The content level, i.e. by encrypting Access Units before packetization occurs.
For service protection, both IPsec and SRTP allow the solution to be completely independent of the content format by protecting content at the transport level.  On the other hand, content encryption is provided at the content level, allowing the solution to be completely independent of the transport level mechanism. Service protection may include message authentication / integrity protection and replay attack.     
A service provider may use content encryption instead of transport encryption for streaming to provide either service protection or content protection for the same encrypted stream. In this case, the service offered depends on the nature of implicit or explicit rights delivered (access-only right or post-acquisition rights). To allow this scenario, recording of content-encrypted content shall be allowed in encrypted format only if content encryption is used for the purpose of providing optional content protection.

An appropriate file format may allow direct recording, either encrypted or unencrypted.

· Content protection: 
· For file download delivered over the broadcast channel, the content protection is as per OMA DRM 2.0 specifications.  In this case normal usage rules are as defined in the OMA DRM 2.0 Rights Object. 
· For real-time broadcast streaming using RTP, content protection is applied using the relevant broadcast extensions and appropriate encryption. Post delivery usage rules associated with the service and / or specific program content are delivered in Rights Objects.  These rules can apply to content recorded in an appropriate file format, as defined in this specification for broadcast streams, which may be recorded either encrypted or unencrypted. 
An OMA BCAST terminal MAY implement Service Protection and MAY implement Content Protection.

For BCAST Terminals with Service Protection:

At least one Profile SHALL be implemented. Both Profiles MAY be implemented.

· A BCAST terminal with a cellular radio interface and a (U)SIM/(R-)UIM SHALL implement the Smartcard profile. The DRM profile is OPTIONAL. Hence terminals MAY implement both profiles. 
· A BCAST terminal with a cellular radio interface and no (U)SIM/(R-)UIM SHALL implement the DRM profile (the Smartcard profile is not applicable). 
· A BCAST terminal that does not have a cellular radio interface SHALL implement the DRM profile (the Smartcard profile is not applicable). 

For BCAST Terminals with Content Protection:

At least one Profile SHALL be implemented. Both Profiles MAY be implemented.

· A BCAST terminal with a cellular radio interface and a (U)SIM/(R-)UIM MAY implement the Smartcard profile or MAY implement the DRM profile. The Terminal SHALL implement at least one profile. Hence terminals MAY implement both profiles. 
· A BCAST terminal with a cellular radio interface and no (U)SIM/(R-)UIM SHALL implement the DRM profile (the Smartcard profile is not applicable). 
· A BCAST terminal that does not have a cellular radio interface SHALL implement the DRM profile (the Smartcard profile is not applicable).

Note that ‘Terminal Implementation’ of a content protection profile means is capable of it, but does not necessarily mandate its use.  Decision to use (or not to use) an implemented content protection profile is made at the time of service deployment.  
Table 1 and Table 2 summarise the possible scenarios:
Table 1: OMA BCAST Terminal Profile Support for Service Protection

	
	DRM Profile
	Smartcard Profile

	Terminal without cellular radio interface or (U)SIM/(R-)UIM
	MANDATORY
	N/A

	Terminal with cellular radio interface and (U)SIM/(R-)UIM 
	OPTIONAL
	MANDATORY


Table 2: OMA BCAST Terminal Profile Support for Content Protection

	
	DRM Profile
	Smartcard Profile

	Terminal without cellular radio interface or (U)SIM/(R-)UIM
	MANDATORY
	N/A

	Terminal with cellular radio interface and (U)SIM/(R-)UIM
	OPTIONAL
	OPTIONAL
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[Section 5.3.1]
5.3.1Streaming Using Service Protection
For service protection, encryption is carried out using the AES algorithm with 128 bit symmetric traffic keys.  TEKs are retrieved from the secure storage entity and are applied: 
· as part of standard IPsec security associations (SAs), or 
· as an SRTP master key, from which the session key is derived as per the SRTP specification, or

· Directly to encrypt content, presented as Access Units (AUs), before packetization for transport occurs.
Depending on the chosen encryption, the keys are used to perform decryption automatically before passing the packets to the receiving application.
The SEKs or PEKs are transmitted to each receiving device within Long Term Key messages and SHALL be stored within the secure storage entity, and SHALL never be exposed outside of the secure storage.  (If OMA DRM 2.0 extensions are used these messages are Rights Objects). Such transmission of Long Term Key messages can be done in two different ways, depending on whether the receiving device can make use of an interactivity channel:

· Via broadcast over OMA BCAST broadcast channel, or

· Via an interactivity channel.
[Section 6.3.1]
6.3.1 Short Term Key Message (STKM)

Each STKM SHALL be encapsulated in exactly 1 UDP packet.

In order to keep access times low for devices that start accessing a service, a STKM SHALL be transmitted periodically.

The STKM SHALL be transported over the same network stack as the media streams that are protected with the traffic keys contained in the STKM.  The STKM stream MAY be transported in an own session, e.g., an RTP session.

	Short_Term_Key_Message_Description
	Length
	Type

	short_term_key_message() {
	
	

	
selectors_and_flags {
	
	

	

protocol_version
	4
	uimsbf

	
	
	

	

protection_after_reception
	2
	uimsbf

	

reserved_for_future_use
	1
	bslbf

	


access_criteria_flag
	1
	uimsbf

	

traffic_protection_protocol
	3
	uimsbf

	

traffic_authentication_flag
	1
	uimsbf

	

next_traffic_key_flag
	1
	uimsbf

	

timestamp_flag
	1
	uimsbf

	

programme_flag
	1
	uimsbf

	

service_flag
	1
	uimsbf

	
}
	
	

	
if (traffic_protection_protocol == TKM_ALGO_IPSEC) {
	
	

	

security_parameter_index
	32
	uimsbf

	
if (next_traffic_key_flag == KSM_FLAG_TRUE ) {
	
	

	
    next_security_parameter_index    
	32
	uimsb

	
}
	
	

	
}
	
	

	
if (traffic_protection_protocol == TKM_ALGO_SRTP) {
	
	

	

master_key_index_length
	8
	uimsbf

	

master_key_index
	8*master_key_index_length
	uimsbf

	

number_of_media_flows
	8
	uimsbf

	

for (i = 0; i < number_of_media_flows; i++) {
	
	

	


synchronization_source
	32
	uimsbf

	
	
	

	

}
	
	

	
}
	
	

	
if (traffic_protection_protocol == TKM_ALGO_ISMACRYP) {
	
	

	
	
	

	

key_indicator
	8*key_indicator_length
	uimsbf

	

if (next_traffic_key_flag == TKM_FLAG_TRUE) {
	
	

	


key_indicator
	8*key_indicator_length
	uimsbf

	

}
	
	

	
if (traffic_protection_protocol == TKM_ALGO_DCF) {
	
	

	

key_identifier_length
	8
	uimsbf

	

key_identifer
	<8*key_identifier_length>
	bit string

	

}
	
	

	
	
	

	
}
	
	

	
encrypted_traffic_key_material_length
	8
	uimsbf

	
encrypted_traffic_key_material
	8*encrypted_traffic_key_material_length
	bslbf

	
if (next_traffic_key_flag == TKM_FLAG_TRUE) {
	
	

	

next_encrypted_traffic_key_material
	8*encrypted_traffic_key_material_length
	bslbf

	
}
	
	

	
reserved_for_future_use
	4
	bslbf

	
traffic_key_lifetime
	4
	uimsbf

	
if (timestamp_flag == TKM_FLAG_TRUE) {
	
	

	


timestamp
	40
	mjdutc

	
}
	
	

	
if (access_criteria_flag == TKM_FLAG_TRUE) {
	
	

	

reserved_for_future_use
	8
	bslbf

	

number_of_access_criteria_descriptors
	8
	uimsbf

	

access_criteria_descriptor_loop() {
	
	

	


access_criteria_descriptor()
	
	

	

}
	
	

	
}
	
	

	
if (programme_flag == TKM_FLAG_TRUE) {
	
	

	

programme_selectors_and_flags {
	
	

	


reserved_for_future_use
	6
	bslbf

	
	
	

	


permissions_flag
	1
	uimsbf

	

}
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	

if (permissions_flag == TKM_FLAG_TRUE) {
	
	

	


permissions_category
	8
	uimsbf

	

}
	
	

	

if (service_flag == TKM_FLAG_TRUE) {
	
	

	


encrypted_PEK
	128
	bslbf

	

}
	
	

	

programme_CID_extension
	32
	uimsbf

	

programme_MAC
	96
	bslbf

	
}
	
	

	
if (service_flag == TKM_FLAG_TRUE) {
	
	

	

service_CID_extension
	32
	uimsbf

	

service_MAC
	96
	bslbf

	
}
	
	

	}
	
	


Descriptors for access_criteria_descriptor_loop
	Tag
	8
	uimsbf

	Length
	8
	uimsbf

	Value
	<8xlength>
	bit string


The access criteria descriptor loop is an extension mechanism to allow the addition of new access criteria in the future versions of this specification. The device SHALL ignore access criteria descriptors that it doesn’t support.

A single access criteria descriptor can carry one or more access criteria.

The following access criteria descriptors have been defined:

parental_rating – is the parental rating of the programme.  The descriptor tag for this descriptor is 1.  The value for this descriptor is encoded as follows:

Table 4: parental_rating Access Criteria Descriptor

	parental_rating descriptor
	Length
	Type

	rating_type
	7
	uimsbf

	country_code_flag
	1
	uimsbf

	rating_value
	8
	uimsbf

	if (country_code_flag == KSM_FLAG_TRUE) {
	
	

	number_of_country_codes
	8
	uimsbf

	for (i = 0; i < number_of_country_codes; i++) {
	
	

	country_code
	16
	uimsbf

	  }
	
	

	}
	
	


The optional list of country_code specifies that the rating is for a specific list of one or more countries, which is analogous to the MPEG-7 definition of the ParentalGuidanceType.  Each country code is a 2-character value that must be compliant with ISO-3166.

The rating_type with values 0 through 8 specifies one of the content rating systems that are defined by MPEG-7 and rating value is an integer with the meaning that is dependent on the rating_type.  The rating values for rating type 0 through 8 are exactly as they had been defined by MPEG-7.  Rating type 9 is for the parental rating for the German system.

	rating_type
	Name
	Description
	rating_value

	0
	N/A
	ETSI EN 300 468 for the parental_rating_descriptor in DVB systems
	Minimum allowable age.

	1
	JapaneseAdmCommMotionPictureCodeEthicsParentalRatingCS
	Japanese Motion Picture Parental Rating
	1=PG12

2=R-15

3=R-18

4=None

	2
	ICRAParentalRatingCS
	Internet Content Rating Association Parental Rating
	1=Level4

2=Level3

3=Level2

	3
	MPAAParentalRatingCS
	MPAA Parental Rating
	1=G

2=PG

3=PG-13

4=R

5=NC-17

6=NR

	4
	ICRAParentalRatingNudityCS
	Internet Content Rating Association Parental Rating for Nudity
	1=Level 4

2=Level 3

3=Level 2

4=Level 1

5=Level 0

6=None

	5
	RIAAParentalRatingCS
	RIAA Parental Rating
	1=Parental advisory

2=None

	6
	ICRAParentalRatingSexCS
	Internet Content Rating Association Parental Rating for Sex
	1=Level 4

2=Level 3

3=Level 2

4=Level 1

5=Level 0

6=None

	7
	MPAAParentalRatingTVCS
	MPAA Parental Rating for TV
	1=TVY

2=TVY7

3=TVG

4=TVPG

5=TV14

6=TVMA

7=None

	8
	ICRAParentalRatingViolence
	
	1=Level 4

2=Level 3

3=Level 2

4=Level 1

5=Level 0

6=None

	9
	GermanyFSK
	German Freiwillige Selbstkontrolle der Filmwirtschaft Rating System
	1=0  (Freigegeben ohne Altersbeschränkung)

2=6  (Freigegeben ab 6 Jahren)

3=12 (Freigegeben ab 12 Jahren)

4=16 (Freigegeben ab 16 Jahren)

5=18 (Keine Jugendfreigabe)


Constant Values

TKM_ALGO_IPSEC

0

TKM_ALGO_SRTP

1

TKM_ALGO_ISMACRYP 
2
TKM_ALGO_DCF

TKM_FLAG_FALSE

0

TKM_FLAG_TRUE

1

Coding and Semantics of Attributes

protocol_version – indicates the protocol version of this key stream message.

The device SHALL ignore messages that have a protocol_version number it doesn’t support. The value of the protocol_version of this message is set to 0x0 (i.e. the original format). 

Note: If set to 0x0 the format specified in this version of the specification is used. If set to anything else than 0x0, then the format is beyond the scope of this version of the specification.
protection_after_reception – 2-bit field defining the required protection after the removal of the service protection, according to the following table:

Table 5: Protection_after_Reception Values

	Value
	Description

	0x00
	Content protection

Device has to protect all content against access in the clear.

Only the explicitly allowed types of consumption as defined in Rights Objects that the device has for this service or programme are permitted, 

An example permission is 'Access' for the immediate rendering of the service or programme.

	0x01
	Implicit rendering permission; ROs may provide additional rights
Device has to protect all content against access in the clear, but: 
· Direct rendering is implicitly allowed; no Rights Object is required in the device for this, or an RO with only the service or programme key but without any permissions is sufficient,
· The device needs to have an RO with the appropriate permissions (and possibly constraints) for any other type of consumption.

	0x02
	Render and recording play back only

Device has to protect all content against access in the clear, but implicitly, two types of consumption are allowed: 

· Direct rendering, and 

· Play back of protected recordings of this service or programme, which are made by the device itself
.

Apart from the above two types, no consumption is allowed, not even any consumption granted with Rights Object(s). 

The above two types of consumption may also be made available over appropriately protected digital links.

	0x03
	Service Protection

This specification does not impose any protection measures for the content after the removal of service protection.

Note that for e.g. legal or other reasons, the device still might have to protect the content in some way.


traffic_protection_protocol – defines the protocol used for the encryption and authentication of traffic:

	TKM_ALGO_IPSEC
	IPsec ESP (transport mode; encryption: AES-128-CBC [key length 128]; authentication: HMAC-SHA1-96 [key length 160] or NULL).

	TKM_ALGO_SRTP
	SRTP (encryption: AES-128-CTR [key length 128]; authentication: HMAC-SHA1-80 [key length 160] or NULL).

	TKM_ALGO_ISMACRYP
	AU encryption (encryption: AES-128-CTR [key length 128]; SRTP authentication: HMAC-SHA1-80 [key length 128] or NULL).

	Other values
	Reserved for future use


Whether or not authentication is used depends on <traffic_authentication_flag>.

traffic_authentication_flag – defines whether or not the traffic is authenticated:

	TKM_FLAG_FALSE
	Traffic authentication is not used.

	TKM_FLAG_TRUE
	Traffic authentication is used, and the algorithm depends on <traffic_protection_protocol>.


next_traffic_key_flag – indicates whether or not the Short Term Key Message contains the next traffic key material:

	TKM_FLAG_FALSE
	The Short Term Key Message contains only the current traffic key material.

	TKM_FLAG_TRUE
	The Short Term Key Message contains both the current and the next traffic key material.


The next traffic key material SHALL be be included at least 1 second before it becomes current. This is to enable the devices to process the traffic key material and put the necessary security associations in place before the media packets that are encrypted with the next traffic encryption key start arriving.

The next traffic key material SHALL NOT be included earlier than 1 minute before it becomes current. This is to limit the effect on pay-per-view enforcement that is caused by sending the next traffic key material encrypted with the encryption key of a program that may end before the next traffic key becomes current to maximally 1 minute.

The above times SHALL be relative to the moment of transmission of the key stream messages.

timestamp_flag – indicates whether or not the key stream message contains a timestamp:

	TKM_FLAG_FALSE
	The key stream message does not contain a timestamp.

	TKM_FLAG_TRUE
	The key stream message contains a timestamp.


program_flag – indicates whether or not the program key layer is present in the Short Term Key Message:

	TKM_FLAG_FALSE
	The PEK is not present, i.e. the optional program key layer is not used for the service.

	TKM_FLAG_TRUE
	The PEK is present, i.e. the optional program key layer is used for the service.


<program_flag> and <service_flag> SHALL NOT both be 0. All other combinations are allowed, indicating that either one or both of the key layers are present.

service_flag – indicates whether or not the service block is present in the Short Term Key Message:

	TKM_FLAG_FALSE
	The SEK is not present, i.e. the optional service key layer is not used for the service.

	TKM_FLAG_TRUE
	The SEK is present, i.e. the optional service key layer is used for the service.


<program_flag> and <service_flag> SHALL NOT both be 0. All other combinations are allowed, indicating that either one or both of the key layers are present.

security_parameter_index – provides the link to the IPsec ESP header:

Upon reception of a protected IP packet, the terminal SHALL use the security parameter index (SPI) to identify (look up) the correct security association and thereby find the decryption and authentication keys to be used for the received IPsec ESP packet.  The SPI value SHALL be in the range 0x00000100 – 0xFFFFFFFF.  An incoming ESP packet containing the SPI value specified in this field SHALL use the keymaterial provided in the encrypted traffic key material field as keymaterial for the decryption operation.

next_security_parameter_index – provides the link to the IPsec ESP header:

This field is present in the packet only if next traffic key flag is set to true.  This field then contains the IPSec SPI value corresponding to the next_encrypted traffic key material field.  The value of the SPI SHALL be in the range 0x00000100 – 0xFFFFFFFF.  An incoming ESP packet containing the SPI value specified in this field SHALL use the keymaterial provided in the next encrypted traffic key material field as keymaterial for the decryption operation.

master_key_index_length – provides the length of the master_key_index field

This field gives the length of the master_key_index field in bytes.
master_key_index – provides the link to the SRTP header:

Upon reception of a protected RTP packet, the terminal SHALL use the master key index (MKI) to identify (look up) the correct security association and thereby find the decryption and authentication keys to be used for a received SRTP packet.

This field is a sequence of 8-bit values. The sequence consists of master_key_index_length bytes. The bytes are in the same order that they will be in an SRTP packet and SHALL be in SRTP [RFC3711] network byte-order when extracting the MKI value.

The MKI is associated with the current TEK. If the next traffic key flag is set to 1, the MKI associated with the “next TEK” is implicitely defined as MKI+1.

number_of_media_flows – specifies how many RTP media flows are protected by the traffic key.
For each of the media flows, the SRTP roll-over counter needs to be signaled.

synchronization_source – identifies an RTP media flow to which the associated roll-over counter applies.


key_indicator – value of the KeyIndicator used to identify the TEK transported in the STKM. This is used to identify the particular TEK key needed to decrypt AUs (as indicated in the OMADRMAUheader). The key_indicator_length parameter is part of the Session Description Protocol (SDP) and is described in Section insert link to section 7.3.4.
key_identifier_length – indicates the length in bytes of the key_identifier.
key_identifier – value of the identifier used to identify the TEK key transported in the traffic key stream message. This is used to identify the particular TEK needed to decrypt DCF encoded files.

encrypted_traffic_key_material_length – is the length in bytes of the encrypted traffic key material.

The length of the traffic key material depends on the encryption and authentication algorithm, and is obtained by adding the respective key sizes. Encryption MAY require the clear-text key material to be padded.

encrypted_traffic_key_material – is the key material currently used for encryption and optional authentication of the traffic, encrypted using AES-128-CBC, with fixed IV 0, and with 0 padding in the last block, if needed.

If <programme_flag> == TKM_FLAG_TRUE, the traffic key material is encrypted with the Programme Encryption Key (PEK).

If <programme_flag> == TKM_FLAG_FALSE and <service_flag> == TKM_FLAG_TRUE, the traffic key material is encrypted with the Service Encryption Key (SEK).

After decryption (and discarding any padding), the Traffic Encryption Key (TEK) and the Traffic Authentication Key (TAK) are obtained in a way that depends on the protocol used for traffic protection:

IPsec:  If no traffic authentication is used, the TEK is identical to the decrypted traffic key material (16 bytes).
If traffic authentication is used, TEK and Traffic Authentication Seed (TAS) are obtained by splitting the decrypted traffic key material into two parts, where the TEK is identical to the first 16 bytes, and the TAS is identical to the second 16 bytes. The TAK (20 bytes) is derived from the TAS, as described in Section ‎6.3.3.

SRTP:  The master key is identical to the decrypted traffic key material. If no traffic authentication is used, the master key has a length of 16 bytes; if traffic authentication is used, 36 bytes. How the TEK and TAK are derived from the master key is defined by SRTP.

ISMACRYP:  If no traffic authentication is used, the decrypted traffic key material is identical to the key used for the AES-CTR decryption and its length is 16 bytes. If authentication is used, the first 16 bytes of the decrypted traffic key material are the TEK, while the remaining16 bytes are the key used for authentication as described by STRP.
next_encrypted_traffic_key_material – is the encrypted key material used for encryption and optional authentication of the traffic after the current crypto period is over and the next crypto period starts.  The structure of this attribute is the same as for the encrypted_traffic_key_material attribute.
traffic_key_lifetime – is the lifetime in seconds of the Traffic Encryption Key, relative to the first occurrence of an SPI or MKI.
[Section 6.4.3 NEW SECTION]
6.4.3Content encryption (ISMACRYP)

Note this was section 7.2.2.1 in spec and has been updated (see removed section below)
For content encryption of RTP streams, content that is part of a real-time delivery service MAY be protected using ISMACRYP as explained in this specification, i.e. by encrypting elementary audio video samples called Access Units (AUs). Individual AUs are encrypted using AES-128-CTR mode. Each encrypted AU has an OMADRMAUHeader defined in OMA DRM V2.0. 
BCAST terminals MAY support content encryption using ISMACRYP as specified in this section and Section insert link to section 7.3 RTP Transport of Encrypted AU.

Encryption Algorithm

The encryption algorithm SHALL be AES-128-CTR. Other encryption algorithms or key sizes or chaining modes SHALL NOT be used.
The TEK is sent in STKMs, the IV is in the OMADRMAUHeader preceding the encrypted data, the salt key k_s is signalled in the SDP file and the use of the counter is described in [ISMACRYP1]. Note that the TEK is 128 bits unless the STKM contains the TEK concatenated with the authentication key i.e. a total of 256 bits.  

See [ISMACRYP1] for further details.

The Table below shows BCAST parameters and equivalent ISMACryp parameters.
	OMA BCAST parameters
	Equivalent ISMACryp
parameters [ISMACRYP1]

	TEK
	key_k (encryption key)

	IV
	IV

	k_s
	k_s (salt key)


Table X – Equivalent BCAST and ISMACryp parameter names
Authentication Algorithm

The default (optional) authentication algorithm is SRTP with an HMAC-SHA1 with an 80-bit output tag and a 128-bit key [RFC3711].  Other authentication algorithms or truncations SHALL NOT be used. The authentication key to be used is sent in STKMs; it is the last 128 bits of the 256 bit key. SRTP authentification is signaled using SDP security descriptions [draft-sdpsd].
Encryption and Data Formats

<text>

7.1 Service Protection Protocols and Data Formats

7.1.1 Recording with Service Protected Streams 
Service protection, whether it is provided using the DRM PKI profile or the GBA USIM/RUIM profile, is an access-control mechanism only, i.e. once the SEK or PEK has been delivered to the user, access to a given broadcast stream is typically unrestricted.

However, certain broadcast content may have premium value and recording may be allowed only in protected form. This is achieved by using the protection_after_reception parameter of the STKM, as explained in Section ‎6.3.1. Both cases are explained below.

7.1.1.1 Recording in the clear

If recording in the clear is allowed, this SHALL be signalled in the Traffic Key Messages by setting the protection_after_reception to 0x03. 

In this case, recording of content is possible in the clear, using appropriate file formats (provided by the BDS specifications, from other standards bodies or using proprietary formats). For BCAST, the existing DCF or PDCF file formats MAY be used for recording in the clear [DRMCF-v2.0].

7.1.1.2 Recording in protected form only
If recording in protected form only is allowed, this SHALL be signalled by setting protection_after_reception to  0x00, 0x01 or 0x02. In all cases recording MUST be protected against access in the clear. This MAY be done by encrypting the content and protecting the decryption key(s) against access in the clear. This MAY be done using other means to protect content against access in the clear.

Access to the recorded content depends on the value of the protection_after_reception parameter. See section ‎6.3.1.
For broadcast streams encrypted at the content level, recording in encrypted format MAY be achieved by recording the encrypted AUs in the PDCF file format together with the TEK stream as explained in [XBS DRM extensions-v1.0].

Note that recording of encrypted broadcast streams is possible without having the appropriate service protection rights (i.e. SEK or PEK). These can be acquired at a later stage using the information stored in the Short Term Key Message Stream. This allows automatic recording of programmes based on user profiles, for example, or pricing models based on the time at which rights are acquired for service protection, i.e. the value of recorded content reduces as time goes by.

Recommendations for dealing with changes in rights are given in [XBS DRM extensions-v1.0].

7.1.2 Service Protection of download data using DCF
This section contains material from MBMS text in [3GPP TS 33.246].  Differences from the original MBMS text are underlined.  The mechanism described in this section was adopted from [3GPP TS 33.246] and adapted to BCAST needs.
Service protection of download data uses DCF as a container for ciphered file data. The DCF container also identifies the keys used in protecting the data.  Usage of DCF is independent of the KMS type and DCF may be used with either GBA or DRM based solutions.

Data that belongs to a download MBMS User Service is decrypted as soon as possible by the UE terminal, if the MSK SEK or PEK needed to provide the relevant MTK is TEK are already available on the UE terminal or smartcard.

NOTE:
If the OMA DRM V2.0 DCF [15 DRMCF-v2.0] specification is upgraded, these upgrades do not apply for the present document.

When it is required to protect MBMS BCAST download data, OMA DRM V2.0 DCF as defined in reference [15 DRMCF-v2.0] shall be used.  In particular, minor version 0x00000003 of OMA DRM V2.0 DCF specifies how DCF is used to protect MBMS BCAST download data.  MBMS BCAST download data are therefore indicated by minor version 0x00000003 in a DCF. OMA DRM Rights Objects are not utilized. Instead, encryption and authentication keys are generated from MTK TEK. For integrity protection, an OMADRMSignature as specified below is attached inside the optional Mutable DRM information box ('mdri') of the DCF.

The OMADRMSignature Box is an extension to OMA DRM V2.0 DCF for use by MBMS OMA BAC BCAST, and is defined as follows:

aligned(8) class OMADRMSignature extends Fullbox(‘odfssign’, version, flags) {


Unsigned int(8)
SignatureMethod;
// Signature Method


Char



Signature[];


// Actual Signature

}

SignatureMethod Field:

NULL
0x00

HMAC-SHA1
0x01

The range of data for the HMAC calculation shall be according to section 5.3 of reference [15 DRMCF-v2.0].

The correct MTK TEK for decrypting and verifying the integrity of the download data is indicated by the key_id in the RightsIssuerURL field as follows:


mbms-key://<key_id>

where key_id takes its value as follows:

-
If SEK is used for protecting STKMs, key_id is defined as the base64 encoded concatenation (key Domain ID || service_CID_extension MSK ID || ";" || MTK ID key_identifier). 

-
If PEK is used in protectig STKMs and the PEK is not protected by an SEK, key_id is defined as the base64 encoded concatenation (program_CID_extension || ";" || key_identifier).

-
If PEK is used in protecting STKMs and the PEK is protected by an SEK, key_id is defined as the base64 encoded concatenation (service_CID_extension || ";" || program_CID_extension || ";" || key_identifier).
In case the FDT of the FLUTE protocol needs to be protected, the FDT may also be wrapped in a different DCF. Confidentiality or integrity protection of FDT can be provided this way.

The MBMS OMA BCAST DCF implementation format for service protection shall support the following boxes specified in OMA DRM V2.0 DCF [15 DRMCF-v2.0]:

-
Fixed DCF header;

-
Mutable DRM information Box;

-
OMA DRM Container Box.

5.3.1.1 STKM Delivery for Download

STKM can be sent over UDP.  It is possible to multiplex STKM/UDP with FLUTE packets (on the same IP transport address but on a separate IP port – refer to section ‎12.1 on how this is signaled)

Alternatively, the STKM can be delivered as a separate object inside the FLUTE session and having its own FDT entry. This allows STKM delivery to benefit from the reliability enhancing mechanisms offered by FLUTE.

Note: The MIME type of the STKM is TBD.
7.2 Content Protection Protocols and Data Formats

7.2.1 Content Protection for Broadcast Files

Content protection for files SHALL follow OMA DRM 2.0 specification [DRMCF-v2.0].

For audio or video content the PDCF format SHALL be used as it is the most appropriate file format for such protected content.

7.2.2 Content Protection for RTP Audio Video Streams

This section presents a mechanism that allows Content protection to be achieved for RTP audio video streams. This defines a solution for content encryption at Layer 4 as defined in the 4-layer model for Service and Content Protection in the OMA BAC BCAST architecture document (AD). It is assumed that TEKs are changed on a regular basis.

This section provides technical specification to allow content protection to be applied to RTP streams.

7.2.2.1 Encryption of Audio Video samples



See Section link to section 6.3.1 for details on how AUs are encrypted. For details on RTP transport see Section 7.3. 
7.2.2.2 









7.2.2.3 



7.2.2.4 Recording of streamed content using OMA PDCF file format

Streamed protected content MAY be stored using the DCF file format [DRMCF-v2.0]. If the PDCF file format is used instead, the protected file MAY be stored using this file format. Both file formats are defined in OMA DRM 2.0. [DRMCF-v2.0]. The adapted PDCF allows key streams to be recorded as a key track [XBS DRM extensions-v1.0].
Recording can be governed by different flags. Depending on the profile, not all flags are considered to allow recording.

· The permissions associated with broadcast RTP streams, defined in the OMA DRM v2.0 Extensions for Broadcast Support document [XBS DRM extensions-v1.0], are sent in ROs for the DRM profile. The value of the permissions_flag and the permissions_category (Section 10.1.5 of [XBS DRM extensions-v1.0]) for a programme that is part of the STKM must also be considered.
· Protection_after_reception values in the STKM define the type of protection provided for the recorded content. These are applicable to both DRM and Smartcard profiles.

Once the recording permission is obtained, if encrypted recording is required:
· For encryption at the content level, the RTP transport layer is removed so as to recover whole encrypted Access Units (AUs) and associated OMADRMAUHeaders, allowing these to be recorded.
· For encryption at the transport level, encryption must be removed before re-encrypting at the content level (AUs).
Depending on the type of right granted, the following may be possible:

1. Recording in the clear

If recording is allowed in the clear, unencrypted AUs are made available for storage in an appropriate file format, such as PDCF as defined in OMA DRM 2.0 [XBS DRM extensions-v1.0].  Other similar formats such as ISO or 3GPP can be used.  This right is indicated by protection_after_reception value of 0x03 for the Smartcard Profile. For the DRM Profile the permissions in ROs have to also be taken into account (see above).

2. Recording encrypted content

If recording is allowed in the encrypted form then the full benefits of content protection can be obtained.  This applies for protection_after_reception values of 0x00, 0x01and  0x02 for the Smartcard Profile. Note that encrypted content MAY be recorded even for a protection_after_reception value of 0x03. For the DRM Profile the permissions in ROs have to also be taken into account (see above).

Recording of super-distributable OMA assets containing a recording of broadcast content that is suitable for standard DRMv2 devices is described in section 7.4 of [XBS DRM extensions-v1.0]. This involves re-encryption with a single key and hence does not require recording of the key stream.

When recording content from a real-time delivery service, the file MAY be created according to a modified version of OMA DRM PDCF 2.0 that allows usage of multiple encryption keys for content encryption in a single file [XBS DRM extensions-v1.0]. This is achieved by using the Access Unit header OMADRMAUHeader, which signals AU encryption and provides storage for the Key Indicator and IV. The Key Indicator identifies the TEK key used to encrypt Access Unit and the IV is used for the Counter mode of AES.  The STKMs are recorded in a key track. Note that repeated STKMs can be ignored i.e. if the same STKM is received as one already recorded, it SHOULD not be recorded. 

The Table below shows the appropriate location for parameters that need to be stored in the adapted PDCF file.
Table 7: Mapping of broadcast parameters to PDCF parameters

	Parameter
	Source Location
	Destination Location

	RightsIssuerURI
	ESG Access Fragment
	RightsIssuerURL in CommonHeadersBox

	Service_BCI or Programme_BCI
	ESG Access Fragment
	ContentID in CommonHeadersBox

	STKMs
	STKM stream
	OMAKeySample in Key track

	
	
	

	
	
	


This applies to both profiles.

The Table below shows the content of the CommonHeadersBox fields when using the adapted PDCF. The equivalent table when using re-encryption with a single key for a DRMv2 format can be obtained from section 7.4 in [XBS DRM extensions-v1.0]. The Table shows which parameters are used for DRM and Smartcard Profiles.

Table 8: CommonHeaders box fields for adapted PDCF

	Field
	Contents DRM Profile
	Content Smartcard Profile MBMS
	Content Smartcard Profile BCMCS

	EncryptionMethod
	NULL (0x00) if no encryption.

AES_128_CTR (0x02) for encryption with TEKs.
	same
	same

	PaddingScheme
	Determined by the recording device.
	same
	same

	PlaintextLength
	Determined by the length of the recorded asset, calculated by the recording device.
	same
	same

	ContentIDLength ContentID[]
	base64Binary(Service_BCI) for recording of stream protected by SEK

base64Binary(Program_BCI) for recording of stream protected by PEK
	base64Binary(Key Domain ID|MSK ID)
	base64(TBD)

	RightsIssuerURLLength RightsIssuerURL[]
	RightsIssuerURI
	Reference to an MBMS Service Protection Description
	TBD

	TextualHeadersLength TextualHeaders[]
	Determined by context information (original asset, service guide, session description protocol).
	TBD
	TBD

	ExtendedHeaders[]
	Empty.
	same
	same


In the definition of these fields, the base64() operation is defined by [RFC2045].

7.2.3 Content Protection of recorded material for Smartcard Profile

Broadcast streams that are signaled as having content protection may be recorded as defined in this specification. However, for recorded material having content protection, appropriate rights need to be obtained via a Rights Issuer.

For terminals using the smartcard profile, the appropriate key material can be requested based on the Program or Service ID.

The Rights Issuer can provide content protection for the smartcard profile allowing an implicit play once right. Once the server issues the appropriate key to the terminal / smartcard, the BCAST client SHALL interpret the obtained keys relating to the recorded stream as being "play once" i.e. the keys used by the terminal SHALL be "transient"; they are to be destroyed once the content has been rendered once. How this is implemented is out of scope of this specification. The terminal is trusted to know that the key material is for recorded content and not for live streams.

As the key material provides access to recorded content stored in the terminal, preventing unauthorized access to these keys is extremely important. It is therefore recommended that they are stored in a secure storage area and protected appropriately during their limited lifetime. For an implementation using GBA_U, the smartcard can deliver TEKs to the terminal if the adapted PDCF is used to record a TEK key stream. For content protection, the terminal-smartcard interface SHOULD be secured.  This includes appropriate terminal authentication.

For smartcard profiles based on MBMS the smartcard-terminal interface SHALL respect [ETSI SCP reference and 3GPP TS 33.110].

Editor's note: 3GPP currently has a work item (SA3 S3-050726) to provision the secure channel key (TS 33.110). The secure channel protocol is worked on at ETSI SCP.   SA3 Work item is S3-050625 and ETSI SCP requirement SCPr050466 will modify ETSI TS 102.412 "Smart Card Platform Requirements R7". ETSI SCP Work Item has a planned finalization for June 2006. The relevant specification(s) should be used for the above reference(s).
7.2.3.1 Rights Management using the Smartcard Profile
As the Smartcard Profile is based on an implicit "play once" right, no rights exist for content as per DRM. However, the server-side implementation can allow e.g. unlimited access to keys for a given time period or for a given number of times. In all cases the Terminal is forced to request a new MSK for every access to content.
7.2.3.2 Content Protection using the USIM
The smartcard profile mechanisms for service protection using the USIM can be used as described briefly for content protection. Unless indicated otherwise standard MBMS mechanisms are used.
1. Read the first MIKEY message from the key track and send it to the USIM if using GBA_U via the Secure Authenticated Channel between the terminal and smartcard as defined in [[ETSI SCP reference and 3GPP TS 33.110] or move to step ‎6
2. If the MTK is returned then decrypt the encrypted content

3. Repeat ‎1 to ‎2 until the end of the file or until the MTK is not returned (this is indicated by a failure message sent by the USIM)

4. If the MTK is not returned then go to ‎5.

5. Identify the MBMS  Service Protection Description via the RightsIssuerURL in the OMADRMCommon HeadersBox. Obtain the appropriate information regarding the MBMS NAF Server for the service and the MBMS User Service ID and KeyDomainID.

6. Identify the MSK from the recorded MIKEY key track

7. Identify the lower limit MTK ID from the current MIKEY message in the key track

8. Identify the upper limit MTK ID from the last MIKEY message in the key track

9. Mutually authenticate with the Rights Issuer (MBMS NAF Server) and establish an HTTPS tunnel as described in Section TBD
10. Request the MSK from the MBMS NAF Server, concatenating KeyDomainID, MSK ID, MTK ID lower limit and MTK ID upper limit. The concatenation of MTK ID lower limit and MTK ID upper limit is BCAST specific, i.e. will only work when contacting a BCAST Rights Issuer (see note below for further details)

11. Receive the requested MSK from the MBMS NAF Server

12. Read a MIKEY message from the key track and send it to the USIM if using GBA_U

13. Receive the MTK and decrypt the encrypted content

14. Repeat ‎12 to ‎13 until the end of the file
The following must be noted when using the above mechanism:

· The MSK request in step 10 above is specific to a BCAST client and can only be understood by a BCAST server. Hence the Service Provider must ensure the RightsIssuerURL allows the Server to know the request is from a BCAST client.

· The MBMS anti-replay protection mechanisms mean any "rewind" forces a new MSK request unless MTKs are buffered in the terminal. Hence buffering is recommended until end of play.

· The MTK ID lower and upper limits allow a finer management of rights on the server side rather than basing charging on the full duration of the programme defined by the MTK ID.

· The MBMS mechanisms prevent re-use of an MSK (see anti-replay) as the USIM uses a counter for the MTKs. Hence the USIM incorporates an implicit "play once" mechanism.

· The Rights Issuer (NAF Server) must keep a history of MSKs.

· The delivery of MIKEY message must only be done through a Secure Authenticated Channel to ensure MTKs are returned via a secure channel and not in the clear

The above mechanisms SHOULD be respected for terminals using content protection with the smartcard profile for USIMs.
7.3 RTP Transport of Encrypted AUs

Note : This technical specification of RTP transport is based on ISMACryp documents ([ISMACRYP1] ).
Content encryption modifies data before packetization of RTP packets, thus the various RFCs defining ways to encapsulates audio and video data do not apply. In addition, some signalling is necessary in the SDP in order to enable the decryption of the data. ISMA [ISMACRYP1] has defined encapsulation specifications for MPEG-4 codecs. When applicable, these specifications SHALL be used as they are optimized for specific codecs. In all other cases, the following codec-generic method SHALL be used to encapsulate the encrypted audio or video data in RTP packets.

The following defines the RTP payload formats for content encrypted before packetisation. This payload is called “enc-isoff-generic” and supports RTP transport of encrypted tracks from the ISO file format.
The Terminal SHALL fully support this payload, as specified below. 
	RTP Header
	AU Header Section
	Auxiliary Section
	Access Unit Data Section


Figure 6 - Data sections within an mpeg4-generic RTP packet
The RTP payload structure is based upon the RTP payload format defined in mpeg4-generic [RFC3640] shown in Figure 6. Support for encrypted media is added by adding new fields to the Access Unit (AU) header section. Each RTP packet SHALL contain either: 

Each RTP packet SHALL contain either:
1. Exactly one access unit,

2. Two or more complete access units, or
3. One fragment of an access unit. 
The format of enc-isoff-generic RTP packets is identical to that of mpeg4-generic: same RTP header and same RTP payload structure (AU Header section, Auxiliary Section and Access Unit Data Section). 
	AU-headers-length
	AU Header (1)

	AU Header (2)

	AU Header (n)



Figure 7 – AU Header Section within an RTP packet

As defined in RFC 3640 ([RFC 3640]), if the AU-header is configured empty, the AU-headers-length field SHALL NOT be present and consequently the AU Header Section is empty.  If the AU-header is not configured empty, then the AU-headers-length is a two octet field that specifies the length in bits of the immediately following AU-headers, excluding the padding bits.
Some optional fields have been added to the AU headers (see [RFC 3640)) in order to offer a codec agnostic solution:
	Field name
	Optional/ Mandatory

	OMADRMAUHeader
	NO/TM

	AU-size
	NO/TM

	AU-Index / AU-Index-delta
	NO/TM

	CTS-flag / PTS-flag
	NO/TM

	CTS-delta / PTS-delta
	NO/TM

	DTS-flag
	NO/TM

	DTS-delta
	NO/TM

	RAP-flag
	NO/TM

	Stream-state
	NO/TM

	Slice-start-flag
	NO/TM

	Slice-end-flag
	NO/TM

	Padding-size
	NO/TM


Figure 8 - Extended AU header 
AU-size, AU-Index, AU-Index-delta, CTS-flag, CTS-delta, DTS-flag, DTS-delta, RAP-flag, Stream-state fields are defined in RFC 3640 ([RFC 3640]).
For video codecs that encode the video frame as slices that can be decoded independently, a new optional fragmentation mode is defined. In this mode, the sender SHOULD try to align slice boundaries with AU fragment boundaries where possible. Slices boundaries will be indicated using special fields of the extended AU header.

Note:  If the media is already encrypted, it may not be possible for the sender to know where the slice begins and this mode may not be used. However, this mode can be very useful when packetization and encryption occur together (live encoder, hinter …)

Constraints:

1. Each slice MUST be parsed (i.e. syntax decoded) independently of other information by the decoder. 

2. If a slice is greater than the MTU, it is fragmented over multiple RTP packets and fragment MUST be byte aligned.

3. a RTP packet MUST carry only one slice or only one fragment of a slice.

Note:  This definition of slices matches with the definition of video-packets for ASP, slices for H263, NALu for AVC and SVC…
Two new media fields are defined in the AU header section (see RFC 3640 [RFC 3640]) to indicate the first and the last fragment of a slice: 

· Slice-start-flag:  indicates whether it is the first fragment of a slice.  A value of 1 indicates that it is the first fragment of a slice, a value of 0 indicates that it is not the first fragment of a slice.
· Slice-end-flag: indicates whether it is the last fragment of a slice.  A value of 1 indicates that it is the last fragment of a slice, a value of 0 indicates that it is not the last fragment of a slice.

RTP receiver behaviour in case of packets loss:

If Slice-start-flag and Slice-end-flag are not used, when an IP packet is lost, the RTP receiver may drop the entire AU (depending of the decoder robustness).

If Slice-start-flag and Slice-end-flag are used, when an IP packet is lost, the RTP receiver MAY drop all slices which may be affected by the packet lost (depending of the decoder robustness). All others slices may be delivered to decoder.

7.3.1.1 Padding

MPEG decoders must be able to decode Access Units in which such padding is applied. For codecs which are not byte aligned, we have to handle the "de-padding" process.
A new optional media fields are defined in the AU header section (see RFC 3640 [RFC 3640]) to indicate number of padding bits:

Padding-size: indicates the number of padding bits.

7.3.1.2 Timestamps

Three types of timestamps are defined in the ISO file format world:

· DTS: Decoding Timestamp (e.g. : MPEG-2 & MPEG-4 codecs)

· CTS: Composition Timestamp (e.g. : MPEG-4 codec)

· PTS: Presentation Timestamp (e.g. : MPEG-2 codec)
In the ISO file format world, PTS is the same as the CTS. PTS can be carried instead of CTS in the AU header section.

7.3.1.3 OMADRMAUHeader

OMA inserts cryptographic metadata at the beginning of each AU header.  The format of the first AU header is different from the second and subsequent AU headers  (similar to the treatment of AU-Index and AU-Index-Delta in mpeg4-generic).  This block supplies the Cryptographic context for each AU or AU fragment in an RTP packet and is defined as follows:

aligned(8) class OMADRMAUHeader {

if (SelectiveEncryption == 1) {// from the OMASampleFormatBox



bit(1)
EncryptedAU;
// Encryption indicator



bit(7)
reserved;
// Must be zero


}


else EncryptedAU = 1;


if (EncryptedAU==1) {



unsigned int(8 * KeyIndicatorLength) KeyIndicator;



unsigned int(8 * IVLength) IV;


}

}

Reserved fields MUST have all bits set to zero though a compliant receiver MAY choose to ignore this field.  Note that in bit(n), unsigned int(n) and int(n), n is always a bit count.  Note also that delta_IV is the only signed int in the above definition.  See next section for the signalling of the parameter constants (CryptoSelectiveEncryption, CryptoIVLength, CryptoKeyIndicatorLength, CryptoDeltaIVlength, and CryptoKeyIndicatorPerAU).   Diagrammatically, this means that these fields are inserted just before the AU-size field in the diagram above:
	EncryptedAU, Reserved

	KeyIndicator    

	IV / delta IV


Figure 8: OMADRMAUHeader fields

All "Reserved" fields MUST be zero and MAY be ignored by the receiver.  Note that it is possible to compute the access unit count by using the configuration parameters, and the signaled length of the access unit headers. This is because the total bit-length of the AU-headers is given in each packet, and the length of the first AU Header as well as the second and subsequent AU-headers can be computed from the signaled parameters.  This is still true with this extended AU header.  So we have:

AU-count = (AU-header-length – first-header-size)/subsequent-header-size + 1;
Note that this equation does not hold if either CTS or DTS timestamps are present; however, this normally applies only to video, and in that case, the payload format restricts the packet to containing only one AU or a fragment of an AU.
The fields in the OMACrypContextAU structure have the following meaning.

EncryptedAU :
An optional single bit field to signal selective encryption. A 1 value signals that the corresponding access unit is encrypted, a value of 0 means it is not. The presence of this field is configured with the CryptoSelectiveEncryption parameter. All fragments of a single access unit SHALL have the same value for AU_is_encrypted. 

KeyIndicator :
Contains the key indicator for an access unit when CryptoKeyIndicatorLength is non-zero. If the  CryptoKeyIndicatorPerAU is 0, then only the first access unit in a packet has an explicit key indicator value included in the cryptographic context; all subsequent access units SHALL have the same value for KeyIndicator as the first access unit. If CryptoKeyIndicatorPerAU is 1, then a value of key_indicator is included in the cryptographic header for each access unit or fragment in the packet. If SelectiveEncryption is 0 for an access unit, then the value of this field is ignored.

IV :
Contains the initial IV value for the first access unit or fragment contained in the packet.  In most cases, this is the only IV in the packet.  In some cases such as interleaved media, however, there MAY be an IV per AU.

delta_IV :
This field contains IV data on a per-AU basis when CryptoDeltaIVLength is non-zero and the data are interleaved in packet payloads.

The actual IV to be used for each access unit in a packet is computed as follows, with the first access unit in a packet indexed as zero:

IV[0]   := AUHeader[0].Initial_IV;          // First AU in packet
IV[N+1] := IV[N] + AUSize[N] + (CryptoDeltaIVLength == 0 ? 0 : AUHeader[N+1].delta_IV)         // Subsequent   

Note:  The number of access units in a packet is not signaled in this payload format.  The number of access units in the packet can be deduced from the access unit header as for unencrypted modes. A packet that has the M-bit cleared contains a fragment that is not the last of an AU. If the M-bit is set, then the packet has one or more access units or the last fragment of an access unit. The access unit header indicates whether there are two or more access units in the packet.  To distinguish between one whole AU and the last fragment, compare the payload data size and the access unit size conveyed in the access unit header. The access unit size will be the size of the whole AU and not the fragment.

Note: In the simple case where there is one AU per packet, or the AUs are contiguous, this structure reduces to signalling a key indicator and an initial IV per packet.

7.3.2 SDP Signalling
The following notation SHALL be used to indicate that streams are encrypted at the content level (content encryption) using OMA BCAST. Terminals SHALL support the following notation.
7.3.2.1 Overview

OMA signalling has stream signalling parameters.  The stream signalling parameters describe the encryption of the stream.

1. IV length: Describes the size of the initialization vector in bytes.

2. Key indicator length: Describes the size of the key indicator in bytes.

3. Selective encryption: Indicate whether selective encryption is used for the session or not.
4. Salt key k_s: indicates the value of the salt key (used with IV to create the counter for AES in CTR mode as per [ISMACRYP1])
Selective encryption is optional since OMA streams are not required to have unencrypted media frames.

In addition to the stream-signalling parameters, there are two optional transport parameters.

5. delta IV length: Describes the maximum size of the optional media-frames initialization vector.

6. Key indicator per AU: Indicates key rotation on a media frame basis.

The delta IV length parameter is needed when media frames are interleaved in packets and unneeded otherwise.  Key indicator per AU is needed when the stream has multiple keys and the packetizer might rotate a key between two media frames that are in the same packet.  
7.3.2.2 Session Description Protocol Signalling 

This section defines SDP [RFC2327] fmtp signalling for OMA receivers.

The SDP fmtp signalling SHALL use enc-isoff-generic as its format.  All SDP signalling parameters and names are case-insensitive.

Generic SDP signalling conforms to RFC 2327 [RFC 2327] :

m=<media> <port>/<number of ports> <transport> <fmt list>


a=rtpmap:<payload type> <encoding name>/<clock rate>[/<encoding parameters>]


a=fmtp:<payload type> <ISOFF-GENERIC-PARMS> <ENC-ISOFF-GENERIC-PARAMS>

The MIME media type name depends on the track’s media type (i.e. the component subtype field in the ‘hdlr’ box): “video” if the media type is ‘vide’, “audio” if the media type is ‘soun’, and “application” otherwise :
<media> = "audio"|"video"|"application"

The MIME subtype name is “enc-isoff-generic” :
<encoding name> = "enc-isoff-generic"

ISOFF-GENERIC-PARMS are OPTIONAL (NO/TM) parameters that are defined in mpeg4-generic [RFC3640].

Some parameters, which were added to offer a codec agnostic solution, are defined below.

Codec identification

Codec identification is required to know the result after decryption.  A mandatory parameter called “codec” is added. The value of this parameter MUST be compliant with RFC4281 [RFC 4281]:


codec = """<id-simple> "/" <simp-list>"""

<id-simple> are <simp-list> defined in §3.3 of RFC4281 [RFC 4281].

Codec initialization

A mandatory parameter called “setupInfo” is added. This parameter is the base64-encoded of the SampleEntry atom.

setupInfo = ""base64," base64encode(sampleEntryBox) """

Optional parameters (NO/TM)

subSampleStartEndIndication

For the support of slices, an optional parameter called "subSampleStartEndIndication" is added. This parameter indicates whether the Slice-start-flag and the Slice-end-flag are present in the sample-header.


subSampleStartEndIndication = "0" | "1"

If subSampleStartEndIndication=1, the Slice-start-flag and the Slice-end-flag parameters are present.

paddingIndication

For the support of padding bits, an optional parameter called "paddingIndication" is added. This parameter indicates whether the Padding-size field is present in the sample-header. 

paddingIndication = "0" | "1"

If present, paddingIndication=1, the Padding-size field is present and its size is 3 bits.

enhanced

For the support of hierarchical codec (as SVC), an optional parameter called "enhanced" is added. This parameter defines the layer of the stream.


enhanced= <unsigned integer>

ENC-ISOFF-GENERIC-PARAMS are OPTIONAL (NO/TM) and defined below. 

	DESCRIPTOR
	Defined values (bytes)
	Default value (bytes)

	CryptoIVLength
	0..8
	4

	CryptoDeltaIVLength
	0..2
	0

	CryptoSelectiveEncryption
	0..1
	1

	CryptoKeyIndicatorLength
	0..255
	4

	CryptoKeyIndicatorPerAU
	0..1
	0


Table X – Network optional parameters used in SDP

If the parameters are not defined in the SDP file, the above default values SHOULD be assumed.

CryptoIVLength describes the byte length of the initialization vector that is conveyed initially in the packet.

CryptoDeltaIVLength describes the byte length of the initialization vector, if any, that is conveyed with an individual AU.

CryptoSelectiveEncryption declares that the media stream uses selective encryption when it is set to 1, which indicates that the selective encryption bit will appear in the OMADRMAUheader.

When CryproKeyIndicatorLength is non-zero, a key indicator will appear in the OMADRMAUheader.  CryptoKeyIndicatorLength can signal a key indicator field that is 0 to 255 bytes in length.
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� In principle, any device that has the service or programme key should be allowed to play back these recordings. However, present OMA DRM specifications require that an OMA DRM V2 agent has the appropriate Rights Objects for being allowed to play back (P)DCF files. The constraint “which are made by the device itself” can be relaxed once play back of (P)DCF files when having  just a service or programme key has been standardised.





�[Editor] Contents of architecture section deleted, and reference to AD is made, as per conference call on 16 March 2005.
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