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1 Reason for Change

This CR explains how Service and Program keys are mapped for DRM and Smartcard Profiles.

2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

None 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree the CR.
6 Detailed Change Proposal

6.5 Common Keys for the DRM Profile and the Smartcard Profile

This section explains how different keys are mapped between the DRM profile and the Smartcard profile. It also explains how a protected data stream can be shared using both DRM and Smartcard profiles.
6.5.1 Service and Program Keys for the DRM Profile and the Smartcard Profile
For the DRM Profile, BCAST Service Keys SHALL correspond to SEKs and BCAST Program Keys SHALL correspond to PEKs.
For the Smartcard Profile using MBMS key management, a BCAST Service Key SHALL correspond to an MBMS MSK with a given MTK validity. 
For the Smartcard Profile using MBMS key management, a BCAST Program Key SHALL also correspond to an MBMS MSK, but with a more limited MTK validity. For a service offering pay per view programs, PEK and SEK will map to the same MBMS service key. The differentiation will be based on the MSK lifetime, referred as a MTK validity period adapted to a pay per view subscription or a service subscription.
For the Smartcard Profile using BCMCS key management, a BCAST Service Key SHALL correspond to a BCMCS BAK key with a given lifetime. 
For the Smartcard Profile using BCMCS key management, a BCAST Program Key corresponds also to a BCMCS BAK key, but with a more limited lifetime. In case of BCMCS, the differentiation between Service and Program key relies on BAK Expiry time and policy local to BCMCS-Controller

The table below summarises how Service and Program Keys map for different profiles.

	OMA BCAST Key
	DRM Profile

Key
	Smartcard Profile

3GPP MBMS Key
	Smartcard Profile

3GPP2 BCMCS Key

	Service Key
	SEK
	MSK
	BAK

	Program Key
	PEK
	MSK
	BAK


Table X BCAST Key mapping
6.5.1.1 Mapping of Encryption and Authentication Keys for the DRM Profile and the Smartcard Profile

The MSK used within the Smart Card profile is not used directly to secure the delivery of Traffic Keys.  The MSK is used to derive MSK_C encryption key and MSK_I message integrity key which are then used to encrypt and authenticate MIKEY messages respectively.

The DRM profile similarly utilizes separate encryption and authentication keys to encrypt the Traffic Keys and to authenticate STKMs.  However, in the case of the DRM profile the Service Encryption Key SEK and the Service Authentication Key SAK are not derived from the same key.  Likewise, the PEK and the PAK are not derived from the same key.

A more detailed mapping of the encryption and authentication keys between the DRM and Smart Card profiles is provided in the following table:

	OMA BCAST Key
	DRM Profile

Key
	Smartcard Profile

3GPP MBMS Key
	Smartcard Profile

3GPP2 BCMCS Key

	Service Encryption Key
	SEK
	MSK_C (derived from MSK)
	TBD (derived from BAK)

	Service Authentication Key
	SAK (derived from SAS)
	MSK_I (derived from MSK)
	TBD (derived from BAK)

	Program Encryption Key
	PEK
	MSK_C (derived from MSK)
	TBD (derived from BAK)

	Program Authentication Key
	PAK (derived from PAS)
	MSK_I (derived from MSK)
	TBD (derived from BAK)


Table X BCAST Encryption and Authentication Key mapping
6.5.2  Service and Program Key IDs in STKM for the DRM Profile and the Smartcard Profile

For the DRM Profile, STKMs are delivered over UDP.
For the Smartcard Profile using 3GPP MBMS, the MIKEY protocol MUST be used in order to deliver an MBMS Service Key to a USIM. 
The following mapping between Service/Program Key IDs and STKM or MIKEY parameters MUST be used:

	BCAST Key ID
	DRM Profile

STKM Key ID
	Smartcard Profile

3GPP MBMS MIKEY
	Smartcard Profile

3GPP2 BCMCS

	Service Key ID
	service_CID_extension
	MSK_ID
	BAK_ID

	Program Key ID
	programme_CID_extension
	MSK_ID
	BAK_ID


Table X BCAST Key ID mapping in STKM/MIKEY
The parameters for the DRM Profile are only used if the STKM contains DRM profile information.

The terminal MUST use the SDP to locate the relevant key stream for the encrypted traffic stream it needs to decrypt.
Note: the table above indicates the equivalent parameters / fields. For information on how these should be specified for the case where both DRM Profile and Smartcard Profile provide access to the same data stream please refer to Section 6.5.3 below.
6.5.3 Sharing Protected Data Streams using both DRM Profile and Smartcard Profile
TBD
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